Shlossman. Am 




From: 
Sent: 
To: 
Subject: 




Shlossman, 

Wednesday, February 29, 2012 8:51 AM 
Chandler, Matthew 
Fw: Statement 



Original Message 

From: Kroloff, Noah 
Sent: Wednesday, February 29, 
To i Boogaard, Peter; Sandweg, 
Cc: Grossman, Seth; Callahan, 



2612 08:48 AM 
John 




: RE 



Mary Ellen; Shlossman, Amy 



j 



Colburn, Brent 



■w 




The first para is unintelligible. Do you want me to edit or do you want to correct? 

Original Message 

From: Boogaard, Peter 

Sent: Wednesday , February 29, 2012 8:46 AM 

To: Kroloff, Noah; Sandweg, 3ohn 

Cc: Grossman j Seth; Callahan, Mary Ellen; Shlossman, Amy 

Subject: RE: Statement 

How about this? 




Congress requires DHS* National Operations Center (NOC) ff to provide situational awareness and 
establish a common operating picture for the entire federal government and for state, local, 
and tribal governments as appropriate, in the event of a natural disaster or terrorist attack 
and ensure that critical terrorism and disaster- related information reaches government 
decision-makers. JJ Under this requirement, the NOC monitors social media only for situational 
awareness purposes during times of crisis, such as a terrorist attack or earthquake- 

Original Message- 

From: Kroloff, Noah 

Sent: Wednesday, February 29, 2012 8:40 AM 

To: Boogaard, Peter; Sandweg, 

Cc: Grossman, Seth; Callahan, Mary Ellen; Shlossman, Amy 

Subject: RE: Statement 



John 



Can we say something about the employees being disciplined in the on the record? 



i 



Original Message-- --- 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 8:37 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn,, William; Kroloff, Noah; Sandweg, John; 

Bela nd, Michael ; Davi s, Robert M 

Cc: [UlMiSI^^^^^^H E Pl e Y* Veronica; Flores j Gina; HesSj David; Grossman, Seth; Callahan, 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 



According to Bill Flynn, they were not looking at social media 
doing analysis, but it was based on traditional media sources. 




exceeded their writ by 



Original Message 

From: Boogaardj Peter 

Sent: Wednesday, February 29, 2912 98:25 AM 

To: Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, Dohn; 

Bela nd, Michael; Davi s M Robert M 

Cc: H3I@|HHHI Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 




Original Message 

From: Spaulding, Suzanne 

Sent: Wednesday , February 29, 2012 08:24 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John; 
Bela nd, Michael; Davi s, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 




Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



What is the violation of privacy standards? 

Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 98:22 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, 

Bela nd, Michael; Davi s, Robert M 

Cc: [©Mvi^^^^^^H Epley, Veronica; Flores, 
Mary Ellen; Shlossman, Amy 

: Re: Statement 



Suzanne; Kroloff, Noah; Sandweg, John; 



Gina; Hess, David; Grossman, Seth; Callahan, 




Most recent statement is attached. 




Original Message 
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From: Boogaard, Peter 

: Wednesday, February 29, 2012 03:19 AM 
To: Durkovich, Caitlin; Flynn, William; Spaulding, 
Beland, Michael; Davis , Robert M 
Cc: McConnell, Scott; Epleyj Veronica; Flores, Gin 
Mary Ellen; Shlossman, Amy 
iect: Re: Statement 



Suzanne; Kroloffj Noah; Sandweg, lohn; 
i; Hess, David; Grossman, Seth; Callahan, 





Original Message 

From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 08:16 AM 

To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, Dohn; 

Beland. Michael ; Dav is, Robert M 

Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 





Cc: 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 







Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Flynn* William 



Sent: Wednesday, February 29, 2012 08:08 AM 

To: Spaulding, Suzanne; Boogaard, Peter; Kroloffj Noah; 

Beland. Michael; Davis, Robert M 




, Dohn; Durkovich, Caitlin 







Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 



Cc: 

Mary Ellen; Shlossman, 
Subject: Re: Statement 

Background: IP (POD division) compiles an open source report on critical infrastructure which 
is posted to H5IN. The contract for this service recently changed and the new contractor 



inappropriately conducted some 




to the open source information (in this case). When 



it was brought to my attention the report was pulled (other steps have also been taken), 
However the fed staff undertook a thorough review and every source is traditional media, 
report references social media resources but that was found in traditional sources • No 
monitoring of social media took place. 



The 



• 




William F* Flynn 

Assistant Secretary 
Office of Infrastructure Protection 
US Department of Homeland Security 
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Original Message 



From: Spauldingj Suzanne 

Sent; Wednesday , February 29, 2012 06:47 AM 

To: Boogaard, Peter; Kroloff, Noah; Sandweg, Dohn; Durkovich, Caitlin; Beland, Michael; 

Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 




Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




- - - • 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday j February 28, 2012 11:15 

To: Kroloff, Noah; Sandweg, 3ohn; Spaulding, Suzanne; Durkovichj Caitlin 

Davis, Robert M 

Cc: 



Beland, Michael; 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




Original Message 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2612 11:12 PM 

To: Sandweg, John; Boogaard, Peter; Spaulding, 

Davis. Robert M 

Cc: 



Suzanne; Durkovich, Caitlin; Beland, Michael; 










Epley, Veronica; Flores, Gina; Flynnj William; Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman, Amy 






Subject; Re: Statement 



Where r we on this 



Original Message 

From: Sandweg, lohn 

Sent: Tuesday, February 28, 2012 10:26 PM 

To: Boogaart^Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Cc: [J3I©]HIHIB Epley, veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 

Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 

Subject; Re: Statement 

Definitely think that the more we can push back on any inaccuracies the better. 



That said, assuming he isn't going to pull down the 
related issues out there, we need a clear statement 
drafted in violation of our privacy standards • 



blog 
that 



post, with other similar privacy 
ains that this report was 




+ Noah and Amy 
Original 




sage 
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From: Boogaardj Peter 



Sent 
To: S 

Cc: 



Tuesday 
ldi 




February 28, 2012 10:21 PM 

Suzanne; Durkovich, Caitlin; Beland, Michael; Davis , Robert M 




Epley, Veronica] Flores, Gina; Flynn 
Sandweg, 3ohn; Callahan, Mary Ellen 
Re: Statement 



William ; Hess, David; Gross 



j 






Also looping MEC. 





10:19 PM 



Original Message ----- 

From: Boogaard, Peter 

Tuesday, February 28 , 
To: Soauldine. Suzann e; Durkovich, Caitlin; Belandj Michael; Davis , Robert M 

_ Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
3ohn 



Cc: 




Seth 

Subject: Re: Statement 

Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed 



Original Message 

From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2012 10:04 PM 

To: Durkovich, Caitli n; Boogaard, Peter; Beland, Mich 

Cc: B^^yiHIHH Epley, Veronica; Flores, Gina; 
Subject: Re: Statement 




1; Davis, Robert M 
n, William; Hess, David 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:43 PM 

To: BoQgaarc^Peter: Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: [©X©^I^^^^H Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 



DUS Spaulding is out 
statement . 
Caitlin Durkovich 

Chief of Staff 
National Protection 



of her speaking engagement and is going to review report, blog and 





Programs Directorate U.S. 




of Homeland Security 



Original Message 



From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:24 PM 

To: Durkav^h^CattHnj Beland, Michael; Davis, Robert M; Spaulding, 

Cc: dSEsflHUIH E Pl e y j Veronica; Flores, Gina; Flynn, William; 
Subject: Re: Statement 



Suza 




nne 

, David 
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Can you confirm that this accurate? 



Original Message ----- 

From: Boogaard, Peter 

Sent: Tuesday, February 28 , 2612 09:07 PM 

To: Durkovich, Caitlin ; Beland, Michael] Davis, Robert M; Spaulding, 

Cc: OIQ^^^^^^^H Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 



Suzanne 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday , February 28, 2012 09:03 PM 

To; Boogaard, Peter; Beland, 

Cc : Q3I©|Hi^^^H fpley, 
Subject: RE: Statement 



Michael; Davis, Robert M; Spaulding, Suzanne 
Veronica; Flores, Gina; Flynnj William; Hess, David 




If anything, I think we should consider calling Hastings and help him understand our mission < 





-Original Message-- — 


From 


: Boogaardj 


, Peter 


Sent 


: Tuesday, 


February 28 ■, 


To: l 


Beland^M^-Chael; Davis , 


Cc: 


iSuvJflflH 


^^H Epley, 






2012 8:55 PM 

Robert M; Durkovich, Caitlin; Spaulding 
Veronica; Flores, Gina; Flynn, William 



* 



Su 



zanne 



Subject: Re: Statement 



Couple changes. 

this accurate? Our FO likes this approach. If there are different opinions, let me know 





Original Message — 







From: Beland, Michael 

Sent: Tuesday, February 28, 2012 08:35 PM 

To: DaviS^Rober^l: Durkovich, Caitlin; Boogaard, Peter; Spaulding, 

Cc: Qt{^^m|^^| Epley, Veronica; Flores, Gina; Flynn, William 

ect: Re: Statement 



Suzanne 




We are still working the dates, but, based upon the document and our recollection , it was 
posted to hsin and one cannot access the materials on hsin without a password. Once we get 
the dates, we'll pass them along, but that may not be before you push this out. 

Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 






National Protection and Programs Directorate U.S. Department of Homeland Security 





-- Original Message 

; Davis, Robert M 
Sent: Tuesday, February 28, 2812 08:28 PM 
To: Belaru^Michae^; Durkovich , Caitlin; Boo 
Cc: SSE^QI^imiH Epley, Veronica; Flores, 
Subject: Re: Statement 




, Peter; Spaulding, Suzanne 
Gina; Flynn, William 





-- — Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2812 07:55 PM 

To: Durkovich^Caitli n ; Boogaard, Peter; Davis, 

Cc: (J3XS9HIHHI Epiey, Veronica; Flores, Gina; Flynn 

Subject: Re: Statement 




rt M; 



Spaulding, Suzanne 
, William 



+ Mr Flynn. I want to confirm that it was 




on HSIN, and I am working that 



Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 



National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Durkovich 3 Caitlin 

Sent: Tuesday, February 28, 2812 07:52 PM 

To: Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne; Beland, Michael 
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Cc: 




Epleyj Veronica; Flores, Gina 



Subject: RE: Statement 

Can we get the link to the blog post? Meed to understand the context. 






Original Message — — 

From: Boogaard, Peter 

Sent: Tuesday j February 28, 2012 7:50 PM 

To: Davis. Robert M; Spaulding, Suzanne; Beland, Michael 

Epley, Veronica; Flores, Gina; Durkovich, Caitlin 





Subject: Re: Statement 

If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 



Original Message 

From: DaviSj Robert M 
Sent: Tuesday, February 
To: Soauldi 
Cc: 



Suzanne; 




28, 2012 07:48 PM 
Beland, Michael 



Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 



Subject: Re: Statement 



Suzanne and Mike 



Rolling Stone has posted a blog with a link to a document with 
markings that was posted to HSIN without approval. Here is the 
to send to opa asap. 

Here is the link: 



the DHS seal and nppd/ ip 
draft statement I would like 






http://wwwl.rolli 




one.com/extras/13637_DHS%20IP%20Special.pdf 



Please let me know if this is ok 



Bob 




Original Message 

From: Boogaard, Peter 
Sent: Tuesday, February 
To: Davis, Robert M 
Subject: Statement 



28, 2012 07:31 PM 



let me know when you have a draft. Thanks man 
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Shlossman, Am 




From 




To: 

Cc: 

Subject: 



Boogaard r Peter 

Wednesday, February 29, 2012 8:51 AM 

Kroloff, Noah; Sandweg, John 

Grossman, Seth; Callahan, Mary Ellen; Shlossman, Amy; Colburn f Brent 

RE: Statement 



apologies j trying to couple on my bb. 




Congress requires DHS > National Operations Center (NOC) "to provide situational awareness and 
establish a common operating picture for the entire federal government and for state, local, 
and tribal governments as appropriate, in the event of a natural disaster or terrorist attack 
and ensure that critical terrorism and disaster-related information reaches government 
decision-makers/ 1 Under this requirement, the NOC monitors social media only for situational 
awareness purposes during times of crisis, such as a terrorist attack or earthquake. 

Original Message 

From: Kroloff, Noah 

Sent: Wednesday, February 29, 2012 8:48 AM 

To: Boogaard, Peter; Sandweg, 

: Grossman, Seth; Callahan, Mary Ellen; Shlossman, Amy; Colburn, Brent 



John 




Subject: RE: Statement 









The first para is unintelligible- Do you want me to edit or do you want to correct? 



-Original Message 

From; Boogaard, Peter 

Sent: Wednesday, February 29, 2012 8:46 AM 

To: Kroloff, Noah; Sandweg, John 

Cc: Grossman, Seth; Callahan, Mary Ellen; Shlos 

Subject: RE: Statement 




Amy 



How about this? 




l 



Congress requires DH5* National Operations Center (NQC) "to provide situational awareness and 
establish a common operating picture for the entire federal government and for state, local, 
and tribal governments as appropriate, in the event of a natural disaster or terrorist attack 
and ensure that critical terrorism and disaster-related information reaches government 
decision-makers.*' Under this requirement, the NOC monitors social media only for situational 
awareness purposes during times of crisis, such as a terrorist attack or ear 




Original Message — -- 

From: Kroloff, Noah 

Sent: Wednesday, February 29, 2012 8:48 AM 

To: Boogaard, Peter] Sandweg, 

; Callahan, Mary Ellen; Shlossman, Amy 
Subject: RE: Statement 




Cc: Grossman, 




Can we say something about the employees being disciplined in the on the record? 



Original Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 8:37 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, 3ohn; 

Beland .Michael; Davi s, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 





Mary Ellen; Shlossman, 
Subject: Re: Statement 

According to Bill Flynn, they were not looking at social media* They exceeded their writ by 
doing analysis, but it was based on traditional media sources. 



Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:25 AM 

To: Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, Dohn; 

Beland^Uchael^Davis, Robert M 

Cc: Q39^0IHiHH F P^ e yj Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 



j 






From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 08:24 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John; 

Beland. Michael: Davis. Robert M 

Cc: 







Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 



Mary Ellen; Shlossman, 

: Re: Statement 
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What is the violation of privacy standards? 

Original Message 

From: Boogaard, Peter 

Sent: Wednesday 3 February 29, 2012 98:22 AM 

To: Durkovich, Caitlin; Flynn 1 William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, 3ohn; 

Bela nd, Michael; Davi s, Robert M 

Cc: 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



Most recent statement is attached. 




Original Message 

From: Boogaardj Peter 

Sent: Wednesday, February 29, 2012 08:19 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John; 

Beland, Michael; Davis. Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan,, 




Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 




Original Message -- 

From: Durkovich, Caitlin 



Sent: Wednesday , 




ruary 29, 2012 08:16 AM 



To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sa 

Bela nd, Michael; Davi s, Robert M 

Cc: 




, 3ohn; 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 



Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




Caitlin Durkovich 
Chief of Staff 
National Protection and 





Directorate U.S. Department of Homeland Security 



Original Message 

From: Flynn, William 

Sent: Wednesday , February 29, 2012 08:08 AM 

To: Spaulding, Suzanne; Boogaard, Peter; Kroloff 

Belandj Michael; Davis, Robert M 



Noah; Sandweg, 3ohn; Durkovich, Caitlin; 
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Cc: 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 



Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 





Background: IP (POD division) compiles an open source report on critical infrastructure w 
is posted to HSIN* The contract for this service recently changed and the new contractor 
inappropriately conducted some "analysis" to the open source information (in this case), 
it was brought to my attention the report was pulled (other steps have also been taken). 
However the fed staff undertook a thorough review and every source is traditional media. The 
report references social media resources but that was found in traditional sources. No 
monitoring of social media took place. 






William F. Flynn 

Acting Assistant Secretary 

Office of Infrastructure Protection 



US Department of Homeland Security 




gov 



Original Message 



From: Spauldingj Suzanne 

Sent: Wednesday, February 29, 2012 06:47 AM 

To: Boogaardj Peter; Kroloff, Noah; Sandweg 

Davis. Robert M 

Cc: 



j 



John; Durkovich, Caitlin; Beland, Michael; 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Gros 



Seth; Callahan, Mary Ellen; Shlossman, 

: Re: Statement 






Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 11:15 PM 

To: Kroloff, Noah; Sandweg, Dohn; Spaulding, Su2anne; Durkovich, Caitlin; Beland, 

Davis * Robert M 



Mi 





Cc 



Epley, Veronica; Flores, 
Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




; Flynn, William; Hess, David; Grossman 



j 




Original Message 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2012 11:12 PM 

To: Sandweg, John; Boogaardj Peter; Spaulding, Suzanne; Durkovich 

Davis. Robert M 



> 




n; Beland, Michael; 



Cc: 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman, Amy 
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Subject: Re: Statement 




r we on this 



Original Message 

From: Sandweg, John 

Sent: Tuesday, February 28, 2012 19:26 PM 

To: Boogaard^Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Cc: OBul^^^^^^l Bpley, Veronica; FloreSj Gina; Flynnj 

Seth; Callahan, Mary Ellen; Kroloff, Noah; 

: Re: Statement 



William; Hess, David; Grossman, 




ssman. Amy 





Definitely think that the more we can push back on any inaccuracies the better. 




+ Noah and Amy 



Original Message -■ 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 18:21 PM 

To: Spa u 1 d^g^Suzanne ; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Cc:[©I©HIHIH Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 

Seth; Sandweg, Dohn; Callahan, Mary Ellen 

Subject: Re: Statement 



Also looping MEC. 

Original Message 

From: Boogaard, Peter 



February 

Suzanne; 



Sent: Tuesday 
To: Spauldi 
Cc: 

Seth; Sandweg, 3ohn 

Subject: Re: Statement 




28, 2012 10:19 PM 

Durkovich, Caitlin; Beland, Michael; Davis, Robert M 






Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 




Sandweg and Grossman. I think we need to move forward with the statement we 

Original Message -- — 

From: Spaulding, Suzanne 

Sent; Tuesday, February 28, 2012 10:04 PM 

To: Durkovich, Caitli n; Boogaard, Peter; Beland, Michael; Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 






Re: Statement 
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Original Message ----- 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:43 PM 

To: Boogaard, Peter; Beland, Michael; Davis, 

Cc: 





ert M; Spauldingj Suzanne 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 
Subject: Re: Statement 

DUS Spaulding is out of her speaking engagement and is going to review report, blog and 

m 

statement . 

Caitlin Durkovich 

Chief of Staff 

National Protection and Programs Directorate LLS. Department of Homeland Security 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 

To: Durkovid^Ca^H n ; 



28, 2612 09:24 PM 

Beland, Michael; Davis, Robert M; Spaulding, Suzanne 
, Veronica; Flores, Gina; Flynn, William; Hess, David 




Subject: Re: Statement 

Can you confirm that this accurate? 






Original Message 

From: Boogaard, Peter 



Sent: Tuesday, February 28, 2012 09:07 PM 

To: Du r ko vich^Ca^lin ; Beland, Michael; Davis* Robert M; Spauldingj Suzanne 
Cc: S3I©^H^^^^I Epl^yj Veronica; Floresj Gina; Flynn, William; Hess, David 
Subject: Re: Statement 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:03 PM 

Peter: Beland, Michael; Davis, Robert M; Spaulding, Suzanne 
Cc: [|2fflls2^^^IB9i Epley , Veronica; Flores, Gina; Flynn, William; Hess, David 
Subject: RE: Statement 



To: 





If anything, I think we should consider calling Hastings and help him understand our mission 
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Original Message 

From: Boogaard, Peter 

Sent: Tuesday , February 28 , 2012 8:55 PM 

To: Beland^lichael: Davis . Robert M; Durkovich, Caitlin; Spaulding, Suzanne 

Cc: [©BifllHUilH Epley, Veronica; Flores, Gina; Flynn, William 
Subject: Re: Statement 



Couple changes. 



Is this accurate? Our FO likes this approach- If there are different opinions , let me know* 




— Original Message 

From: Beland, Michael 

Sent: Tuesday , February 28, 2012 08:35 PM 

To: Davis^jRobert M * Durkovich, Caitlin; Boogaard, 

Cc: 




Peter; Spaulding, Suzanne 



Epley, Veronica; Floras, Gina; Flynn, William 
Subject: Re: Statement 

We are still working the dates, but, based upon the document and our recollection, it was 



posted to hsin and one cannot ace 
the dates, we'll pass them along, 



ess the materials on 
but that may not be 



hsin without a password. Once we get 
before you push this out. 



Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 







Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 08:20 PM 

To: BeL a i nd^lichael: Durko vich , Caitlin; Boogaard, Peter; 

Cc: SSOE^fllili^B Epley, Veronica; Flores, Gina; Flynn 

: Re: Statement 




, Suzanne 



t 



xam 
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Original Message 

From: Beland, Michael 
Sent: Tuesday, February 
To: Durkovichj Caitli n; 
Cc: 




28, 2012 07:55 PM 

Boogaardj Peter; Davis, Robert M; Spaulding, Suzanne 
, Veronica; Flores, Gina; Flynn, William 




Subject: Re: Statement 



+ 




Flynn. I want to confirm that it was indeed on HSIN, and I am wo 




that. 



Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message * s 

From: Durkovicb, Caitlin 

Sent: Tuesday, February 28, 2912 07:52 PM 

To: Booeaard^Peten Davis M Robert M; Spaulding, Suzanne; Beland. Michael 
Cc; Q^l^jfldHH Epley, Veronica; Flores, Gina 
Subject: RE: Statement 



# 



Can we get the link to the blog post? 




to under 




nd the context. 



Original Message — — 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 PM 

To: Davis^Rober^l; Spaulding, Suzanne; Belandj Michael 

Cc: [©I©^HHHH Epley^ Veronica; Flores, Gina; Durkovich, Caitlin 

Subject: Re: Statement 

If we are going this route j we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 



Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28 , 2012 07:48 PM 

To: Spau t ldii\E^Suzann e ; Beland, Michael 

Cc: [©I©]HIHI^^1 Boogaard, Peter; 

Subject: Re: Statement 




, Veronica; Flores, Gina; Durkovich, Caitlin 



Suzanne and Mike 



* 



Rolling Stone has 

markings that was 



posted a blog with a link to a 
posted to HSIN without approval. 



document with the DHS seal and nppd/ ip 
Here is the draft statement I would like 



to send to opa asap 
Here is the link: 



http://wwwl,rollingstone,com/extras/13637^DHS%20IP%20Special.pdf 
Please let me know if this is ok. 



Bob 
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From: Boogaardj Peter 
Sent: Tuesday ,, February 

To: Davis , Robert M 

ect: Statement 



28,, 2012 07:31 PM 




let me know when you have a draft. Thanks man 
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-^—m 



Shlossman, Am 




From: 

Sent: 

To: 

Subject: 



Kroloff, Noah 

Wednesday, February 29, 2012 8:59 AM 

Callahan, Mary Ellen; Sandweg, John; Shlossman, Amy; Colburn, Brent; Boogaard, Peter 

FW: Statement 



MEC--if accurate, 





this violate DHS's privacy standards? 



Original Message 

From: Flynn, Will 

Sent: Wednesday, February 29, 2012 8:50 AM 

To: Boogaard, Peter; Spaulding, Suzanne; Durkovich, Cai 



Beland, Michael; Davis, Robert M 




; Kroloff, Noah; Sandweg, John; 




Cc: 

Mary Ellen; Shlossman, 

Subject: RE: Statement 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan 



j 




Just to be very 
reporting which 
distinction. 



clear .. 
may have 



they did not look at social media. They looked at traditional media 
been reporting/quoting social media. This is an important 






William F. Flynn, 

Acting Assistant Secretary, 

Office of Infrastructure Protection 






US Department of Homeland Sec 





Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2612 8:25 AM 

To: Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John; 

Beland, Michael ; Davi s, Robert M 

Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan 





Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 







« -t 




Original Message 

: Spaulding, Suzanne 
Sent: Wednesday, February 29, 2612 68:24 
To: Boogaard, Peter; Durkovich, Caitlin; 
Bel and. Michael: Davi s, Robert M 
Cc: 



AM 

Flynn, William; Kroloff, Noah; Sandweg, 3 




n 



* 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 







Subject: Re: Statement 



i 







What is the violation of privacy standards? 

Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29 , 2912 08:22 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff , Noah; Sandweg, 3ohn; 

Bela ndj Michael; Davi s j Robert M 

Cc: 







Epley, Veronica; Flores, Gina; Hess, David; Grossmanj Seth; Callahan 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



Most recent statement is attached. 






Original Message -- 

From: Boogaardj Peter 

Sent: Wednesday, February 29, 2012 08:19 AM 

To: Durkovich, Caitlin; Flynn, 

Beland^M^Uhae^^)avis, Robert M 

Cc: H3K©1HHIH E P* e Vj Veronica; Flores, 
Mary Ellen; Shlossman, 
Subject: Re: Statement 



iam; 



ngj Suzanne; Kroloff, Noah; Sandweg, 3ohn; 



Gina; Hess, David; Grossman, Seth; Callahan 








Original Message 

From: Durkovichj Caitlin 

Sent: Wednesday, February 29, 2012 08:16 AM 

To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, 3ohn 

Bela nd, Michael; Davi s. Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 




Mary Ellen; Shlossman, 
Subject: Re: Statement 





Caitlin Durkovich 
Chief of Staff 






National Protection and 





s Directorate LLS. Department of Homeland Security 



From: 

Sent: 



Original Message 

Flynn, William 

Wednesday, February 29, 2012 08:08 AM 
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To: Spaulding, Suzanne; Boogaardj 
Beland, Michael; Davis , Robert M 



Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin; 




Cc: 

Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



Epley, Veronica; Flores, Gina; Hess, David; Grossman Seth; Callahan, 



Background: IP (POD division) compiles an open source report on critical infrastructure which 
is posted to HSIN. The contract for this service recently changed and the new contractor 



inappropriately conducted some 




sis" to the open 



information (in this case). 




en 



it was brought to my attention the report was pulled (other steps have also been taken). 
However the fed staff undertook a thorough review and every source is traditional media. The 
report references social media resources but that was found in traditional sources. No 
monitoring of social media took place. 



William F. Flynn 

Acting Assistant Secretary 

Office of Infrastructure Protection 



US Department of Homeland Security 




gov 



-- — Original Message 

From: Spaulding, Suzanne 
Sent: Wednesday, February 29, 2012 06:47 AM 
To: Boogaard, Peter; Kroloff, Noah; Sandweg, 
Davis. Robert M 



John; Durkovich, Caitlin; Beland, Michael 




Cc: 

Seth; Callahan j Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossmanj 









igmal Mes 
From: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 11:15 
To: Kroloff, Noah; Sandweg, John; Spaulding 
Davis. Robert M 




Suzanne; Durkovich, Caitlin; Beland, Michael; 




Epley, Veronica; Flores, 



Cc: 

Seth; Callahan, Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 



Gina; 



Flynn j William; Hess, David; Grossman, 




Original Message 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2912 11:12 PM 

To: Sandweg, John; Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 

Davis, Robert M 
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Cc: 




Epley, Veronica; Flores, Gina; Flynn, Williamj Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman, Amy 

: Re: Statement 




Where r we on this 



Original Message 

From: Sandweg^ John 

Sent: Tuesday, February 28, 2612 10:26 PM 

To: Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin; 

Cc: 

Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 

Subject: Re: Statement 

Definitely think that the more we can push back on any inaccuracies the better. 



Beland, Michael; Davis, Robert M 
Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



That said, assuming he isn't going to pull down the 
related issues out there, we need a clear statement 
drafted in violation of our privacy standards. 



blog 
that 



post, with other similar 
explains that this report 




w 



+ Noah and Amy. 



Original Message 



From: 

Sent: 



Boogaard, Peter 

Tuesday, February 28, 2012 10:21 PM 
To: Spaulding, Suzann e; Durkovich, Caitlin; 

Epleyj Veronica; Flores, 
Sandweg, Dohn; Callahan, Mary Ellen 
t: Re: Statement 



Cc: 



Seth; 
Subj 






; Davis, Robert M 
Gina; Flynn, William; Hess, David; Grossman^ 



Also looping MEC, 

Original Message 

From: Boogaard , Peter 
Sent: Tuesday 
To: Spauldi 

Cc: 

Seth; Sandweg, John 
Subject: Re: Statement 




28, 2012 10:19 PM 

Suzann e; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Epley, Veronica; Flores, Gina, Flynn, William; Hess, David; Grossman 



j 



Looping Sandweg and Grossman, I think we need to move forward with the statement we proposed* 

— - Original Message 

From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2012 10:04 PM 

To: Durkovirh^Ca^lin; Boogaard, Peter; Beland, Michael; Davis , Robert M 

Cc: SSE^HHI^^I Epley. Veronica; Flores, Gina; Flynn, William; Hess, 
Subject: Re; Statement 



David 




« 



^ _„ _, 



—M 



simply 
it. 



e a thoughtful letter-to-the editor response and get Hastings' commitment to post 



Original Message - 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 89:43 PM 

To: Boogaard^Peter: Bel and, Michael; Davis , Robert M; Spaulding, Suzanne 

Cc: (©ESIH^BHI Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 
Subject: Re: Statement 









DUS Spaulding is out 
statement . 
Caitlin Durkovich 
Chief of Staff 
National Protection 



of her speaking engagement and is going to review report., blog 



d 




and Programs Directorate U.S, Department of Homeland Security 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday , February 28, 2612 09:24 PM 

To: Durkovich^Cartlin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: Q^E^Hfll^l Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 
Subject: Re: Statement 

Can you confirm that this accurate? 



Ori 




Message 



From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 PM 

To: Durkovich, Caitli n; Beland, Michael; Davis, Robert M; Spaulding, 

Epley, Veronica; Flores, Gina; Flynn, William; 



Cc: 




Suzanne 
Hess, David 



Subject: Re: Statement 




-- — Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:03 PM 

To: Bopgaard^Peter: Beland » Michael; Davis, Robert M; Spauldin 

Cc: SSE^HHHHI Epley > Veronica; Flores, Gina; 

Subject: RE: Statement 



Suzanne 




n, William; Hess, 



David 
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If anything, I think we should consider calling Hastings and help him understand our mission 

— --Original Message 

From: Boogaard, Peter 

Sent: Tuesday , February 28, 2012 8:55 PM 

To: Beland^lichae^ Davis, Robert M; Durkovich, Caitlin; Spaulding 

Cc: SS^^l^^^^HI E Pl e y* Veronica; Flores, Gina; Flynn, William 
Subiect: Re: Statement 



j 



Suzanne 



Couple changes. 

Is this accurate? Our FO likes this 




If there are different opinions, let me know. 




Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 08:35 PM 

To: Davis ^tober^4: Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc; [©H3^I^HH E P^- e V^ Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 



We are still working the dates, butj based upon the document and our recollection, it was 
posted to hsin and one cannot access the materials on hsin without a password. Once we get 
the dates, we'll pass them along, but that may not be before you push this out. 



Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 



From: Davis j Robert M 

Sent: Tuesday, February 28, 2012 08:20 PM 

To: Beland, Michael: Durkovich. Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Epley, Veronica; Flores, Gina; Flynn, William 




Re: Statement 
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Original Mes 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 07:55 PM 

To: Durkovich ^ Caitli n; Boogaard, Peter; Davis, Robert M; 
Cc: 





Epley, Veronica; Flores, Gina; Fiynn, 



William 



Suzanne 



Subject: Re: Statement 






» 



+ Mr Flynn, I want to confirm that it was indeed on HSIN, and I am working that 

_* _r %Ji 

Michael Beland 
Chief of Staff 

Office of Infrastructure Protection 



National Protection and Programs Directorate U.S. Department of Homeland Security 




— — Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 07:52 PM 

To: Boogaard^Peter: Davis , Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: [©ESHUHH Epley* Veronica; Flores, Gina 

Subject: RE: Statement 



Can we get the link to the blog post? Need to understand the context 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 PM 

To: Davis^tobei^M: Spaulding, Suzanne; Beland, Michael 

Cc: [©KS^^^HHI Epley, Veronica; Flores, Gina; Durkovich, Caitlin 

Subject: Re; Statement 

If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 

Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28 , 2012 07:48 PM 

To: So au Idin g^Su zan n e ; Beland, Michael 

Cc: (©X@H_JH___________.___H Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 

iect: Re: Statement 




Suzanne and Mike, 

Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 

ings that was posted to HSIN without approval. Here is the draft statement I would like 
to send to opa asap. 

Here is the link: 




http : //wwwl - rollingstone . com/ext ras/13637_DH5%20IP%20Special . pdf 




let me know if this is ok 
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Bob 




----- Original Message 
From: Boogaard, Peter 
Sent: Tuesday 3 February 



28, 2012 07:31 PM 




To: Davis, 

: Statement 





let me know when you have a draft. Thanks man 
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■ ■ ■ 



" 



Shlossman, Am 




From: 
Sent: 
To: 
Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 9:02 AM 

Kroloff, Noah; Callahan, Mary Ellen; Sandweg, John; Shlossman, Amy; Colburn, Brent 

RE: Statement 



MEC says it would be more accurate to say they were "outside the scope of their authority 1 ' 







Congress requires DHS' National Operations Center (NOC) "to provide situational awareness and 
establish a common operating picture for the entire federal government and for state, local, 
and tribal governments as appropriate, in the event of a natural disaster or terrorist attack 
and ensure that critical terrorism and disaster- related information reaches government 



decision-makers/ 1 Under this requirement, the NOC monitors social media only for situational 
awareness purposes during times of crisis, such as a terrorist attack or earthquake. 



Original Message 

From: Kroloff, Noah 

Sent: Wednesday, February 



29, 2012 



8:59 AM 



To: Callahan, Mary Ellen; Sandweg, John; Shlossman j Amy; Colburn, Brent; Boogaard, Peter 
Subject: FW: Statement 

MEC- -if accurate, why would this violate DHS's privacy standards? 






Original Message 



From: Fly nn, William 

Sent: Wednesday, February 29, 2012 8:50 AM 

To: Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin; Kroloff, Noah; Sandweg, 3ohn; 

Beland. Michael: Davi s, Robert M 

Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 



Cc: 




Mary Ellen; Shlossman, Amy 

Subject: RE: Statement 



Just to be very clear ... they did not look at social media. They looked at traditional media 
reporting which may have been reporting/quoting social media. This is an important 

distinction. 



William F, Flynn, 

Acting Assistant Secretary, 

Office of Infrastructure Protection 



US Department of Homeland Security 




1 



— --Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 8:25 AM 

To: Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John 

Belandj Michael; Davi s, Robert M 

Cc: 



« 




Epley, Veronica; Flares, Gina; Hess, David; Grossman j Seth; Callahan 



j 



Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




Original Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 23, 2012 08:24 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, Dohn; 

Bela ndj Michael; Davi s, Robert M 

Cc: [uJlGlHHflHlH Epley, Veronica; Flores, Gina; Hess, David; 

AS Efl AS Efl 

Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



Grossman, Seth; Callahan, 






What is the violation of privacy standards? 



Original Message --■ — 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 




- 



22 AM 



To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John; 
Beland^Michae^^avis, Robert M 

Cc: SSE^HHIIHB Epley j Veronica; Flores, Gina; Hess, David 
Mary Ellen; Shlossman, Amy 

: Re: Statement 



j 



Grossman, Seth; Callahan 




Most recent statement is attached 





Original Message 

From: Boogaard 

Sent: Wednesday, February 29, 2012 08:19 AM 

: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John; 
Belandj Michael ; Davi s, Robert M 





Epley, Veronica; Flores, 




a; Hess, David; Grossman, Seth; Callahan, 



Mary Ellen; Shlossman, Amy 
Subject; Re: Statement 



2 



I'm happy to talk with him, but need the talkers. Also, still think we need the pushback 
statement. Me have included in the most recent draft that the info came from open source 
material. 




- Original Message 

: Durkovich, Caitlin 
Sent: Wednesday, February 29, 2012 08:16 AM 

To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, 3ohn; 
Beland, Michael; Davis, Robert M 




Cc: [UlMitfHH^^^H E Pl e y> Veronica; Flores, Gina; HesSj David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

Again, I think we need to pick up the phone, and call Hastings. National security is his 
beat, but he can be provocative so we need to have a clear sey of tps. Let's explain our 
mission, to include what FPS's role has been in OWS, 
And push back on the inaccuracies. 



Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message -- — 

From: Flynn, William 

Sent: Wednesday, February 29, 2012 08:08 AM 

To: Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, Dohn; Durkovich, Caitlin; 

Beland J Michael; Davis, Robert M 




Cc: [UjMihUHH^^^H Epley* Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan 
Mary Ellen; Shlossman, 




Subject: Re: Statement 

Background: IP (POD division) compiles an open source report on critical infrastructure which 



is posted to HSIN. The contract for this service recently changed and the new contractor 
inappropriately conducted some "analysis" to the open source information (in this case). When 
it was brought to my attention the report was pulled (other steps have also been taken). 
However the fed staff undertook a thorough review and every source is traditional media. The 
report references social media resources but that was found in traditional sources. No 
monitoring of social media took place* 



William F. Flynn 

Acting Assistant Secretary 

Office of Infrastructure Protection 



US Department of Homeland Security 




Original Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 06:47 AM 
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To: Boogaard, Peter; Kroloff, Noah; Sandweg 
Davis. Robert M 



John; Durkovich, Caitlin; Beland, Michael: 



Cc: 




Epley, Veronica; Flores, Gina; 




, William; Hess, David; Grossman j 



Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 







Original Message -- — 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 11:15 PM 

To: Kroloff, Noah; Sandweg, Dohn; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 

Davis, Robert M 



Cc: 




Epley, Veronica; Flores, Gina; Flynn, 




iam; Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




Original Message 

From: Kroloff , Noah 

Sent: Tuesday, February 28, 2012 11:12 PM 

To: Sandweg, 3ohn; Boogaard, Peter; Spaulding, 

Davis. Robert M 



Suzanne; Durkovich, Caitlin; Beland, Michael; 



Cc: 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman, Amy 

: Re: Statement 




where r we on this 



Original Message 

From: Sandweg, John 

Sent: Tuesday, February 28, 2012 10:26 PM 

To: Booeaard^eter: Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Cc: SSOE^IUHHII Epleyj Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 

Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 



Subject: Re: Statement 

Definitely think that the more we can push back 






any inaccuracies the better. 



That said, 
related is 



assuming he isn't going to pull down the 
sues out there, we need a clear statement 
drafted in violation of our privacy standards. 

+ Noah and Amy. 



blog 

that 



post, with other similar privacy 
explains that this report was 




Original Message 

From: Boogaard, Peter 

Tuesday, February 28, 2012 10:21 PM 

Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert 

Epley, Veronica; Flores, Gina; Flynnj William; Hess, 
Seth; Sandweg, John; Callahan, Mary Ellen 
Subject: Re: Statement 




M 

David; 



Grossman, 
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Also looping MEC. 



Original Message 

From: Boogaard, Peter 

Tuesday, February 
Id 




28, 2012 10; 19 PM 



To: S 
Cc: 




Suzann e; Durkovich, Caitlin; Beland, 

, Veronica; Flares, Gina 




Michael; Davis, Robert M 
Flynn, William; Hess, David; Grossman, 



Seth; Sandweg, Dohn 
Subject: Re: Statement 



Looping Sandweg and Grossman, I think we need to move forward with the statement we proposed. 

Original Message 

From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2012 10:04 PM 

To: Durkovich . Caitli n; Boogaard, Peter; Beland, Michael; Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




Subject: Re: Statement 







----- Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:43 PM 

To: Booeaard^Pete^ Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: S2ESIHBIIHB Epley* Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 



DUS Spaulding is out of 
statement. 
Caitlin Durkovich 
Chief of Staff 
National Protection and 



her speaking engagement and is going to review report, blog and 




Programs Directorate U.S. Department of 




and Security 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:24 PM 

To: Du r k o v^h^Ca^H n ; Beland, Michael; Davis, Robert M; Spaulding, 

Cc: d39©HH^^H Epley, Veronica; Flores, Gina; Flynn, William; 

Subject: Re: Statement 



Suzanne 
Hess, David 






Can you confirm that this accurate? 

Original Message — -- 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 

To: Durkovich, Caitli n; Beland, Michael; Davis, Robert M; Spaulding, 

Cc: [(•JIlfj^^^^^^H Epley, Veronica; Flores, Gina; Flynn, William; 




Suzanne 

Hess j David 
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I 



Subject: Re: Statement 




Original Message - 

From: Durkovich, Caitlin 




Tuesday, February 28, 2912 09:63 PM 
To: Boogaard^eter: Beland » Michael; Davis, Robert M; Spaulding, Suzanne 
Cc: [©MGKHHflflH Epley, Veronica; Flores, Gina; Flynn, William: Hess, 

m^A Efl Bl Efl ^F 

ect: RE: Statement 



David 





If anything, I think we should consider calling Hastings and help him understand our mission, 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:55 PM 

To: Beland, Michael; Davis J Robert M; Durkovich, 

Cc: [©I©^^^^^^H Epley, Veronica; Flores, Gina; 

Subject: Re: Statement 




in; Spaulding, Suzanne 
Flynn, William 



Couple changes. 

is this accurate? Our 




likes this approach. If there are different opinions, let me 





~ Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 88:35 PM 

^obei^M; Durkovich f Caitlin; Boogaard, Peter; 
Cc: [©KuHHUH E P* e V* Veronica; Flores, Gina; Flynn, 
Subject: Re: Statement 



To: Davis 




ing, 
William 



Suzanne 
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We are still working the dates , but, based upon the document and our 
posted to hsin and one cannot access the materials on hsin without a 
the dates , we'll pass them along, but that may not be before you 




recollection, it 
password. Once we 
this out* 



was 



get 



Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 



National Protection and Programs Directorate U.S. Department of Homeland Security 





28, 2012 08:20 PM 



Original Message - 

From: DaviSj Robert M 

Sent: Tuesday, 

To: Beland^Jichae^Durkovichj Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: (©M©IHH^^^H Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 





Original Message 

From: Beland, Michael 
Sent: Tuesday, February 
To: Durkovich, Caitli n; 
Cc: 




28, 2012 07:55 PM 

Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 



Epley, Veronica; Floresj Gina; Flynn, William 
Subject: Re: Statement 

+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that 



Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 



National Protection and Programs Directorate U.S. Department of Homeland 





Original Message — -- 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 07:52 PM 

To: Boogaard^eter; Davis , Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: [J3I©]^^HHH Epley, Veronica; Flores, Gina 

Subject: RE: Statement 

Can we get the link to the blog post? Need to understand the context. 

-----Original Message 
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From; Boogaandj Peter 

Sent: Tuesday, February 28, 2012 7:58 PM 

To: Davis, Robert M : Spaulding, Suzanne; Beland 

Cc: 




> 




Epley, Veronica; Flores, Gina; Durkovich, Caitlin 



Subject: Re: Statement 



If we are going this route, we need to oush back stronger. We never approved of this approach 



and the individuals who piblished it did so without 




from 



Original Message 

From: Davis, Robert M 

Sent: Tues 

To: 

Cc: 





M February 28, 2012 07:48 PM 
Suzann e; Beland, Michael 

Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 



Subject : Re : Statement 



Suzanne and Mike, 

Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 
markings that was posted to HSIN without approval. Here is the draft statement I would like 
to send to opa asap. 



Here is 




link 



http : //wwwl , rollingstone . com/extras/13637_DHS%2eiP%20Special . pdf 
Please let me know if this is ok. 





Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 
To: Davis, Robert M 
Subject: Statement 



28, 




07;31 PM 



let me know when you have a draft- Thanks man 






Shlossman. Am 





Callahan, Mary Ellen 

Wednesday, February 29, 2012 9:03 AM 

Kroloff, Noah; Sandweg, John; Shlossman, Amy; Colburn, Brent; Boogaard, Peter 

Re: Statement 



Right j pete and I just discussed. If 
striking. If we want to distinguish, 

responsibilities, which is why it was 



only traditional media, it wouldn't , so suggest 
this analysis was outside the scope of his 
taken down. 



Mary Ellen Callahan 
Chief Privacy Officer 

Departm ent of Homelan d Security 

Work : 

Cell: (202) 258 9934 




_„ — Original Message « 
From: Kroloff, Noah 
Sent: Wednesday, February 
To: Callahan, Mary Ellen; 
Subject: FW: Statement 



29, 2012 08:59 AM 

Sandweg, John; Shlossman > Amy; Colburn, Brent; Boogaard, Peter 



MEC-*if accurate, why would this violate DHS's privacy standards? 
Original Message 



> 



From: Flynn, William 

Sent: Wednesday, February 29, 2012 8:50 AM 

To: Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin; Kroloff, Noah; Sandweg, John; 

Beland^Michael^avis, Robert M 

Cc: KSttflUHl^H Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Shlossman, Amy 

Subject: RE: Statement 

Dust to be very clear .., they did not look at social media. They looked at traditional media 
reporting which may have been reporting/quoting social media. This is an important 
distinction. 



William F. Flynn, 

Acting Assistant Secretary, 

Office of Infrastructure Protection 

US Department of Homeland Security 



235-8115 




Original Message — — 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 8:25 AM 
To: Spaulding, Suzanne; Durkovich, Caitlin; 
Beland, Michael; Davis, Robert M 



Flynn, William; Kroloff, Noah; Sandweg, John; 















i 



Cc: 







Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 




ry Ellen; Shlossman, Amy 
Subject: Re: Statement 




Original Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 08:24 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John; 

Bela nd. Michael; Davi s, Robert M 

Cc: [©{©^^^^^^H E P^ e y^ Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 

What is the violation of privacy standards? 

Original Mess 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:22 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John; 

Bela nd, Michael; Davi s., Robert M 

Cc: [UJaUcI^^^^^^H E Pl e Vj Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 

Most recent statement is attached. 






Original Mes 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:19 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; 

Bel and, Michael; Davi s, Robert M 

Cc: SSl^lHBiH Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan 

Mary Ellen; Shlossman, Amy 

Subject: Re; Statement 



Kroloff, Noah; Sandweg, John 







--■ — Original Message 

From: Durkovich, Caitlin 

, 2012 08:16 AM 

To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; 
Beland, Michael; Davis, Robert M 



Sent: Wednesday, February 





John; 
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Cc; O^HHH Epley^ 

Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



Veronica; 



Flores, Gina; Hess, David; Grossman, Seth; Callahan, 




Caitlin Durkovich 

Chief of Staff 

National Protection and Programs Directorate U.S 





of Homeland Security 






Original Message 




: Flynn, William 
Sent: Wednesday, February 29, 2012 08:08 AM 

To: Spaulding, Suzanne; Boogaard, Peter; Kroloffj Noah; Sandweg, lohn; Durkovich, Caitlin; 
Beland. Michael; Davis. Robert M 



Cc: 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 



Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




astructure which 



Background: IP (POD division) compiles an open source report on critical 

, The contract for this service recently changed and the new contractor 




is posted to 

inappropriately conducted some "analysis" to the open source information (in this case) 



When 



it was brought to my attention the report was pulled (other steps have also been taken) . 
However the fed staff undertook a thorough review and every source is traditional media. The 
report references social media resources but that was found in traditional sources. 
monitoring of social media took place. 




William F. Flynn 

Acting Assistant Secretary 

Office of Infrastructure Protection 



US Department of Homeland Security 




gov 



Original Message 

From; Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 06:47 AM 

To: Boogaard, Peter; Kroloff, Noah; Sandweg, lohn; Durkovich, Caitlin; Beland, Michael; 

Davis. Robert M 
Cc: 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman 

Subject; Re: Statement 
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-^^--™^^ 



^— 



Original Message 

From; Boogaard, Peter 



Sent: Tuesday , February 28, 2012 11:15 PM 

To: Kroloff, Noah; Sandweg, John; Spaulding, Suzanne 

Davis, Robert M 



Durkovich, Caitlin; Beland, Michael; 



Cc: 




Epley, Ver 







; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman, 
Subject: Rer Statement 





Original Message 

From: Kroloff , Noah 

Sent: Tuesday, February 28, 2012 11:12 PM 

To: Sandweg, John; Boogaard, Peter; Spaulding, Suzanne 

Davis. Robert M 

Cc: 




Epleyj Veronica; Flores, Gina; 
Seth; Callahan, Mary Ellen; Shlossman, Amy 

Re: Statement 




Durkovich, Caitlin; Beland, Michael; 



n, William; Hess, David; Grossman, 




Where r we on this 



Original Message 

From: Sandweg, John 

Sent: Tuesday, February 28, 2012 10:26 PM 

To: Boogaard^Peter; Spaulding, Suzanne; Durkovich, Caitlin 

Cc: BSJ^IHiUHI Epley, Veronica; Flores, Gina; Flynn, 

Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 

Subject: Re: Statement 



Beland, Michael; Davis, Robert M 
William; Hess, David; Grossman, 



Definitely think that the more we can push back on any inaccuracies the better 



blog post, with other similar privacy 
that explains that this report was 



That said, assuming he isn't going to pull down the 
related issues out there, we need a clear statement 
drafted in violation of our privacy standards, 

+ Noah and Amy. 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:21 PM 

To: Spaulding, Suzann e; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Sandweg, John; Callahan, Mary Ellen 



Cc: 




Seth; 

Su 




Re: Statement 






Also looping MEC. 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:19 PM 

To: Spau 1 1 ding^Suzann e ; Durkovich, Caitlin; Beland, Michael; Davis, Robert 

Cc: (©ESflflHI^H Epley, Veronica; Flores, Gina; Flynn, William; Hess, 

Seth; Sandweg, John 

Subject: Re: Statement 



M 

David; 



Grossman, 






4 



Looping Sandweg and Grossman, I think we need to move forward with the statement we proposed 

----- Original Message 

From: Spaulding, Suzanne 

Sent: Tuesday , February 28, 2012 10:04 PM 

To: Durkovichj Caitli n; Boogaard, Peter; Belandj Michael; Davis, Robert M 

Cc; 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




Subject: Re: Statement 




Original Message — ■— 

From: Durkovich, Caitlin 

Sent: Tuesday , February 28, 2912 09:43 PM 

To: Boog aard , Peter- Beland, Michael; Davis, Robert M; 

Cc: S2ESHIIHHII Epley, Veronica; Flores, Gina; Flynn 

Subject: Re: Statement 




Suzanne 



William; Hess, David 












DUS Spaulding is out of her speaking engagement and is going to review report, blog and 




Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U,S, Department of Homeland Security 




Original Message 

From: Boogaard, Peter 
Sent: Tuesday, February 
To: Durkov^h^Ca^^in; 

cc [@K3^HHB e 



28, 2012 09:24 PM 

Belandj Michael; Davis, Robert M; Spaulding, Suzanne 
pley, Veronica; Flores, Gina; Flynn, William; Hess, 




Subject: Re: Statement 



Can you confirm that this accurate? 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 PM 

To: Durkovich t Caitli n; Beland, Michael; Davis, Robert M; 

Epley, Veronica; Flores, Gina; Flynn* 



Cc: 

Subject: Re: Statement 





aulding, 
William; 



Suzanne 
Hess, David 




Original Message -- 



* 



From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:03 PM 

To: Boogaard, Peter; Beland* Michael; Davis, 



Robert M; Spaulding, Suzanne 
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Cc: 



Subject: RE: Statement 




j Veronica; Floresj Gina; Flynn, William; Hess, David 







If anything, I think we should consider calling Hastings and help him understand our mission 



— --Original Message 

From: Boogaard, Peter 
Sent: Tuesday, February 28, 
To: Beland. Michael :Davis, 




8:55 PM 





M; Durkovieh, Caitlin; Spaulding, Suzanne 
Epley, Veronica; Flores, Gina; Flynn, William 



Cc: 

Subject: Re: Statement 

Couple changes. 

Is this accurate? Our FO likes this approach, If there are different opinions, let 



know 








iginal Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 08:35 PM 

To: DavisJtobei^M; Durkovieh, Caitlin; Boogaard 

Cc: BSHSHUBHI Epley, Veronica; Flores, Gina; Flynn, William 



Peter; Spaulding, Suzanne 



based upon the document and our recollection, it was 
the materials on hsin without a password. Once we get 






Subject: Re: Statement 

We are still working the dates, but, 
posted to hsin and one cannot access 
the dates, we'll pass them along, but that may not be before you push this out. 

Michael Beland 
Chief of Staff 

Office of Infrastructure Protection 



National Protection and Programs Directorate LL5* Department of Homeland Security 
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Original Message 

From: Davis, Robert M 

Sent: Tuesday , February 28 , 2612 08:20 PM 

To: Beland^llchael: Durkovich , Caitlin; Boogaard, Peter; Spaulding, 

Cc: (©E^QflHUH E P le V^ Veronica; Flores, Gina; Flynn, William 
iect: Re: Statement 



Suzanne 






Original Message 

From: Beland, Michael 

Sent: Tuesday , February 28, 2012 07:55 PM 

To: Durkovic h. Caitli n; 

Cc: 



Boogaard, Peter; Davis 
, Veronica; Flores 





Robert M; Spaulding, Suzanne 
Gina; Flynn, William 



Subject: Re: Statement 






■' 



+ Mr Flynn • I want to confirm that it was indeed on HSIN, and I 

Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 



National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 07:52 

To: Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: 





Epley, Veronica; Flores, Gina 







iect: RE: Statement 



Can we get the link to the blog post? 







to understand the context. 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 PM 

To: Davis ^ober^l; Spaulding, Suzanne; 

Cc: [©M©H!lflHflfl Epley# Veronica; Flores, Gina; Durkovich, Caitlin 
Subject: Re: Statement 



Beland, Michael 



If we are going this route, we need to oush back stronger. We never approved of this 
and the individuals who piblished it did so without approval from nppd leadership. 



Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 07:48 PM 
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To: S 
Ccr 




Suzann e; Beland, Michael 

Boogaard, Peter; 




ey, Veronica; Flores, Gina; Durkovich, Caitlin 




: Re: Statement 



Suzanne and Mike 



Rolling Stone has posted 
markings that was posted 



to send to opa asap. 



a blog with a link to a document with the DHS seal and nppd/ ip 
to HSIN without approval. Here is the draft statement I would like 



Here is the link: 



http : //wwwl. rollingstone . com/ext ras/13637_DHS%20IP%20Special , pdf 
Please let me know if this is ok* 



Bob 




„.__ original Message 

From: Boogaard , Peter 

Sent: Tuesday , February 28, 2012 07:31 PM 

To: Davis j Robert M 

Subject: Statement 

let me know when you have a draft. Thanks man 
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Shlossman. Am 




From: 

Sent: 

To: 
Subject: 



Kroloff f Noah 

Wednesday, February 29, 2012 9:17 AM 

Callahan, Mary Ellen; Sandweg John; Shlossman. Amy; 

Re Statement 




, Brent. Boogaard, Peter 






Mec--u and pete need to get on the phone with nppd and figure out what this is/isnt, so we 
can write an accurate statement. 



Original 

From: Callahan, 
Sent: Wednesday 
To: Kroloff, Noah; 




Ellen 




29, 2012 09:83 AM 

Sandweg, John; Shlossman, 



Amy; Colburn, Brent; Boogaard > Peter 



Subject: Re: Statement 

Right, pete and I just discussed. If 

striking. If we want to distinguish, 

responsibilities, which is why it was 



only traditional media, it wouldn't, so suggest 
this analysis was outside the scope of his 

taken down. 



Mary Ellen 
Chief 




Callahan 
Officer 



Departm ent 

Work: 

Cell: 



of Homeland Security 




Original Message 

From: Kroloff, Noah 

Sent: Wednesday, February 29, 2012 08:59 AM 

To: Callahan, Mary Ellen; Sandweg, John; Shlossman, Amy; Colburn, Brent; Boogaard, Peter 



Subject: FW: Statement 



NEC- -if accurate 



> 




would this violate DHS's privacy standards? 



Original Message 

From: Flynn, William 

Sent: Wednesday, February 29, 2012 8:50 AM 

To: Boogaard, Peter; Spaulding, Suzanne; Durkovich 

Beland. Michael; Davis, Robert M 



Caitlin; Kroloff, Noah; Sandweg, John; 



Cc: 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 



Mary Ellen; Shlossman, Amy 
Subject: RE: Statement 

Just to be very clear ... they did not look at social media. They looked at traditional media 
reporting which may have been reporting/quoting social media. This is an important 
distinction. 



William F. Flynn, 

Acting Assistant Secretary, 

Office of Infrastructure Protection 



US Department of Homeland Security 




l 



Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 8:25 AM 

To: Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John; 
Bel and, Michael; Davi s , Robert M 

Cc: R3K3HH^|H Epley, Veronica; Floras, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 
ect: Re: Statement 






Original Mes 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 08:24 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn 

Bela nd, Michael; Davi s, Robert M 

Cc: 



William; Kroloff, Noah; San 




, John; 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 



Mary Ellen; Shlossman, Amy 
Subiect: Re: 




What is the violation of privacy standards? 



Original Message - 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2812 68:22 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John; 

Bel and, Michael; Davi s, Robert M 

Cc: 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, 

Re: Statement 






Most recent statement is attached. 




Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 88:19 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; 

Bel and, Michael; Davi s , Robert M 

Cc: 





Epley, Veronica; Flores, Gina; Hess, David; Grossman, 
Mary Ellen; Shlossman, Amy 
Subject l Re: Statement 



, John; 



eth; Callahan 



j 
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I'm nappy 

statement 

material. 



to talk with him, but need the talkers. Also, still think we need the pushback 
We have included in the most recent draft that the info came from open source 




:16 AM 



Original Message 

From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 

To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, 

Bel and, Michael; Davi s, Robert M 

Cc: 




* 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 




ngs. National security is his 
r sey of tps. Let's explain 



Mary Ellen; Shlossman, Amy 
Subject: Re; Statement 

Again, I think we need to pick up the phone, and call Ha 
beat, but he can be provocative so we need to have a cl 
mission, to include what FPS's role has been in OWS. 
And push back on the inaccuracies. 

Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U.S. Department of Homeland Security 





Original Message — 
nn, William 




From; 

Sent: Wednesday, February 29, 2012 08:68 AM 

To: Spaulding, Suzanne; Boogaard, Peter; Kroloff 

Bel and, Michael; Davi s, Robert M 

Cc: 



Veronica; Flores, 



Noah; Sandweg, lohn; Durkovich, Caitlin; 




Epley, 

Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




; Hess, David; Grossman, Seth; Callahan, 



Background: IP (POD division) compiles an open source report on critical infrastructure which 
is posted to HSIN. The contract for this service recently changed and the new contractor 
inappropriately conducted some "analysis" to the open source information (in this case). When 
it was brought to my attention the report was pulled (other steps have also been taken). 
However the fed staff undertook a thorough review and every source is traditional media. The 
report references social media resources but that was found in traditional sources. No 
monitoring of social media took place. 



William F. Flynn 

Acting Assistant Secretary 

Office of Infrastructure Protection 



US Department of Homeland Security 




— 



Original Message ■- 



From: Spaulding, Suzanne 



Sent: 




February 29, 2012 06:47 AM 
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To: Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin; Beland, Michael; 

Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Flynrij William; Hess, David; Grossman, 




Seth; Callahan j Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




Original Message 

From: Boogaardj Peter 

Sent: Tuesday , February 28, 2012 11:15 PM 

To: Kroloff, Noah; Sandweg, John; Spaulding, 

Davis . Robert M 



Suzanne; Durkovich, Caitlin; Beland, Michael; 




Cc: 

Seth; Callahan, Mary Ellen; Shlossman, Amy 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman 



subj 



ect: Re: Statement 




Original Message 



From: Kroloff, Noah 

Sent: Tuesday, February 28, 2612 11:12 PM 

To: Sandweg, 3ohn; Boogaard, Peter; Spaulding, 

Davis. Robert M 

Cc: 



Suzanne; Durkovich, Caitlin; Belandj Michael; 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman 



Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



Where r we 



this 



Original Message 

From: Sandweg, John 

Sent: Tuesday, February 28, 2612 19:26 PM 

To: Booeaard^Peter: Spauldingj Suzanne; Durkovich, Caitlin; Beland, 

Cc: H2I09HHIIIHI Epley, Veronica; Flores, Gina; Flynn, William; Mess, David; Grossman, 

Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 

Subject: Re: Statement 



Michael; Davis, Robert M 



Definitely think that the more we can push back on any inaccuracies the better. 



That said, assuming he isn't going to pull down the 
related issues out there, we need a clear statement 
drafted in violation of our privacy standards. 



blog post, with other similar privacy 
that explains that this report was 



+ Noah and Amy. 



Original Message 

Boogaard, Peter 

Tuesday, February 28, 2B12 10:21 PM 
uldinfi, Suzann e: Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Epley, Veronica; Flores, Gina; Flynn , William; Hess, David; Grossman, 
Seth; Sandweg, Dohn; Callahan, Mary Ellen 

: Re: Statement 



From: 
Sent: 
To: S 
Cc: 
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Also looping MEC. 



Original Message 

From: Boogaard, Peter 

Sent; Tuesday J February 28, 2012 10:19 PM 

To; Spauldin g, Suzann e; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 
Cc: 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Sandweg, John 
Subject: Re: Statement 






Looping Sandweg and Grossman, I think we need to move forward with the statement we proposed. 

Original Message 

From: Spaulding, Suzanne 

Sent: Tuesday, February 28 , 2012 10:04 PM 

To: Durkovich . Caitli n; Boogaard, Peter; Beland, Michael; Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




Subject: Re: Statement 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:43 PM 

To: Boocaard^Peter: Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc S3fii9ilHiiH Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 






her speaking engagement and is going to review report, blog and 



DUS Spaulding is out of 

statement. 

Caitlin Durkovich 

Chief of Staff 



National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:24 PM 

To: Durkovirh^Cattlin; Beland, Michael; Davis, Robert M; 

Cc: [|3K©]^HHHH Epley, Veronica; Flores, Gina; Flynn, 

Subject: Re: Statement 

Can you confirm that this accurate? 




ing, Suzanne 
William; Hess, David 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 PM 

To: Pu rko vich^Ca^^ n ; Beland, Michael; Davis, Robert M; Spaulding, 

Cc: RSn^lHHHHI Epley, Veronica; Flores, Gina; Flynn, William; 




nne 



Hess, David 
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™™ 



^^~ 




ect: Re: Statement 







__ — Original Message 

From; Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:03 PM 

To: Booga ard^eter: Bel and , Michael; Davis, Robert M; Spaulding, Su 

Cc [QSllOflHHBHI Epley, Veronica; Floras, Gina; Flynn, William; Hess, David 

^9 m^k ^^a ^^| ■ ^ 

: RE : Statement 



nne 





If anything, I think we should consider calling Hastings and help him understand our mission 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:55 PM 

To: Beland . Michael; Davis , Robert M; Durkovich, Caitlin; 

Cc: 





Epley, Veronica; Flores, Gina; Flynn, 



ngi 

William 



Suzanne 



Subject: Re: Statement 



Couple changes. 



Is 




accurate? Our FO likes this approach. If there are different opinions, 







me know 




Original Message 

From; Beland, Michael 






Sent: Tuesday, February 28, 2012 08:35 PM 

To: Davis ^ober^l: Durkovich M Caitlin; Boogaard, Peter; Spaulding, 

Cc: SSI^HHHHI E Pl e Yi Veronica; Flores, Gina; Flynn, William 
Subject: Re: Statement 




ne 
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We are still working the dates, but, based upon the document and our recollection, it was 
posted to hsin and one cannot access the materials on hsin without a password. Once we get 
the dates j we'll pass them along, but that may not be before you push this out. 

Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 



National P rotection and Programs Directorate U.S, Department of Homeland Security 







— .._ original Message 

From: Davis, Robert M 

Sent: Tuesday, February 

To: Beland. Michael: Du 

Cc: 

Subject: Re: Statement 




28, 2012 68:28 PM 

rkovich, Caitlin; 




Peter; Spaulding, Suzanne 




, Veronica; Flores, Gina; Flynn, William 





Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 67:55 PM 

To: Durkovich^Ca^U n ; Boogaard, Peter; Davis, Robert M; 

Cc: OESflH^^^H E P le yj Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 




Suzanne 






+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that 

Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 



National Protection and Programs Directorate U.S. Department of Homeland Security 





:52 PM 



Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 

To: Boogaard^Peter: Davis, Robert M; Spaulding, Suzanne; 

Cc. SSJ^JHUHb E P le yi Veronica; Flores, Gina 

Subject: RE: Statement 



Be 




, Michael 



Can we get the link to the biog post? Need to understand the context 






Original Message 
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From: Boogaardj Peter 
Sent: Tuesday , February 28, 2012 7:50 PM 
To; DavJUSjRober^l; Spaulding, Suzanne; Belandj Michael 
Cc: HSiMuHHHilHB E Pl e Y> Veronica j FloreSj Gina; Durkovichj Caitlin 

; Re: Statement 





If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 

Original Message 



From: Davis 3 Robert M 
Sent: Tuesday, February 

Idine. Suzanne; 



To: S 
Cc: 




28, 2012 07:48 PM 

Belandj Michael 



Boogaard, Peter; Epley, Veronica; FloreSj Gina; Durkovich, Caitlin 



Subject: Re: Statement 



Suzanne and Mike 



Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 
markings that was posted to HSIN without approval, Here is the draft statement I would like 
to send to opa asap. 




re is the li 




http://wwwl,rollingstone»com/extras/13637_DHS%20IP%2eSpecial.pdf 



Please let me know if this is ok. 



Bob 




Original Message 

From: Boogaardj Peter 

Sent: Tuesday M February 28, 2012 07:31 PM 
To: Davis j Robert M 
iect: Statement 




let me 




when you have a draft. Thanks man 
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Sandweg, John 




From: 

Sent: 

To: 

Cc: 

Subject: 



Kroloff, Noah 

Sunday , January 01, 2012 8:06 PM 

Shlossman, Amy; Sandweg, John 



(b) (6), (b) (7)(C) 



Re: Update #2 Protest - FW: Occupy movement protest at PDN 



Muchas gracias 




From 

Sent: Sunday, January 01, 2012 08:03 PM 

To: Kroloff, Noah; Shlossman, Amy; Sandweg, John 

Cc: 



(b) (6), (b) (7)(C) 



Subject: Fw: Update #2 Protest - FW: Occupy movement protest at PDN 



"Occupy Movement" protest near Paso Del Norte 
to traffic or operations; protest has concluded. 




of entry in El Paso this afternoon (approx 80 




ors); no impact 




From: AGUILAR, DAVID V 

To: MCALEENAN, KEVIN K.; 

Cc: WINKOWSKI, THOMAS 

Sent: Sun Jan 01 19:56:50 2012 

Subject: Re: Update #2 Protest - FW: Occupy movement protest at PDN 





Update DHS through Noah and Amy. 



David 



From: MCALEENAN, KEVIN K. 

To: CI BULLETS 

Sent: Sun Jan 01 19:34:02 2012 

Subject: Re: Update #2 Protest - FW: Occupy movement protest at PDN 

Protest now over without incident. 



MM 



•••IP 



From: MCALEENAN, KEVIN K. 

To: CI BULLETS 

Sent: Sun Jan 01 19:21:38 2012 

Subject: Fw: Update #2 Protest - FW: Occupy movement protest at PDN 

FYSA, we are monitoring a minor "occupy movement" protest near Paso del Norte. No impact to traffic or operations at 
this time. We will provide updates as appropriate. 



From: BALDWIN, JEFFREY O 

To: MCALEENAN, KEVIN K. 

Cc: 




Sent: Sun Jan 01 18:30:21 2012 

Subject: Fw: Update #2 Protest - FW: Occupy movement protest at PDN 

FYSA. 




BALDWIN, JEFFREY O 






From: HINOJOSA, ANA 

To: 

Cc: 

Sent: Sun Jan 01 18:03:19 2012 

Subject: Fw: Update #2 Protest - FW: Occupy movement protest at PDN 

FYI. We will send in more detailed information as it becomes available concerning the protest north of PDN r which is not 
impacting operations.. .yet. 



From: 



(b) (6), (b) (7)(C) 



To: HINOJOSA, ANA 

Sent: Sun Jan 01 17:51:15 2012 

Subject: Fw: Update #2 Protest - FW: Occupy movement protest at PDN 



(b) (6), (b) (7)(C) 



Asst Port Director 
El Paso Texas 



(b) (6), (b) (7)(C) 



From: 
To: 






(b) (6), (b) (7)(C) [(b) (6), (b) (7)(C) 



(b) (6), (b) (7)(C) (b) (6), (b) (7)(C) _(b) (6), (b) (7)(C) _(b) (6), (b) (7)(C)_(b) (6), (b) (7)(C) _(b) (6), 

(b) (6), (b) (7)(C) 1(b) (6), (b) (7)(C) [(b) (6), (b ) (7)(C)J(b) (6), (b) (7)(C)J(b) (6), (b) (7)(C) J(b) (6), (b) (7)(C) 

■(b) (6), (b) (7)(C) J(b) (6), (b) (7)(C) f(b) (6), (b) (7)(C) .(b) (6), (b) (7)(C) _(b) (6), (b) (7)(C) 

,H6, W(7)( c| (b) (6)> (b) (7)(C) j (b) (6)] (b) (7 )(C)((b) (6), ( b) (7)(C) 1(b) (6), (b) (7)(C) f(b) (6), (b) (7)(C) 

(b) (6), (b) (7)(C) lb) (6), (b) (7)(C) f b) (6), (b) (7)(C) I (b) (6), (b) (7)(C) Kb) (6), (b) (7)(C) 



Sent: Sun Jan 01 17:46:00 2012 



Subject: Update #2 Protest - FW: Occupy movement protest at PDN 

01/01/2012 -15:45 Hours 



Protesters have grown to about 80 persons 
Not disruptive, not blocking trarffic 
Security Guards monitoring crowd 



From: 



(b) (6), (b) (7)(C) 



Sent: Sunday, January 01, 2012 3:20 PM 
To: 




Subject: Occupy movement protest at PDN 
Importance: High 
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• 



Attached is the articule from the El Paso Times. 
We can only see about 5 individuals holding up home 
El Paso and Sixth st. 
Traffic has not 




signs and passing out flyers at the corner of 




effected up to this point and the 




rators have not attempted to enter the 



POE's 




(b) (6), (b) (7)(C) 



Chief CBP Officer 



U,S. Customs and Border Protection 
Port of El Paso, Texas 
Paso Del Norte Inspection Station 
1000 South El Paso Street 
El Paso, Texas 79901 

Office 




(b) (6), (b) (7)(C) 




This communication may contain confidential and sensitive U.S. Government information, and is FOR OFFICIAL USE ONLY. It 
is not for release, review, retransmission, dissemination, or use by anyone other than the intended recipient. Please notify the sender if 
this e-mail has been misdirected and immediately destroy all originals and copies of the original. Any disclosure of this document 
must be approved by the Office of Field Operations, El Paso Field Office, U.S. Customs and Border Protection, Department of 



Homeland Security 
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Sandwe 




From: 
Sent: 

To: 



Cc 





, John; Beland, Michael; Davis 



Durkovich, Caitlin 

Wednesday, February 29, 2012 7:18 AM 

Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; 

Robert M 

(fSESHHHI Epley, Veronica; Flo res, Gina; Flynn, William; Hess, David; Grossman 

Seth; Callahan, Mary Ellen; Shlossman, Amy 

Re: Statement 



if you go to the Daily Kos site, it appears that much of the social media section was 
dervived for the from the OWS page it keeps* 
Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U.S. Department of Homeland Security 





inal Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 06:47 AM 

To: Boogaard, Peter; Kroloff , Noah; Sandweg, John; Durkovich, Caitlin; Beland, Michael; 

Davis, Robert M 




Cc: [Jj2Us2^^^^^^^H Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




Original Message — -- 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 11:15 PM 

To: 

Davi 

Cc: 





Robert M 




; Sandweg, John; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 

Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




Original Message — -- 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2012 11:12 PM 

To: Sandweg, John; Boogaard, Peter; Spaulding, 

Davis, Robert M 



Suzanne; Durkovich, Caitlin; Beland, Michael; 




Cc: 

Seth; Callahan, Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Where r we on this 



From: 
Sent: 



Original 
Sandweg, 



Message 
John 



Tuesday, February 28, 2012 10:26 PM 



1 






d, Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 



To: Boo 

Cc: S3w2^^^^^^H E P^ e y> Veronica; Flores, Gina; Flynn, 
Seth; Callahan, Mary Ellen; Kroloff , Noah; Shlossman, Amy 

: Re: Statement 





iam; Hess, 




; Grossman, 




Definitely think that the more we can push back on any inaccuracies the better 






That said, assuming he isn't going to pull down the blog post, with other similar privacy 
related issues out there, we need a clear statement that explains that this report was 
drafted in violation of our privacy standards. 



+ Noah and Amy. 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday , February 28, 2012 10:21 PM 

To: 

Cc: 

Seth; 




Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 



Subject 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman 
Sandweg, John; Callahan, Mary Ellen 

Re: Statement 



Also looping MEC. 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:19 PM 

To : SPg H 1 ,^!!^^ 51128 " 6 : Durkovich, Caitlin; 
Cc: 




Beland, Michael; Davis, Robert M 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 




Seth; Sandweg, 3o 
Subject: Re: Statement 



Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed 




Original Mes 

From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2012 10:04 PM 
To : Durkovich^Cartli n ; Boogaard, Peter; Beland, 
Cc OuHUH Epley, Veronica; Flores, Gina; 
ect: Re: Statement 




ael; Davis, Robert M 
Flynn, William; Hess, David 





Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:43 PM 

To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc:f©W©^^^^^^^^H Epley, Veronica; Flores, Gina; Flynn, William; Hess 
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her speaking engagement and is going to review report , blog and 



DUS Spaulding is out of 
statement* 
Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U.S. Department of Homeland 




urity 




Original Message 

From: Boogaardj Peter 
Sent: Tuesday, February 
To; Durkovic h, Caitli n; 

Cc: 




28, 2012 09:24 PM 

Belandj Michael; Davis, Robert M; Spaulding, Suzanne 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 



Subject: Re: Statement 

Can you confirm that this accurate? 




inal Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 PM 

To; Durkovich , Caitli n; Beland, Michael; Davis, Robert M; Spauldin 

Cc: BSE^IIHI^^B E Pl e yj Veronica; F lores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 



j 



Suzanne 





Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday j February 28, 2012 09:03 

To: Boogaardj Peter; Belandj Michael; Davis 

Cc: Q^Q^mm Epley, Veronica; Flores, Gina 

Subject: RE: Statement 



Robert M; Spaulding, Suzanne 

; Flynn, William; Hess, David 




If anything, I think we should consider calling Hastings and help him understand our mission 



Original Message 

From: Boogaardj Peter 

Sent: Tuesday, February 28, 

To: Beland, Michael; Davis s Robert M; 

Cc: 




8:55 PM 





ovich, Caitlin; Spaulding, Suzanne 
Epley, Veronica; Flores, Gina; Flynn, William 



Subject: Re: Statement 



hanges. 




Is this accurate? Our FO likes this approach. If there are different opinions, let me know 
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----- Original Mess 

From: Beland, Michael 

Sent: Tuesday , February 28, 2012 08:35 PM 

To: DaviSj Robert M; Durkovich,, Caitlin; Boogaard, Peter; 

Cc: BS^HHHilHH Epl e Y> Veronica; Flores, Gina; Flynn, 

: Re; Statement 




uldingj Suzanne 




lam 




We are still working the dates 




, based upon the document and our recollection, it was 



posted to hsin and one cannot access the materials on hsin without a password. Once we get 
the dates, we'll pass them along, but that may not be before you push this out. 

Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 



National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Davis, Robert M 
Sent: Tuesday, February 28, 2012 08:20 

To: Beland, Michael; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Epley^ Veronica; Flores, Gina; Flynn, William 





Statement 





. Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 07:55 PM 

To: Durkovich, Caitlin; Boogaardj Peter; Davis, Robert M; Spaulding, Suzanne 



Cc: 




Epley, Veronica; Flores, Gina; Flynn, Willia 




* 



Re: Statement 






+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that 



Michael Beland 



Chief of Staff 

Office of Infrastructure Protection 



National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday , February 28, 2012 07:52 PM 

To: Boogaard , Peter: Davis t Robert M; Spaulding, Suzanne; Belandj Michael 

Cc ; J^^m| Epley, Veronica; Flores, Gina 

Subject: RE: Statement 

Can we get the link to the blog post? Need to understand the context* 




Original Message 

From; Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 

To: Davis, Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: SSI^IHI^^^H Epley, Veronica; Flores, Gina; Durkovich, 

Subiect: Re: Statement 



Caitlin 



If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 



Original Message — — 

From; Davis, Robert M 

Sent: Tuesday, February 28, 2012 07:48 PM 

To: Spaulding, Suzann e; Beland, Michael 

Cc: [j^SBSIHBiflflfll Boogaard, Peter; Epley, 

Subject: Re: Statement 



Veronica; Flores, Gina; Durkovich, Caitlin 



Suzanne and Mike 



Rolling Stone has posted a blog 




a link to a document with 



markings that was posted to HSIN without approval. Here is the 
to send to opa asap. 

Here is the link: 



the DHS seal and nppd/ 
draft statement I wo 




IP 

like 



http : //wwwl , rollingstone . com/extras/13637_DHS%20XP%20Special . pdf 



Please let me 




if this is ok. 



Bob 




Original Message 

From: Boogaard, Peter 
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ha«itaM**n 



Sent: Tuesday, February 28, 2012 67:31 PM 
To: Davis 3 Robert M 
ect: Statement 




let me know when you have a draft. Thanks man 
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Sandweq, John 




From: 

Sent: 

To: 



S u bject: 



Boogaard, Peter 

Wednesday, February 29, 2012 7:41 AM 

Sandweg, John; Kroioff, Noah; Colburn, Brent; Callahan, Mary Ellen; Chandler, Matthew 

Shlossman, Amy; Grossman, Seth; Peacock, Nelson 

Re: Michael Hastings 



t< 



This is the updated 




ement we are working with. Still waiting for clearance. 




-■ Original Message 

From: Sandweg, Dohn 

Sent: Wednesday, February 29, 2012 07:35 
To: Kroloff, Noah; Colburn, Brent; Boog 
Shlossman, Amy; Grossman Seth; Peacockj 
Subject: Re: Michael Hastings 



AM 

rd, Peter; 
Nelson 



Callahan J Mary Ellen; Chandler 



Matthew; 



+ Nelson. 



Original Message 

From: Kroloff, Noah 

Sent: Wednesday, February 29, 2812 07:29 AM 

To: Colburn, Brent; Boogaardj Peter; Callahan, Mary Ellen; Sandweg, 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 



John; Chandler, Matthew; 





Original Mes 

From: Colburn, Brent 

Sent: Wednesday, February 29, 2612 07:19 AM 

To: Boogaardj Peter; Callahan, 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 



Mary Ellen; Sandweg, John; Kroloff, Noah; Chandler, Matthew 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:07 PM 
To: Colburn, Brent; Callahan, Mary Ellen; 
Shlossman, Amy; Grossman, Seth 



Sandweg, John; Kroloffj Noah] Chandler, Matthew; 



l 



Subject: Re: Michael Hastings 



sending to dark. 



Original Message 

From: Colburn, Brent 

Sent: Tuesday, February 28, 2012 10:05 PM 

To: Boogaardj Peter; Callahan, Mary Ellen; Sandweg, John; Kroloff, Noah; Chandler, Matthew 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 



Concur- -and Pete, 





Message 

From: Boogaard, Peter 

Sent: Tuesday , February 28, 2012 10:00 PM 

To: Callahan, Mary Ellen; Sandweg, John; Kroloff ^ Noah; Colburn, Brent; Chandler, Matthew; 

Shlossman, Amy; Grossman,, Seth 

Subject: Re: Michael Hastings 



Thanks, 



Original Message 

From: Callahan, Mary Ellen 

Sent: Tuesday, February 28, 2012 09:58 PM 

To: Sandweg, John; Boogaard, Peter; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 

Subject: RE: Michael Hastings 



Concur. 



Original Message-- — 

From: Sandweg, John 

Sent: Tuesday, February 28, 2012 9:57 PM 

To: Boogaard, Peter; Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 



Subject: Re: Michael Hastings 



Based on all the other ongoing related issues, this seems appropriate. 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:40 PM 

To: Sandweg, John; Callahan, Mary Ellen; Kroloff, Noah; 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 

Caitlin durkovich 






Colburn, Brent; Chandler, Matthew; 



Original Message 

From; Sandweg, John 

Sent: Tuesday, February 28 j 2012 09:36 PM 

To: Boogaard, Peter; Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 



Who in NPPD? 







Original Message 

From: Boogaard, Peter 

: Tuesday, February 28, 2012 09:34 PM 
To: Callahan, Mary Ellen; Kroloff, Noah; Colburn, 
Sandweg, John; Grossman, Seth 
Subject: Re: Michael Hastings 



Brent; Chandler, Matthew; Shlossman, Amy; 




Final statement is below. 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:01 PM 

To: Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandl 

Sandweg, John; Grossman Seth 

Subject: Re: Michael Hastings 

I don't think we lose too much with privacy standards, 



er, Matthew; Shlossman, Amy; 



Original Message 

From: Callahan, Mary Ellen 

Sent: Tuesday, February 28, 2012 08:59 PM 

To: Boogaard, Peter; Kroloff, Noah; Colburn, 

Sandweg, 3ohn; Grossman, Seth 

Cc: Callahan, Mary Ellen 

Subject: RE: Michael Hastings 



Brent; Chandler, Matthew; Shlossman, 




■ 




I will reach out to the NPPD privacy officer to start to engage on compliance with this 




* 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28,, 2012 8:54 PM 
To: Kroloff, Noah; Colburn, Brent; Chandler, 
Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 



Matthew; Shlossman, Amy; Sandweg, Dohn; 






Confirming with nppd leadership right now. 



Original Message 
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From; Kroloff, Noah 

Sent: Tuesday, February 28, 2012 08:52 PM 

To: Boogaardj Peter; Colburn 

Grossman, Seth; Callahan 
Subject: Re; Michael Hastings 




Brent; Chandler, 
Ellen 



Matthew; Shlossman, Amy; Sandweg, John; 



I think this is pretty good. Is it accurate? 



Original Message 



From: Boogaardj Peter 

Sent: Tuesday, February 28, 2012 08:46 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John; 

Grossman, Seth; Callahan, Mary Ellen 

Subject: Re: Michael Hastings 

Proposed statement. Thoughts? We may want to add in something about all of the information 



gathered 




from open source media. 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 07:50 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John 

Subject: Michael Hastings 
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Sandwea, John 





Sent: 

To: 

Subject: 



Kroloff, Noah 

Wednesday, February 29, 2012 9:17 AM 

Callahan, Mary Ellen: Sandweg, John; Shlossman, Amy; Colburn, Brent; Boogaard, Peter 

Re: Statement 



Mec--u and pete need to get on the phone with 
can write an accurate statement* 




and figure out what this is/isnt, so we 



Original Message 

From: Callahan* Mary Ellen 
Sent: Wednesday * February 29 j 2012 ©9:83 AM 
To: Kroloff ^ Noah; Sandweg, John; Shlossman * 
Subject: Re: Statement 



Amy 



Colburn* Brent; Boogaard* Peter 



Right* pete and I just discussed. If 
striking. If we want to distinguish* 
responsibilities* which is 




only traditional media* it wouldn't* so sugg 
this analysis was outside the scope of his 
it was taken down. 




Mary Ellen Callahan 

Chief Privacy Officer 

Departm ent of Homelan d Security 

Work: 

Cell: 





nal Message -- 
From: Kroloff* Noah 
Sent: Wednesday* February 
To: Callahan* Mary Ellen; 
Subject: FW: Statement 



MEC — if accurate* why 

Original Message 

From: Flynn, William 



29,, 2012 08:59 AM 

Sandweg* John; Shlossman, 



Amy; Colburn* Brent; Boogaard* Peter 




this violate DHS's privacy standards? 






* February 29* 2012 8:50 AM 
To: Boogaard* Peter* Spaulding* Suzanne; Durkovich* Caitlin; Kroloff* Noah; Sandweg, John; 
Bel and* Michael; Davis, Robert M 
Cc: 





* 



Veronica; Flores, Gina; Hess* David; Grossman, Seth; Callahan* 



Mary Ellen; Shlossman* Amy 
Subject: RE: Statement 



3ust to be very clear ... they did not look at social media. They looked at traditional media 
reporting which may have been reporting/quoting social media. This is an important 
distinction. 



William F- Flynn* 

Acting Assistant Secretary* 

Office of Infrastructure Protection 

US Department of Homeland Security 




i 






Original Message — -- 

From: Boogaard, Peter 

Sent: Wednesday., February 29, 2012 8:25 AM 

To: Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John; 

Beland^ Michael; Davi s, Robert M 

cc: 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




- Original Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2812 08:24 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John; 

Beland^MUhae^^avis, Robert M 

Cc: [©XGSHHI^HI Epley, Veronica; FloreSj 6ina; Hess, David; Grossman. Seth; Callahan, 

^^^H ^^^H ^^^H ^^^H ^r 

Mary Ellen; Shlossman, Amy 
ect: Re: Statement 




What is the violation of privacy standards? 




inal Message --■ — 
From: Boogaardj Peter 

Sent: Wednesday, February 29, 2612 08:22 AM 
To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John 



Beland. Michael 

Cc: 




Robert M 
Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 



Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



Most recent statement is attached. 




Original Message 



From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:19 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John; 

Beland, Michael; Davi s, Robert M 

Cc: 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 
ect: Re: Statement 
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AM 



Original Message 

From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 08:16 
To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; 
Bel andj Michael; Davi s, Robert M 

Cc: [©(©I^HI^^H Bpley, Veronica; Flores, Gina; Hess, David; Grossman ,, 
Mary Ellen; Shlossman, 

: Re: Statement 




h; Callahan, 






Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate IKS. Department of Homeland Security 




-■ Original Message 

From: Flynn, William 

Sent: Wednesday, February 29, 2012 08:08 AM 

To: Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, 

Beland, Michael; Davis, Robert M 



lohn; Durkovich, Caitlin; 



CC 



t 




Mary Ellen; Shlossman, 
Subject: Re: Statement 




Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan 



Background: IP (POD division) compiles an open source report on critical infrastructure which 
is posted to HSIN. The contract for this service recently changed and the new contractor 
inappropriately conducted some "analysis" to the open source information (in this case). When 
it was brought to my attention the report was pulled (other steps have also been taken). 
However the fed staff undertook a thorough review and every source is traditional media- The 
report references social media resources but that was found in traditional sources. No 
monitoring of social media took place* 



William F. Flynn 

Acting Assistant Secretary 

Office of Infrastructure Protection 



US Department of Homeland Security 




gov 



Original Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 06:47 AM 
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To: Boogaard, Peter; 
Davis. Robert M 

Cc: 

Seth; Callahan, 
Subject: Re: Statement 





Kroloff, Noah; Sandweg, Dohn; Durkovich, Caitlin; Beland, Michael; 

Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Ellen; Shlossman, Amy 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 11:15 PM 

To: Kroloff, Noah; Sandweg, John; Spaulding, Su2anne; Durkovich, Caitlin; Beland, Michael; 

Davis. Robert M 

Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Cc: 




Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject; Re: Statement 





Original Message ----- 

From: Kroloff, 
Sent: Tuesday, February 28, 2812 11:12 PM 
To: Sandweg, John; Boogaard, Peter; Spaulding 
Davis. Robert M 



* 



Suzanne; Durkovich, Caitlin; Beland, Michael; 



Cc: 




Epley, Veronica; Flo 



Gina; Flynn, William; Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 



Where r we on this 



, Caitlin; Beland, 



Michael; Davis, Robert M 



- Original Message 

From: Sandweg, John 

Sent: Tuesday, February 28, 2012 10:26 PM 

To: Boogaard^Peter; Spaulding, Suzanne; Durkovich 

Cc: [©aQHHHHI Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 

Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 

Subject: Re: Statement 

Definitely think that the more we can push back on any inaccuracies the better. 



That said, assuming he isn't going to pull down the 
related issues out there, we need a clear statement 
drafted in violation of our privacy standards. 



blog 

that 



post, 
explains 



with other similar privacy 



that this report was 



+ Noah and Amy. 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 18:21 PM 

uldine. Suzann e; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
; Sandweg, John; Callahan, Mary Ellen 
Subiect: Re: Statement 



To: S 
Cc: 
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Also looping MEC. 




Original Messag 

: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 10:19 PM 

To: Spaulding . Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 
Cc: SjSEiSflMHII^H Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Sandweg, John 
Subject: Re: Statement 




mg bar 




a 




Grossman. I think we need to move forward with the statement we proposed 






Original Message -- — 

From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2012 10:04 PM 

To: Durkovich , Caitlin; Boogaard, Peter; Beland, Michael; Davis, Robert M 

Cc HSEsSHHIH Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subiect: Re: Statement 




Original Message - 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:43 PM 

;aard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc; S2ESHHHiiB E P le Y> Veronica; Flores, Gina; Flynn, William; Hess 
Subject: Re: Statement 



To : Boo 



* 



David 



DUS Spaulding is out of 

statement. 

Caitlin Durkovich 

Chief of Staff 

National Protection and Programs Di 



her speaking engagement and is going to review report, blog and 





U.S. Department of Homeland Security 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:24 PM 

To: Durkovich^a^li n ; Beland, Michael; Davis, Robert M; 

Cc: [©ES^IH^^H E Pl e V> Veronica; Flores, Gina; Flynn 
Subject: Re: Statement 

Can you confirm that this accurate? 




ing, 
William; 



Suzanne 

Hess, David 



Original 

From: Boogaard 
Sent: Tuesday, 
To: Durkovich 
Cc: 




Message 

Peter 
February 28, 2012 09:07 PM 

Caitlin; Beland, Michael; Davis, Robert M; Spaulding, 

Epley, Veronica; Flores, Gina; Flynn, William; 



Suzanne 
HesSj David 
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Subject: Re: Statement 




Original Message 

From: Durkovich, Caitlin 

Sent; Tuesday, February 28, 2012 09:03 PM 

Peter] Beland, Michael; Davis, 



To: Boo 




Robert M; Spauldingj Suzanne 
Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 



Subject: RE: Statement 




If anything, I think we should consider calling Hastings and help him understand our mission. 

Original Message 

From: Boogaard, Peter 

Sent; Tuesday, February 28, 2012 8:55 PM 

To: Beland. Michael : Davis, Robert M; Durkovich, Caitlin; 
Cc: 





Subject: Re: Statement 



Epley, Veronica; Flores, Gina; Flynn, 



ing, Suzanne 

William 



Couple changes. 

Is this accurate? Our FO likes this approach. If there are different opinions, let me know 




Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 08:35 PM 

To: Davis, Robert M : Durkovich, Caitlin; Boogaard , Peter; Spauldingj Suzanne 
Cc: (ISI^^^HI^BI Epley , Veronica; Flores, Gina; Flynn, William 

Re: Statement 
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We are still working the dates, but, based upon the document and our recollection it was 
posted to hsin and one cannot access the materials on hsin without a password. Once we get 
the dates, we'll pass them along, but that may not be before you push this out. 



Michael Be land 
Chief of Staff 
Office of Infrastructure Protection 



National P rotection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From; Davis j Robert M 

Sent: Tuesday, February 28, 2612 08:26 PM 

To: Beland. Michael; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Epley, Veronica; Flores, Gina; Flynn, William 
Re: Statement 



Cc: 








Original Message 

From; Beland, Michael 

Sent: Tuesday, February 

To: 

Cc: 

Subject: Re: Statement 



28, 2012 07:55 PM 







Boogaard, Peter; Davis, Robert M; Spaulding, 
, Veronica; Flores, Gina; Flynn, William 



Suzanne 



+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that. 



Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S, Department of Homeland Security 




■ j 



„ — Original Message 

From: Durkovich, Caitlin 
Sent: Tuesday, February 28, 2012 07:52 PM 

To: Boogaard, Peter; Davis i Robert M; Spaulding, Suzanne; Beland, Michael 

Epley, Veronica; Flores, Gina 



Cc: 

Subject: RE: Statement 

Can we get the link to the blog post? Need to understand the context. 





ieinal Message — 
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From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 PM 

To: Davis, Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: 




Epley, Veronica; Flores, Gina; Durkovich, Caitlin 
Subject: Re: Statement 

If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership, 

--• — Original Message 

From: Davis j Robert M 

Sent: Tuesday, February 28, 2012 97:48 PM 

To: Spaulding . Suzann e; Beland, Michael 

Cc: 




Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 
Subject: Re: Statement 

Suzanne and Mike, 

Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 
ings that was posted to HSIN without approval. Here is the draft statement I would like 




to send to opa asap 
Here is the link: 



http://wwwl.rollingstone.com/extras/13637_OHS%20IP%20Special.pdf 



Please let me 




if this is ok 



Bob 




Original Message 

From: Boogaard, Peter 
Sent: Tuesday, February 

To: Davis, Robert M 
iect: Statement 



28, 2912 07:31 PM 




let me know when you have a draft. Thanks man 
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Sandweg, John 




From: 

Sent: 

To: 

Subject: 



Boogaard, Peter 

Wednesday, February 29, 201 2 1 :10 PM 

Kroloff, Noah; Sandweg, John 

Re: Where are we on stmnt? 



Finally got hold of dark. Won't release unless we get asked , but they are comfortable with 

ement below. If either or you have addition changes , please let me know. 





Thanks and sorry for the delay, 

Original Message 

From: Boogaardj Peter 

Sent: Wednesday, February 29, 2912 12:35 PM 
To: Kroloff, Noah; Sandweg, John 
Subject: Re: Where are we on stmnt? 




Yes. Been waiting for 
followups at this point. 



to sign off- Let me know if you have concerns. We haven't gotten any 





OH 
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National Operations Center 




tf 



to provide situational awareness and 



gress requires 

establish a common operating picture for the entire federal government and for state, local, 
and tribal governments as appropriate, in the event of a natural disaster or terrorist attack 
and ensure that critical terrorism and disaster-related information reaches government 
decision-makers. ,J Under this requirement, the NOC monitors social media only for situational 
awareness purposes during times of crisis, such as a terrorist attack or earthquake. 



Original Message 

From: Kroloff, Noah 

Sent: Wednesday, February 29, 2012 12:33 PM 
To: Sandweg, John; Boogaard, Peter 
ectt Re: Where are we on stmnt? 




Did u and MEC ever call nppd together? 



Original Message -- 

From: Sandweg, John 
Sent: Wednesday, February 
To: Boogaard, Peter 



29, 2012 12:31 PM 



-> 



1 



Cc: Kroloffj Noah 

Subject: Where are we on stmnt? 



Sandweq, John 




From: 
Sent: 
To: 
Subject 



Sandweg, John 

Wednesday, February 29, 201 2 7:48PM 
Callahan, Mary Ellen; Kroloff, Noah;__ 
Re: statement - smaller group - New 




Interestin 



Thx 



Original Message 

From: Callahan, Mary Ellen 

Sent: Wednesday,, February 29, 2012 07:46 PM 



To: Kroloff j Noah; iohn.sandwe 

Subject: Fw: statement -- smaller group - 




New Hastings Statement 



Mary Ellen Callahan 
Chief Privacy Officer 
Department of Homeland 

Work: 

Cell: 



Security 




Original Message 

From: Flynn, William 

Sent: Wednesday, February 29, 2912 07:32 PM 

To: Callahan, Mary Ellen; Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin 

Cc: Davis, Robert M; Colburn, Brent 

Subject: RE: statement -- smaller group — New Hastings Statement 






We have no insight into why Stratfor was mentioned or if 
Records indicate that they do not have a hsin account. 

William F, Flynn, 




somehow obtained a copy 





Assistant Secretary, 
ice of Infrastructure Protection 



US Department of Homeland Security 




Original Message 

From: Callahan, Mary Ellen 

Sent: Wednesday, February 29, 2012 7:29 PM 

To: Flynn, William; Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin 

Cc: Davis, Robert M; Colburn, Brent 

Subject: Re: statement -- smaller group -- New Hastings Statement 



Do you know why Stratfor is mentioned below? 



l 



Mary Ellen Callahan 
Chief Privacy Officer 
Depart ment of Homelan d Security 
Work: 
Cell : 




Original Message 

From: Flynn, William 

Sent: Wednesday , February 29, 2012 06:54 PM 

To: Callahan, Mary Ellen; Boogaard, Peter; Spaulding, Suzanne; Durkovichj Caitlin 

Cc: DaviSj Robert M; Colburn, Brent 

Subject: RE: statement -- smaller group -- New Hastings Statement 

No, Stratfor was not the contractor. The document was posted on HSIN. I don J t know how 
Stratfor may have obtained a copy but it's plausible. 

William F, Flynn, 

Acting Assistant Secretary, 

Office of Infrastructure Protection 



US Department of Homeland Security 




Original Message 

From: Callahan, Mary Ellen 



Sent; Wednesday, February 29, 2012 6:43 PM 

To: Boogaard* Peter; Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William 

Cc: Davis, Robert M; Colburn, Brent 

Subject: statement -- smaller group -- New Hastings Statement 




ill, was strafor the contractor who wrote the doc? If so, they were the ones hacked, not 
hsin. See below. 



Rolling Stone contributing editor Michael Hastings tells Cenk how the Department of Homeland 
Security monitored Occupy Wall Street activists, according to emails from private 



intelligence contractor Stratfor that were released by WikiLeaks, Hastings asks, "Do we want 



our taxpayer dollars going to the government monitoring what should be a natural part of the 
democratic process?" 



Mary Ellen Callahan 

Chief Privacy Officer 
Departm ent of Homelan d Security 
Work: 

Cell: 
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de Vallance, Brian 



From: 
Sent: 
To: 
Subject: 



Quijas, Louis 

Wednesday, December 21, 2011 2:14 PM 

de Vallance, Brian; Frome, Stu 

RE: 'Anonymous'-Linked Hackers Expose Personal Information Of Thousands Of American 

Police Officers, Family-Values Advocates--MMC IOI #7082-1 1 



Thanks for the info. Lou 



Louis F. Quijas 

Assistant Secretary 

Office for State and Local Law Enforcement 

United States Department of Homeland Security 

[gfg^^HFTelephone 




1 >i> *»ti 



From: de Vallance, Brian 

Sent: Wednesday, December 21, 2011 2:11 PM 

To: Quijas, Louis; Frome, Stu 

Subject: FYI: 'Anonymous'-Linked Hackers Expose Personal Information Of Thousands Of American Police Officers, 

Family-Values Advocates--MMC IOI #7082-11 



Fyi. 




From: NOC Media Monitoring 

Sent: Wednesday, December 21, 2011 01:46 PM 

To: Undisclosed recipients Undisclosed recipients:;> 

Subject: 'Anonymous'-Linked Hackers Expose Personal Information Of Thousands Of American Police Officers, Family 

Values Advocates-MMC IOI #7082-11 



Location: United States 

Computer hackers are avenging the Occupy movement by exposing the personal information of police officers 
who evicted protesters and are threatening family-values advocates who led a boycott of an American Muslim 
television show. 



In three Internet postings last week, hackers from the loose online coalition called Anonymous published the 
personal information of thousands of law enforcement officers all over the country. 



One hacker posted the email and physical addresses, phone numbers and encrypted passwords of more than 
2,400 police officers and corporate security executives. The targeted police officers and security personnel were 
members of the Coalition of Law Enforcement and Retail (CLEAR), a nonprofit group that promotes 
cooperation between local police forces and retail corporations throughout the United States. 



l 



Another hacker struck the website of the Florida Family Association. In an Internet posting, he told the family 
association he was reading its email, and he published email addresses and partial credit-card information of 
two dozen or so of the group's supporters. 

A third hacker posted 18,000 emails, names and passwords of customers from Specialforces.com, a website that 
sells military-style clothing and weapon accessories. A brief review suggested that many of the customers might 
be police officers or military personnel and identifiable as such by their emails. 



Traditional Media Sources (some page content may 
- Washington Times 



— lutD://www Avashingiontimes.com. new 






ge or not be available over time): 



ers» post -cops-personal -data-online 




Operations Analyst 

DHS NOC Media Monitoring 

Phone 

Cell 
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BooaaardL Peter 




From: 
Sent: 
To: 
Subject: 



Boogaard, Peter 

Monday, May 07, 2012 9:12 AM 




RE: Publishing for Flight Attendants 



yep 



V.:*.:: ,' 



*, 'j 1 »'•.•-•.•.* •.•■.*. .» , 1-v 



■- ■ ,- ,■. ■ . . ,«, ,ViV. - . S' ,*\.rt .' .' ,.."rf .- 



iVi *."- ■ ■- -■•■. .-■« 







From: 



Sent: Monday, May 07, 2012 9:11 AM 

To: Boogaard, Peter 

Subject: FW: Publishing for Flight Attendants 



Are you good with this? I think its fine 



S • • ■ VHV, 




From : 

Sent: Friday, May 04, 2012 4:58 PM 
To: 




Cc: SMITH, LAUREL 

Subject: FW: Publishing for Flight Attendants 



Laurel is checking with her field folks, but is the below article still ok from the OPA perspective?[J2I©^H called Laurel 
and said they would like to re-use this e-news article for the magazine. Thanks! 



From: Susanne Lowen [mailt 




Sent: Thursday, May 03, 2012 9:58 AM 
To: SMITH, LAUREL; 




Subject: Publishing for Flight Attendants 




Laurel, 



We are preparing to publish our membership magazine, Flightlog, and would like to run ane article on the Blue 
Lightening campaign. We could run something similar to the article that appeared in our e-newsletter below. Is 
there any new information that we might add at this point in time? Also, are you still interested in input from 
our AFA Air Safety, Health and Security Department on the training video for Flight Attendants? I would very 
much like to mention this collaboration in the article, if possible. Thank you for all of your important work. 



Susanne 



Susanne Lowen 



l 






AFA Sr. Writer/Editor 




. Forwarded message 




■ 

■ 




Date: Tue, Apr 3, 2012 at 5:30 PM 
Subject: AFA Interactive 




Error! Filename not specified 



Error! Filename not .specified. Error! Filename 
Filename not specified. 




.Error! 



MTW A Web 





April 3, 2012 



Inside this Issue: 

• Moving Our Contracts Forward 

• AFA EAP/Professional Standards: An Evolving Global Network 

• 99% Spring Training 

• Be a "Force Multiplier' in the Fight Against Human Trafficking 

• Flight Attendant Leaves Legacy to her Profession 



Moving Our Contracts Forward 

PSA 

PSA Flight Attendants ratified a five-year agreement on March 27 that includes pay increases and 

quality of life enhancements for the over 300 Flight Attendants. 

Press Release 



^^m^^m 




Utilizing a Facilitated Problem Solving approach to negotiations through the National Mediation Board 
(NMB), the AFA Hawaiian Negotiating Committee was able to quickly reach a tentative agreement with 
management on March 12 that recognizes the contributions of the over 1,200 Flight Attendants. The 
tentative agreement which would run through December 31, 2016, includes annual increases in rates 
of pay as well as improvements in per diem, uniform allowance and pension contribution. It was 
recommended unanimously by the AFA Hawaiian MEC for ratification by the membership. Ballots will 
be counted on April 18, 
Press Release 









US Airways 

Flight Attendants from the pre-merger airlines, US Airways and former America West, voted against a 

tentative agreement offered by US Airways management on March 30. Ninety percent of the combined 
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6,700 Flight Attendants participated in the voting process. They sent an unequivocal message that their 
sacrifices must be recognized and that they will participate in the benefits of the merger After five years 
of stalling and road blocks by management the Joint Negotiating Committee (JNC) delivered a 
tentative agreement that gave members a chance to voice their position directly to management. AFA 
leadership will meet next week to set in motion a plan that maximizes the leverage created by an 
engaged, unified work force. 
Press Release 



Mesaba 

Pinnacle Airlines, which merged with Mesaba Airlines in January, filed for Chapter 11 bankruptcy 

reorganization. As the certified representative for Mesaba Flight Attendants, AFA will use its standing 

participate in the bankruptcy process and ensure that the Flight Attendants' rights are protected 

throughout Pinnacle's restructuring. 

Press Release 



to 



Spirit 

On March 9, Spirit Flight Attendants officially asked the NMB to declare that negotiations are at an 
impasse and requested a proffer of arbitration, a step required by the Railway Labor Act prior to a 30- 
day "cooling off period. This period leads to a strike deadline which often encourages focused 
negotiations. In October, Spirit Flight Attendants overwhelmingly authorized a strike by 98.4 percent 
should management fail to negotiate a new contract. With AFA's trademarked strike strategy, 
CHAOS™ or Create Havoc Around Our System™, a strike can affect the entire system or a single 
flight The union decides when, where and how to strike without notice to management or passengers. 
Press Release 









American Ea< 

American Airlines' bankruptcy is affecting the American Eagle Flight Attendants and their negotiations. 

American Eagle Flight Attendants are outraged that, under the cloak of bankruptcy, management is 

attacking their contract even though American Eagle is a profitable subsidiary of AMR. Just prior to the 

AMR bankruptcy filing, American Eagte Flight Attendants were negotiating for a new contract and 

management had already agreed to significant quality of life improvements. AFA continues to 

vigorously oppose unnecessary concessions and is working to minimize the impact of Chapter 11 on 

Flight Attendants. 

American Eagle Picketing Events; April 10 (DFW) and April 12 (ORD), For more information, check 

www.afaeaqle.CQm , 

AFA 
EAP/Profess 

tonal 

Standards: 
An Evolving 
Global 
Network 








a 
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When a flying partner shows signs of the need for professional assistance, there's a confidential way to 
help them before safety is jeopardized: AFA Professional Standards, a service of the AFA Employee 
Assistance Program (EAP), AFA Professional Standards not only assists Flight Attendants in resolving 
conflicts with co-workers in a confidential manner, but also enables you to refer a coworker who may be 
unaware of changes in her/his well-being. 

Through the AFA EAP global network of over 200 professionally-trained peer support volunteers 
overseen by mental health professionals, AFA EAP provides resources to Flight Attendants around the 
world for resolving problems. A group of Continental Micronesia (CMI) Flight Attendants based in Guam 
recently received EAP training, increasing the ranks of AFA EAP volunteers. 

As part of ensuring that their members have full access to EAP services, the new AFA leaders at CMI 
are coordinating an opportunity for management to learn about AFA EAP as well. AFA EAP Director 
Heather Healy will introduce CMI management representatives to the history, mission and range of 
AFA EAP services and will discuss how managers can assist Flight Attendants through AFA EAR 
Heather will also be engaged in identifying EAP-related resources that are available in Guam, where 
the nearly 300 CMI Flight Attendants are based. 

In addition to Professional Standards, helping members access appropriate health care around mental 
health issues, and responding to critical incidents, AFA EAP is constantly evolving to meet the needs of 
Flight Attendants in a changing industry. AFA EAP has developed the first occupational-specific alcohol 
screening tool and is currently working to develop the first occupational-specific drug screening tool. To 
create this screening instrument, input from as many Flight Attendants as possible is needed. Please 

watch for a survey in early April. It will only take five minutes and your responses are anonymous. 

Strongly committed to the health, safety and well-being of AFA members, AFA EAP provides 
confidential support to Flight Attendants, their family members and partners with any concerns on or off 
the job. For confidential AFA EAP assistance, call 1-800-424-2406 . 



j 











Rising to Reef aim Our Country: The 99% 




Massive job loss. Home foreclosures. 
Children in poverty. This is increasingly the 
face of our country. Join Flight Attendants 
as part of the 99% standing up to the 

minority of 

people 

responsible 

for the 

deepening 

pain of the 

American 
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Inspired by Occupy Wall Street and the fight for workers in Madison, 
Wisconsin, this spring, the 99% will confront the rampant greed and 
deliberate manipulation of our democracy and our economy by the 1%. 

From April 9-1 5 f 1 00 t 000 activists will be trained to tell the story of what 
happened to our economy, learn the history of non-violent direct action, 
and get the tools to take action for change, Connecting with activists 
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within our local communities will strengthen our own campaigns and actions, 

By embracing the principles of direct action, The 99% Soring movement will mobilize communities 
across America to have a lasting impact, Learn how to join together in the work of reclaiming our 
country through sustained non-violent action. Sign up for a local training near you and spread the word. 

CWA-Recom mended Trainings 

Be a 'Force Multiplier' In the Fight Against Human Trafficking 

Within a global struggle to combat a problem of epidemic proportions, 
Flight Attendants can play a key role in the fight against human 
trafficking- In a recent meeting between AFA International President 
Veda Shook and Department of Homeland Security (DHS) Secretary 
Janet Napolitano concerning aviation security issues, Secretary 
Napolitano invited AFA to participate in an initiative to involve aviation 
employees in the fight against human trafficking. The DHS Customs and 
Border Protection's "Blue Lightning" initiative provides a voluntary 
mechanism to identify potential human trafficking victims and to notify 
federal authorities for front line workers at U.S. commercial airlines that 
operate U.S.-bound international routes. 





»!• 




"We like to talk about 'boots on the ground'/' said Customs and 
Protection (CBP) Acting Commissioner David V. Aguilar. "Flight 
Attendants and airline employees will be the "boots in the air" fighting 
human trafficking." Human trafficking is a modern-day form of slavery, 
is defined as: 



It 



• the recruitment, harboring, transport, provision or obtaining of a person by force, fraud, or coercion 
for the purpose of involuntary servitude, peonage, debt bondage, or slavery; or 

• Sex trafficking, in which a commercial sex act is induced by force fraud or coercion— or the person 
induced to perform such acts is underage 18. 



















trafficking 



It is estimated that at least 12.3 million adults and children 
are enslaved around the world and that 56 percent are 
women and girls. The International Labor Organization 
(ILO) estimated that in 2005, 980,000 to 1,225,000 boys 
and girls were in forced labor situations as a result of 
trafficking. In 2000, Congress passed the Victims of 
Trafficking and Violence Protection Act, which launched a 
large-scale effort by the US. government to fight human 



In 2010, Secretary Napolitano launched the Blue Campaign - a first-of-its-kind initiative to coordinate 
and enhance the Departments anti-human trafficking efforts. The components of the Department of 
Homeland Security combat human trafficking through a variety of programs, and the Blue Campaign 
coordinates and unites this work. 

The 'Blue Lightning Initiative 1 is coordinated as part of the Blue Campaign by CBP in collaboration with 
the Department of Transportation. The key to the success of this initiative, however, is the participation 
of the frontline workers in the airline industry. 

As Flight Attendants, we are uniquely positioned to identify human traffickers and assist their victims. 
Flight crews are skilled observers, and with the appropriate training, they can be the frontline against 
trafficking, according to CBP. Indicators of human trafficking can include: physical control of travel 
documents of an adult traveler by a co-traveler; restricting the movement and social interaction of an 
adult traveler by a co-traveler; an adult traveler who is unclear on details of his/her final destination or 
point of contact; or a child traveler who appears to be accompanied by someone claiming to be the 
parent or guardian who is in fact not related to the child. Blue Lightning will roll out a training program in 
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2012 tailored for Flight Attendants who do U.S.-bound international flying, which will be available 
through AFA and participating airlines. 






response, which 

Flight Attendants 



In-flight notification gives authorities time to investigate and formulate an appropriate 
may include coordination with other federal agencies. With the appropriate training, 
can become a 'force multiplier 1 in the fight against trafficking. 

To Learn More About Human Trafficking 

• Go to: www.dhs.gov/humantrafficking 

« Take the DHS General Awareness Training 

To Report Human Trafficking* 

If you suspect a case of human trafficking; 

• Call toll-free (866) 347-2423 from anywhere in the U.S., Mexico, and Canada. 

• Call (802) 872-6199 (not toll-free) from any country in the world. 

• Report the tip online at www.ice.gov/tios . 

• Follow your airline's reporting policy and procedure, including using cockpit communications or 
other methods as part of the Blue Lightning Initiative. 

• Please identify your tip as a Blue Lightning Initiative (BLI) report. 






Flight Attendant Leaves Legacy to her Profession 

Pre-merger Northwest Flight Attendant Diane Seward, who dedicated a 
25-year career to flying and serving at times as an AFA elected leader, 
drew up her will on September 12, 2001, the day after the devastating 
attacks that forever changed the world. Although not an AFA member 
at the time, we infer that Diane was compelled by those events to take 
action in defense of the profession she loved when she named AFA as 
a beneficiary in her will. Diane passed away on January 26 r 2012. We 
extend our deepest sympathy to Diane's family and friends. While her 
estate has not yet been settled, we will direct whatever funds are 
received to fulfill Diane's wishes. 
Diane s Story 



^™ 








AFA's Negotiations Update page features a summary of negotiations or a 
statement of contract status at each AFA carrier 




. 




Don f t miss out on the incredible Union 
Plus consumer benefits available only to 
union members and their families! Be the 



first to know about updated member 
benefits by signing up for any of the free monthly Union Plus E-A/ews. each targeted to your special 
needs. 






6 



™ 




Error! Filename not 




Error! Filename not s 




Susanne Lowen 
AFA Sr. Writer/Editor 










7 



Boogaard, Peter 




From: 
Sent: 
To: 
Subject: 



Boogaard, Peter 

Wednesday, May 02, 2012 3:41 PM 

Chiaramonte, Perry 

RE: MEDIA INQUIRY: FOXNEWS.COM 



Perry, 



Off the record, FBI is the lead on this issue and you should discuss with them. Also, we haven't seen any intel to support 
this claim. 



\. ■- •. - 
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From: Chiaramonte, Perry [mailt 

Sent: Wednesday, May 02, 2012 12:26 PM 





To: Peter.boogaar 

Subject: MEDIA INQUIRY: FOXNEWS.COM 

Importance: High 



Mr. Boogaard, 



Perry Chiaramonte with FoxNews.com. I was referred to you by Mike Levine at our DC bureau. I'm currently writing up a 
story on the failed bomb plot in Cleveland. Reports have surfaced that the five men involved were involved in the local 
Occupy Wall Street movement. I want to ask if The Department is on the alert for more possible terroristic threats and 
attempts from people associated with Occupy. Being that it's such a loosely organized movement, is the raised concern 
that there might be more rogue protestors looking to incite violence or destruction. Any help would greatly be 
appreciated. 



Perry Chiaramonte 

Reporter 

FoxNews.com 



1211 Avenue of the Americas 
New York, NY 10036 




facebook.com/chiaramonte.perry 




com 



Fa \r A Balance*! 
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Booaaard, Peter 




From: 
Sent: 
To: 
Subject: 



Boogaard, Peter 

Tuesday, May 01, 2012 10:34 PM 

Chandler, Matthew; [@ 

Re: Daily Caller: Homeland Security o 




icial tweets socialist applause: 'Happy May Day!' 



I did not. 






From: Chandler, Matthew 

Sen t:Tuesd ay, May 01, 2012 10:32 PM 

To: MMEM Boogaard, Peter; 

Subject: Re: Daily Caller: Homeland Security official tweets socialist applause: "Happy May Day!' 




Did anyone receive any incoming from the Caller? 



■.-.■- .- •*• ; •,::',: •■ ViV •* •.•-'.• ■.■■ ,-.- *. 
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From : [G 
Sent: 

To: Chandler, Matthew; Boogaard, Peter; 

Subject: Daily Caller: Homeland Security official tweets socialist applause: "Happy May Day!' 

This is interesting... Just posted 



Daily Caller: Homeland Security official tweets socialist applause: 'I 
-Matthew Boyle 
May 1 




May Day!' 



A staffer for President Barack Obama' s Department of Homeland Security is praising the left-wing "May Day" 
protests. On Tuesday evening, Nate Snyder, the special adviser to Homeland Security Secretary Janet 
Napolitano for "Community Partnership and Strategic Engagement," tweeted "Happy May Day! #solidarity." 



Snyder has his his current Homeland Security post since March 201 1, according to his Linkedln page. He was 
previously the department's Deputy White House Liaison. Before joining the Obama administration, Snyder 
worked for the Service Employees International Union, and for Obama' s 2008 presidential campaign. 



May Day is a day on which socialist party faithful and labor unions have traditionally held massive anti- 
capitalist protests, and on Tuesday some liberal organizers used the occasion to rekindle the Occupy Wall Street 
movement's flames. 



After a winter during which the Occupy movement appeared to have died off, organizers are trying to give it 
new life this spring by holding protests alongside traditional May Day protests. 



This week Occupy organizers have been tied to sending letters containing white powder to executives at News 
Corporation — the parent company of Fox News and The Wall Street Journal — and Citicorp. 



There have also been suspicions — despite vehement denials from movement leaders — that Occupy activists 
were involved in a failed plot to blow up a bridge in Cleveland, Ohio. FBI agents foiled the alleged plot by 
inserting an informant into the gang, and arrested five suspects on Tuesday. 
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White House spokesman Eric Schultz did not immediately respond when The Daily Caller asked him if the 
administration shares Snyder's support for May Day, nor did two different DHS spokespersons. 



Although he is a government official, Snyder qualified his comment — along with all his tweets — by posting 
at the top of his Twitter account: "Opinions expressed are my own." 
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Boogaard, Peter 



From: 

Sent: 

To: 

Cc: 

Subject: 



Boogaard, Peter 

Monday, March 05, 2012 8:28 AM 

Davis, Robert M 




Re: statement - smaller group -- NOC reference 



Haven't used. Don't plan to. Happy to discuss. 



v. •• -■ ■ 
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From: Davis, Robert M 

Sent: Monday, March 05, 2012 08:26 AM 

To: Boogaard, Peter 

Cc: 




Subject: RE: statement - smaller group - NOC reference 



Pete, 

Have we used this statement yet? 

There is still considerable angst over here about this so if we end up not using it that would be a good thing. 



Please keep me and 

Thanks. 

Bob 




posted. 



^ - - - 



From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 4:51 PM 

To: Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Callahan, Mary Ellen 

Cc: Davis, Robert M 

Subject: Re: statement -- smaller group -- NOC reference 



We will cater to specific requests. 



i-v • " _vr v.Vi 
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From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 04:48 PM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Callahan, Mary Ellen 

Cc: Davis, Robert M 

Subject: RE: statement -- smaller group ~ NOC reference 



Sorry to keep coming back to this, but do we plan to provide the BACKGROUND part of the statement only if it is 
responsive to a particular question about when DHS engages in social media monitoring? If we provide it in response to 
general questions about the report, I think it will create confusion. The NOC had nothing to do with this report. 






From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 11:37 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Callahan, Mary Ellen 

Cc: Davis, Robert M 

Subject: RE: statement -- smaller group 



I'm told we are fine with traditional. Once WH clears, we will be all good, thanks everyone. 



From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 11:35 AM 
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To: Boogaard, Peter; Flynn, William; Spaulding, Suzanne; Callahan, Mary Ellen 

Cc: Davis, Robert M 

Subject: RE: statement -- smaller group 



What if we said "a number of media sources" 



From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 11:30 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Callahan, Mary Ellen 

Cc: Davis, Robert M 

Subject: RE: statement -- smaller group 



Not sure I would classify Daily Kos as traditional media. Can we stick with news articles? I don't want to get hung up on 



semantics. 
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From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 11:28 AM 

To: Flynn, William; Boogaard, Peter; Spaulding, Suzanne; Callahan, Mary Ellen 

Cc: Davis, Robert M 

Subject: RE: statement - smaller group 



I am good with this. 



i .- i • ■f.v. . .-. 
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From: Flynn, William 

Sent: Wednesday, February 29, 2012 11:16 AM 

To: Boogaard, Peter; Spaulding, Suzanne; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: RE: statement -- smaller group 



Here is our recommended comment: 




Congress requires DHS' National Operations Center (NOC) "to provide situational awareness and establish a 
common operating picture for the entire federal government and for state, local, and tribal governments as 
appropriate, in the event of a natural disaster or terrorist attack and ensure that critical terrorism and disaster- 
related information reaches government decision-makers." Under this requirement, the NOC monitors social 
media only for situational awareness purposes during times of crisis, such as a terrorist attack or earthquake. 



William F. Flynn, 

Acting Assistant Secretary, 
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Office of Infrastructure Protection 
US Department of Homeland Security 




From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 10:48 AM 

To: Boogaard, Peter; Spaulding, Suzanne; Flynn, William; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: RE: statement -- smaller group 



Thoughts here? Haven't gotten any additional requests, but want to be prepared 



From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 9:38 AM 

To: Spaulding, Suzanne; Flynn, William; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: RE: statement - smaller group 



From William Flynn. 
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From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 9:31 AM 

To: Boogaard, Peter; Flynn, William; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: Re: statement -- smaller group 




From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 09:22 AM 

To: Flynn, William; Callahan, Mary Ellen; Spaulding, Suzanne; Durkovich, Caitlin 

Cc: Davis, Robert M 
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Subject: statement - smaller group 



Here is where we are. Are we com 




with this description? Is this accurate? 



At this point, I don't believe it is to our benefit to re-engage with Rolling Stone. We would use this statement 
for any requests that follow. 




Congress requires DBS' National Operations Center (NOC) ^o provide situational awareness and establish a 
common operating picture for the entire federal government and for state, local, and tribal governments as 
appropriate, in the event of a natural disaster or terrorist attack and ensure that critical terrorism and disaster- 
related information reaches government decision-makers/' Under this requirement, the NOC monitors social 
media only for situational awareness purposes during times of crisis, such as a terrorist attack or earthquake. 
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Booqaard, Peter 




From: 

Sent: 

To: 

Cc: 

Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 4:51 PM 

Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Callahan, Mary Ellen 

Davis, Robert M 

Re: statement - smaller group - NOC reference 



We will cater to specific requests 



From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 04:48 PM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Callahan, Mary Ellen 

Cc: Davis, Robert M 

Subject: RE: statement - smaller group — NOC reference 



Sorry to keep coming back to this, but do we plan to provide the BACKGROUND part of the statement only if it is 
responsive to a particular question about when DHS engages in social media monitoring? If we provide it in response to 
general questions about the report, I think it will create confusion. The NOC had nothing to do with this report. 



From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 11:37 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Callahan, Mary Ellen 

Cc; Davis, Robert M 

Subject: RE: statement - smaller group 

I'm told we are fine with traditional Once WH clears, we will be all good, thanks everyone. 



From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 11:35 AM 

To: Boogaard, Peter; Flynn, William; Spaulding, Suzanne; 

Cc: Davis, Robert M 

Subject: RE: statement - smaller group 

What If we said "a number of media sources" 




, Mary 







From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 11:30 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Callahan, Mary Ellen 

Cc: Davis, Robert M 

Subject: RE: statement -- smaller group 



Not sure I would classify Daily Kos as traditional media. Can we stick with news articles? I don't want to get hung up on 
semantics. 



From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 11:28 AM 

To: Flynn, William; Boogaard, Peter; Spaulding, Suzanne; Callahan, 

Cc: Davis, Robert M 

Subject: RE: statement - smaller group 




Ellen 



am good with this 
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From: Flynn, William 

Sent: Wednesday, February 29, 2012 11:16 AM 

To: Boogaard, Peter; Spaulding, Suzanne; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: RE: statement -- smaller group 



Here is our recommended comment: 




Congress requires DHS' National Operations Center (NOC) "to provide situational awareness and establish a 
common operating picture for the entire federal government and for state, local, and tribal governments as 
appropriate, in the event of a natural disaster or terrorist attack and ensure that critical terrorism and disaster- 
related information reaches government decision-makers." Under this requirement, the NOC monitors social 
media only for situational awareness purposes during times of crisis, such as a terrorist attack or earthquake. 



William F. Flynn, 

Acting Assistant Secretary, 

Office of Infrastructure Protection 



US Department of Homeland Security 
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From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 10:48 AM 

To: Boogaard, Peter; Spaulding, Suzanne; Flynn, William; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: RE: statement - smaller group 



Thoughts here? Haven't gotten any additional requests, but want to be prepared. 



From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 9:38 AM 

To: Spaulding, Suzanne; Flynn, William; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: RE: statement - smaller group 
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From William FIvnn. 
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From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 9:31 AM 

To: Boogaard, Peter; Flynn, William; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: Re: statement - smaller group 
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From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 09:22 AM 

To: Flynn, William; Callahan, Mary Ellen; Spaulding, Suzanne; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: statement - smaller group 



Here is where we are. Are we comfortable with this description? Is this accurate? 



At this point, I don't believe it is to our benefit to re-engage with Rolling Stone. We would use this statement 
for any requests that follow. 




Congress requires DHS' National Operations Center (NOC) "to provide situational awareness and establish a 
common operating picture for the entire federal government and for state, local, and tribal governments as 
appropriate, in the event of a natural disaster or terrorist attack and ensure that critical terrorism and disaster- 
related information reaches government decision-makers." Under this requirement, the NOC monitors social 
media only for situational awareness purposes during times of crisis, such as a terrorist attack or earthquake. 
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Booqaard, Peter 





Boogaard, Peter 

Wednes day, February 29 t 2012 4:18 PM 

RE: Atlantic 



Ugh. thanks 



From: VR 




Sent: Wednesday, February 29, 2012 4:17 PM 
To: Boogaard, Peter 
Subject: Atlantic 



http://www.theatlanticwirexom/national^ 



Occupy Wall Street activists are up in arms over a new report describing Homeland Security officials 
monitoring Occupy demonstrations, but a closer look reveals much ado about nothing. 



The government paranoia machine took off last night after Rolling Stone contributor Michael 
Hastings published an exclusive on e-mails obtained from the global intelligence firm Stratfor via WikiLeaks* 
In his ominous appraisal of a Department of Homeland Security document, he notes that DHS officials read 
"OWS-related Twitter feeds" and other "publicly available sources" to keep tabs on the movement. "The 
government has a long and disturbing history of justifying the curtailing of civil liberties under the cover of 
perceived, and often manufactured, threats," he wrote. The article passed quickly through the Occupy 
information bloodstream. 



"The DHS document appears to be more concerned with protecting the mechanisms of the financial sector than 
in ensuring the safety of citizens who are exercising their First Amendment rights," wrote Allison Kilkenny in 
Truthout. "The suppression of Occupy is nothing less than an attack on those who would try to exercises their 
civil liberties, their rights and seek to energize democracy," wrote Fire Dog Lake's Kevin Gosztola , The article 
was re-blogged across scores of Occupy tumblers including AnticapitalisU Occupy All Streets and #Occup v 
Wall Street. 





On Current TV last night, host Cenk Uyimr blasted the agency for focusing exclusively on 
Street, "The Tea Party,., that happens to be pro-corporate America is not anywhere to be found here [but] v 
Occupy Wall Street is not pro-corporate America, all of a sudden, they need to be investigated by the 
Department of Homeland Security." Of course, the Tea Party has also been observed by DHS but that's beside 
the point. 



Is DHS really curtailing the rights of Occupiers? Outside of reading newspapers and Twitter about Occupy 
events, the report is merely a summary of the movement and an assessment of what dangers it may pose. As one 
line reads: 



'Mass gatherings associated with public protest movements can have disaiptive effects on transportation. 






commercial, and government services, especially when staged in major metropolitan areas. Large scale 
demonstrations also carry the potential for violence, presenting a significant challenge for law enforcement 



n 
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The report even acknowledges the peaceful nature of the movement. According to Hastings "The most ominous 
aspect of the report, however, comes in its final paragraph. 1 * He pastes this passage from the report: 

The growing support for the OWS movement has expanded the protests' impact and increased the potential for 
violence. While the peaceful nature of the protests has served so far to mitigate their impact, larger numbers and 
support from groups such as Anonymous substantially increase the risk for potential incidents and enhance the 
potential security risk to critical infrastructure (CI). The continued expansion of these protests also places an 
increasingly heavy burden on law enforcement and movement organizers to control protesters. As the primary 
target of the demonstrations, financial services stands the sector most impacted by the OWS protests. Due to the 
location of the protests in major metropolitan areas, heightened and continuous situational awareness for 
security personnel across all CI sectors is encouraged. 



Perhaps Homeland Security's fear of the movement is exaggerated but this summary merely reads like a worst- 
case-scenario research document compiled from publicly available sources. Could Occupy protesters pose a risk 
to "critical infrastructure"? Sure. So could scores of Justin Bieber fans. In any event, it's not a breach of civil 
liberties to draw up such a document. Mostly, it shows how boring it must be to work at DHS, scheming up 
scenarios that are probably never going to happen. 
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Boogaard, Peter 



From: 
Sent: 
To: 
Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 3:42 PM 

Richards, Steven 

RE: NPPD Reported on Occupy Wall Street 



Yes, we are aware. 



From: Richards, Steven 

Sent: Wednesday, February 29, 2012 3:41 PM 

To: Boogaard, Peter 

Subject: FW: NPPD Reported on Occupy Wall Street 

Importance: High 



Peter— Assuming you are aware of this but sending it along regardless. 



From: Mathews, Scott 

Sent: Wednesday, February 29, 2012 3:30 PM 

To: privdir 

Subject: NPPD Reported on Occupy Wall Street 

Importance: High 



I just received this link from a colleague at l&A. Apparently NPPD drafted a report on OWS that has now been leaked on 
wikileaks. The link is to the article not to wikileaks. Also, I have attached the 5-page report to which RS refers. 



Obviously, this did not come before PRIV for review as it is a NPPD product. I&A is not very happy (me too) after all that 
we did to make sure l&A and the fusion centers didn't create any reports like this. 



http://www.rollingstone.com/politics/blogs/national-affairs/exclusive-homeland-securitv-kept-tabs-on-occupy-wall- 
street-20120228 



Scott 

J, Scott Mathews, CIPP, Senior Privacy Analyst for intelligence 

Priva cy Office, Departme nt of Homeland Security 

Tel: ^BISIWm^H Email: 
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Booaaard. Peter 




From: 
Sent: 
To: 
Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 3:08 PM 

Davis, Robert M; 

RE: statement -- smaller group 




Yes. but don't send it out unless we discuss first. WH doesn't want us to react unless we get more requests. 



From: Davis, Robert M 

Sent: Wednesday, February 29, 2012 3:06 PM 

To: Boogaard, Peter; 




Subject: RE: statement -- smaller group 



The one from Flynn? 



Here is our recommended comment: 




Congress requires DHS' National Operations Center (NOC) "to provide situational awareness and establish a 
common operating picture for the entire federal government and for state, local, and tribal governments as 
appropriate, in the event of a natural disaster or terrorist attack and ensure that critical terrorism and disaster- 
related information reaches government decision-makers." Under this requirement, the NOC monitors social 
media only for situational awareness purposes during times of crisis, such as a terrorist attack or earthquake. 



.- ■ ■ ■ *. 
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From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 2:50 PM 

To: Davis, Robert M; 




Subject: Re: statement — smaller group 



It is the last one on this chain. 



From : Davis, Robert M 

Sent: Wednesday, February 29, 2012 02:49 PM 

To: Boogaard, Peter; 




Subject: RE: statement -- smaller group 



Can you send us the final? 
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From; Boogaard, Peter 

Sent: Wednesday, February 29, 2012 2:48 PM 

To: Davis, Robert M 

Subject: Re: statement ~ smaller group 



We are done, but not releasing until we get more requests. 
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Booaaard. Peter 




From: 
Sent: 
To: 
Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 2:48 PM 

Davis, Robert M 

Re: statement - smaller group 



We are done, but not releasing until we get more requests. 



From: Davis, Robert M 

Sent: Wednesday, February 29, 2012 02:46 PM 

To: Boogaard, Peter 

Subject: RE: statement -- smaller group 



You will send me a final statement when you have one, right? 



From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 1:03 PM 

To: Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Callahan, Mary Ellen 

Cc: Davis, Robert M 

Subject: Re: statement - smaller group 




"ki ' ' * -*.' ' ' m'f. 



From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 12:56 PM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Callahan, Mary Ellen 

Cc: Davis, Robert M 

Subject: Re: statement ~ smaller group 




From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 11:36 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Callahan, Mary Ellen 

Cc: Davis, Robert M 

Subject: RE: statement — smaller group 



I'm told we are fine with traditional. Once WH clears, we will be all good, thanks everyone 



From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 11:35 AM 

To: Boogaard, Peter; Flynn, William; Spaulding, Suzanne; Callahan, Mary Ellen 

Cc: Davis, Robert M 

Subject: RE: statement - smaller group 




From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 11:30 AM 
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To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Callahan, Mary Ellen 

Cc: Davis, Robert M 

Subject: RE: statement -- smaller group 



Not sure I would classify Daily Kos as traditional media. Can we stick with news articles? I don't want to get hung up on 
semantics. 



From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 11:28 AM 

To: Flynn, William; Boogaard, Peter; Spaulding, Suzanne; Callahan, Mary Ellen 

Cc: Davis, Robert M 

Subject: RE: statement - smaller group 



I am good with this. 



From: Flynn, William 

Sent: Wednesday, February 29, 2012 11:16 AM 

To: Boogaard, Peter; Spaulding, Suzanne; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: RE: statement -- smaller group 



Here is our recommended comment: 




(NOC) "to provide situational awareness and estat 
rnment and for state, local, and tribal governments 



government 



information 



;vent of a natural disaster or terrorist attack and ensure that critical terrorism and disaster- 
reaches government decision-makers." Under this requirement, the NOC monitors social 
itional awareness purposes during times of crisis, such as a terrorist attack or earthquake. 



William F. Flynn, 

Acting Assistant Secretary, 

Office of Infrastructure Protection 



US Department of Homeland Security 
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From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 10:48 AM 

To: Boogaard, Peter; Spaulding, Suzanne; Flynn, William; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: RE: statement - smaller group 



Thoughts here? Haven't gotten any additional requests, but want to be prepared. 



From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 9:38 AM 

To: Spaulding, Suzanne; Flynn, William; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: RE: statement — smaller group 



From William Flynn. 





■/■,.- -.■"!. .. VlV ' ' "- .- f •■■•■• --t 



: ■■ J ■- .-.■--■ ■ 






From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 9:31 AM 

To: Boogaard, Peter; Flynn, William; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: Re: statement -- smaller group 
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From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 09:22 AM 

To: Flynn, William; Callahan, Mary Ellen; Spaulding, Suzanne; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: statement — smaller group 



Here is where we are. Are we comfortable with this description? Is this accurate? 



At this point, I don't believe it is to our benefit to re-engage with Rolling Stone. We would use this statement 
for any requests that follow. 



ON THE RECORD 



42 



Congress requires DHS' National Operations Center (NOC) "to provide situational awareness and establish a 
common operating picture for the entire federal government and for state, local, and tribal governments as 
appropriate, in the event of a natural disaster or terrorist attack and ensure that critical terrorism and disaster- 
related information reaches government decision-makers," Under this requirement, the NOC monitors social 
media only for situational awareness purposes during times of crisis, such as a terrorist attack or earthquake. 



43 



Boogaard, Peter 




From: 
Sent: 
To: 
Subject 



Boogaard, Peter 

Wednesday, February 29, 2012 1:10 PM 

Kroloff, Noah; Sandweg, John 

Re: Where are we on stmnt? 




3] Won't release unless we get asked, but they are comfortable with 



Finally got hold of 

the statement below. If either or you have addition changes, please let me know. 

Thanks and sorry for the delay. 



Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 12:35 PM 
To: Kroloff, Noah; Sandweg, John 
Subject: Re: Where are we on stmnt? 

Yes. Been waiting for wh to sign off. Let me know if you have concerns. We haven't gotten any 
followups at this point. 




Congress requires DHS' National Operations Center (NOC) "to provide situational awareness and 
establish a common operating picture for the entire federal government and for state, local, 
and tribal governments as appropriate, in the event of a natural disaster or terrorist attack 
and ensure that critical terrorism and disaster-related information reaches government 
decision-makers." Under this requirement, the NOC monitors social media only for situational 
awareness purposes during times of crisis, such as a terrorist attack or earthquake. 



Original Message 

From: Kroloff, Noah 

Sent: Wednesday, February 29, 2012 12:33 PM 
To: Sandweg, John; Boogaard, Peter 
Subject: Re: Where are we on stmnt? 



Did u and MEC ever call nppd together? 



Original Message 



From: Sandweg, John 

Sent: Wednesday, February 29, 2012 12:31 PM 

To: Boogaard, Peter 
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Cc: Kroloff, Noah 

Subject: Where are we on stmnt? 
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Booaaard, Peter 




From: 
Sent: 
To: 
Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 1:05 PM 




Re: Re 



No, but FO is pushing. Won't send out unless we get another request. 




From: 

Sent: Wednesday, February 29, 2012 12:30 PM 

To: Boogaard, Peter 

Subject: RE: Re: 



Have you gotten pinged? 



~ — Original Message— 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 12:20 PM Eastern Standard Time 

To: 





Subject: Re: Re: 



Any thoughts? 



From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 11:40 AM 

To: 

Subject: RE: Re: 




Colburn, Brent 



Here is where we have landed. We haven't gotten any additional requests at this point, let me know if there are 
concerns. We will only send out if requested. 




Congress requires DHS' National Operations Center (NOC) "to provide situational awareness and establish a 
common operating picture for the entire federal government and for state, local, and tribal governments as 
appropriate, in the event of a natural disaster or terrorist attack and ensure that critical terrorism and disaster- 
related information reaches government decision-makers." Under this requirement, the NOC monitors social 
media only for situational awareness purposes during times of crisis, such as a terrorist attack or earthquake. 
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From: 

Sent: Wednesday, February 29, 2012 8:35 AM 
To: Boogaard, Peter; Colburn, Brent 
Subject: RE: Re: 




From: Boogaard, Peter [mailto 

Sent: Wednesday, February 29, 2012 8:34 AM 

Subject: Re: 






From : 

Sent: Wednesday, February 29, 2012 08:32 AM 

To: Colburn, Brent; Boogaard, Peter 

Subject: 
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Booqaard, Peter 




From: 

Sent: 

To: 

Cc: 

Subject 



Boogaard, Peter 

Wednesday, February 29, 2012 1:03 PM 

Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Callahan, Mary Ellen 

Davis, Robert M 

Re: statement -- smaller group 




From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 12:56 PM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Callahan, Mary Ellen 

Cc: Davis, Robert M 

Subject: Re: statement - smaller group 




From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 11:36 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Callahan, Mary Ellen 

Cc: Davis, Robert M 

Subject: RE: statement — smaller group 



I'm told we are fine with traditional. Once WH clears, we will be all good, thanks everyone. 
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From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 11:35 AM 

To: Boogaard, Peter; Flynn, William; Spaulding, Suzanne; Callahan, Mary Ellen 

Cc: Davis, Robert M 

Subject: RE: statement -- smaller group 
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From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 11:30 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Callahan, Mary Ellen 

Cc: Davis, Robert M 

Subject: RE: statement - smaller group 



Not sure I would classify Daily Kos as traditional media. Can we stick with news articles? I don't want to get hung up on 



semantics. 






From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 11:28 AM 

To: Flynn, William; Boogaard, Peter; Spaulding, Suzanne; Callahan, Mary Ellen 

Cc: Davis, Robert M 

Subject: RE: statement ~ smaller group 



! am good with this. 
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From: Flynn, William 

Sent: Wednesday, February 29, 2012 11:16 AM 

To: Boogaard, Peter; Spaulding, Suzanne; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: RE: statement - smaller group 



Here is our recommended comment: 




Congress requires DHS' National Operations Center (NOC) "to provide situational awareness and establish £ 
common operating picture for the entire federal government and for state, local, and tribal governments as 
appropriate, in the event of a natural disaster or terrorist attack and ensure that critical terrorism and disaster- 
related information reaches government decision-makers." Under this requirement, the NOC monitors social 
media only for situational awareness purposes during times of crisis, such as a terrorist attack or earthquake. 



William F. Flynn, 

Acting Assistant Secretary, 

Office of Infrastructure Protection 

US Department of Homeland Security 




From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 10:48 AM 

To: Boogaard, Peter; Spaulding, Suzanne; Flynn, William; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: RE: statement -- smaller group 



Thoughts here? Haven't gotten any additional requests, but want to be prepared. 



From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 9:38 AM 

To: Spaulding, Suzanne; Flynn, William; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: RE: statement - smaller group 
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From William Flynn, 





From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 9:31 AM 

To: Boogaard, Peter; Flynn, William; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: Re: statement -- smaller group 




■*i . .■ j 



From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 09:22 AM 

To: Flynn, William; Callahan, Mary Ellen; Spaulding, Suzanne; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: statement -- smaller group 



Here is where we are. Are we comfortable with this description? Is this accurate? 



At this point, I don't believe it is to our benefit to re-engage with Rolling Stone. We would use this statement 
for any requests that follow. 




Congress requires DHS' National Operations Center (NOC) "to provide situational awareness and establish a 
common operating picture for the entire federal government and for state, local, and tribal governments as 
appropriate, in the event of a natural disaster or terrorist attack and ensure that critical terrorism and disaster- 
related information reaches government decision-makers." Under this requirement, the NOC monitors social 
media only for situational awareness purposes during times of crisis, such as a terrorist attack or earthquake. 
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Boogaard, Peter 



From: 

Sent: 

To: 
Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 12:36 PM 

Kroloff, Noah; Sandweg, John 

Re: Where are we on stmnt? 



Yes. Been waiting for wh to sign off. Let me know if you have concerns. We haven't gotten any 
followups at this point. 




Congress requires DHS* National Operations Center (NOC) "to provide situational awareness and 
establish a common operating picture for the entire federal government and for state, local, 
and tribal governments as appropriate, in the event of a natural disaster or terrorist attack 
and ensure that critical terrorism and disaster- related information reaches government 
decision-makers." Under this requirement, the NOC monitors social media only for situational 
awareness purposes during times of crisis, such as a terrorist attack or earthquake. 



Original Message 

From: Kroloff, Noah 

Sent: Wednesday, February 29, 2812 12:33 PM 
To: Sandweg, Dohn; Boogaard, Peter 
Subject: Re: Where are we on stmnt? 

Did u and MEC ever call nppd together? 

Original Message 

From: Sandweg, John 

Sent: Wednesday, February 29, 2012 12:31 PM 

To: Boogaard, Peter 

Cc: Kroloff, Noah 

Subject: Where are we on stmnt? 
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Boogaard, Peter 



From: 
Sent: 
To: 
Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 12:21 PM 




Re: Re: 



Any thoughts? 



From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 11:40 AM 

To 




Colburn, Brent 



Subject: RE: Re: 



Here is where we have landed. We haven't gotten any additional requests at this point, let me know if there are 
concerns. We will only send out if requested. 




Congress requires DHS' National Operations Center (NOC) "to provide situational awareness and establish a 
common operating picture for the entire federal government and for state, local, and tribal governments as 
appropriate, in the event of a natural disaster or terrorist attack and ensure that critical terrorism and disaster- 
related information reaches government decision-makers." Under this requirement, the NOC monitors social 
media only for situational awareness purposes during times of crisis, such as a terrorist attack or earthquake. 
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From: 

Sent: Wednesday, February 29, 2012 8:35 AM 
To: Boogaard, Peter; Colburn, Brent 
Subject: RE: Re: 





From: Boogaard, Peter 
Sent: Wednesday, February 29, 2012 8:34 AM 
To: Stevens, Clark; Colburn, Brent 
Subject: Re: 




53 




From: 

Sent: Wednesday, February 29, 2012 08:32 AM 
To: Colburn, Brent; Boogaard, Peter 
Subject: 
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Booqaard, Peter 




From: 
Sent: 
To: 
Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 11:40 AM 

; Colburn, Brent 

RE: Re: 




Here is where we have landed. We haven't gotten any additional requests at this point, let me know if there are 
concerns. We will only send out if requested. 




Congress requires DHS' National Operations Center (NOC) "to provide situational awareness and establish a 
common operating picture for the entire federal government and for state, local, and tribal governments as 
appropriate, in the event of a natural disaster or terrorist attack and ensure that critical terrorism and disaster- 
related information reaches government decision-makers." Under this requirement, the NOC monitors social 
media only for situational awareness purposes during times of crisis, such as a terrorist attack or earthquake. 




From: 

Sent: Wednesday, February 29, 2012 8:35 AM 
To: Boogaard, Peter; Colburn, Brent 
Subject: RE: Re: 








From: Boogaard, Peter 
Sent: Wednesday, February 29, 2012 8:34 AM 
To: Stevens, Clark; Colburn, Brent 
Subject: Re: 
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From: 

Sent: Wednesday, February 29, 2012 08:32 AM 

To: Colburn, Brent; Boogaard, Peter 

Subject: 
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Booaaard, Peter 




From: 

Sent: 

To: 

Cc: 

Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 11:37 AM 

Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Callahan, Mary Ellen 

Davis, Robert M 

RE: statement -- smaller group 



I'm told we are fine with traditional. Once WH clears, we will be all good, thanks everyone 



From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 11:35 AM 

To: Boogaard, Peter; Flynn, William; Spaulding, Suzanne; Callahan, Mary Ellen 

Cc: Davis, Robert M 

Subject: RE: statement - smaller group 
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From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 11:30 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Callahan, Mary Ellen 

Cc: Davis, Robert M 

Subject: RE: statement -- smaller group 



Not sure I would classify Daily Kos as traditional media. Can we stick with news articles? i don't want to get hung up on 



semantics. 



From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 11 

To: Flynn, William; Boogaard, Peter; Spa 

Cc: Davis, Robert M 

Subject: RE: statement ~ smaller group 



v -r ■I'.'r.- 



\ am good with this. 
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From: Flynn, William 

Sent: Wednesday, February 29, 2012 11:16 AM 

To: Boogaard, Peter; Spaulding, Suzanne; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: RE: statement -- smaller group 



Here is our recommended comment: 
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Congress requires DHS' National Operations Center (NOC) "to provide situational awareness and establish a 
common operating picture for the entire federal government and for state, local, and tribal governments as 
appropriate, in the event of a natural disaster or terrorist attack and ensure that critical terrorism and disaster- 
related information reaches government decision-makers." Under this requirement, the NOC monitors social 
media only for situational awareness purposes during times of crisis, such as a terrorist attack or earthquake. 



William F. Flynn, 

Acting Assistant Secretary, 

Office of Infrastructure Protection 

US Department of Homeland Security 







From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 10:48 AM 

To: Boogaard, Peter; Spaulding, Suzanne; Flynn, William; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: RE: statement - smaller group 



Thoughts here? Haven't gotten any additional requests, but want to be prepared. 
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From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 9:38 AM 

To: Spaulding, Suzanne; Flynn, William; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: RE: statement -- smaller group 



From William Flvnn. 
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From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 9:31 AM 

To: Boogaard, Peter; Flynn, William; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: Re: statement - smaller group 
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From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 09:22 AM 

To: Flynn, William; Callahan, Mary Ellen; Spaulding, Suzanne; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: statement -- smaller group 



Here is where we are. Are we comfortable with this description? Is this accurate? 



At this point, I don't believe it is to our benefit to re-engage with Rolling Stone. We would use this statement 
for any requests that follow. 




Congress requires DHS' National Operations Center (NOC) "to provide situational awareness and establish a 
common operating picture for the entire federal government and for state, local, and tribal governments as 
appropriate, in the event of a natural disaster or terrorist attack and ensure that critical terrorism and disaster- 
related information reaches government decision-makers." Under this requirement, the NOC monitors social 
media only for situational awareness purposes during times of crisis, such as a terrorist attack or earthquake. 
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Boogaard, Peter 



From: 

Sent: 

To: 

Cc: 

Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 11:30 AM 

Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Callahan, Mary Ellen 

Davis, Robert M 

RE: statement -- smaller group 



Not sure I would classify Daily Kos as traditional media. Can we stick with news articles? I don't want to get hung up on 
semantics. 



From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 11:28 AM 

To: Flynn, William; Boogaard, Peter; Spaulding, Suzanne; Callahan, Mary Ellen 

Cc: Davis, Robert M 

Subject: RE: statement - smaller group 



I am good with this. 






From: Flynn, William 

Sent: Wednesday, February 29, 2012 11:16 AM 

To: Boogaard, Peter; Spaulding, Suzanne; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: RE: statement - smaller group 



Here is our recommended comment: 




Congress requires DHS' National Operations Center (NOC) "to provide situational awareness and establish '< 
common operating picture for the entire federal government and for state, local, and tribal governments as 
appropriate, in the event of a natural disaster or terrorist attack and ensure that critical terrorism and disaster- 
related information reaches government decision-makers." Under this requirement, the NOC monitors social 
media only for situational awareness purposes during times of crisis, such as a terrorist attack or earthquake. 



William F. Flynn, 

Acting Assistant Secretary, 

Office of Infrastructure Protection 

US Department of Homeland Security 
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From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 10:48 AM 

To: Boogaard, Peter; Spaulding, Suzanne; Flynn, William; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: RE: statement -- smaller group 



Thoughts here? Haven't gotten any additional requests, but want to be prepared 



From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 9:38 AM 

To: Spaulding, Suzanne; Flynn, William; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: RE: statement - smaller group 



From William Flynn. 
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From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 9:31 AM 

To: Boogaard, Peter; Flynn, William; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: Re: statement — smaller group 
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From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 09:22 AM 

To: Flynn, William; Callahan, Mary Ellen; Spaulding, Suzanne; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: statement — smaller group 



Here is where we are. Are we comfortable with this description? Is this accurate? 
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At 





point, I don't believe it is to our benefit to re-engage with Rolling Stone. We would use this statement 
any requests that follow. 




Congress requires DHS" National Operations Center (NOC) "to provide situational awareness and establish a 
common operating picture for the entire federal government and for state, local, and tribal governments as 
appropriate, in the event of a natural disaster or terrorist attack and ensure that critical terrorism and disaster- 
related information reaches government decision-makers," Under this requirement* the NOC monitors social 
media only for situational awareness purposes during times of crisis, such as a terrorist attack or earthquake. 
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Boogaard, Peter 



From: 

Sent: 

To: 

Cc: 

Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 10:48 AM 

Boogaard, Peter; Spaulding, Suzanne; Flynn, William; Callahan, Mary Ellen; Durkovich, Caitlin 

Davis, Robert M 

RE: statement -- smaller group 



Thoughts here? Haven't gotten any additional requests, but want to be prepared. 



From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 9:38 AM 

To: Spaulding, Suzanne; Flynn, William; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: RE: statement - smaller group 



From William Flynn. 





From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 9:31 AM 

To: Boogaard, Peter; Flynn, William; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: Re: statement ~ smaller group 




From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 09:22 AM 

To: Flynn, William; Callahan, Mary Ellen; Spaulding, Suzanne; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: statement - smaller group 



Here is where we are. Are we comfortable with this description? Is this accurate? 



At this point, I don't believe it is to our benefit to re-engage with Rolling Stone. We would use this statement 
for any requests that follow. 
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Congress requires DHS' National Operations Center (NOC) u to provide situational awareness and establish a 
common operating picture for the entire federal government and for state, local, and tribal governments as 
appropriate, in the event of a natural disaster or terrorist attack and ensure that critical terrorism and disaster- 
related information reaches government decision-makers." Under this requirement the NOC monitors social 

media only for situational awareness purposes during times of crisis, such as a terrorist attack or earthquake. 
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Booaaard, Peter 




From: 

Sent: 

To: 

Cc: 

Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 9:38 AM 

Spaulding, Suzanne; Flynn, William; Callahan, Mary Ellen; Durkovich, Caitlin 

Davis, Robert M 

RE: statement - smaller group 



From William Flynn. 





From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 9:31 AM 

To: Boogaard, Peter; Flynn, William; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: Re: statement - smaller group 




From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 09:22 AM 

To: Flynn, William; Callahan, Mary Ellen; Spaulding, Suzanne; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: statement - smaller group 



Here is where we are. Are we comfortable with this description? Is this accurate? 



At this point, I don't believe it is to our benefit to re-engage with Rolling Stone. We would use this statement 
for any requests that follow. 
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Congress requires DHS' National Operations Center (NOC) "to provide situational awareness and establish a 
common operating picture for the entire federal government and for state, local, and tribal governments as 
appropriate, in the event of a natural disaster or terrorist attack and ensure that critical terrorism and disaster- 
related information reaches government decision-makers." Under this requirement, the NOC monitors social 
media only for situational awareness purposes during times of crisis, such as a terrorist attack or earthquake. 
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Booaaard. Peter 




From: 

Sent: 

To: 

Cc: 

Subject 



Boogaard, Peter 

Wednesday, February 29, 2012 9:23 AM 

Flynn, William; Callahan, Mary Ellen; Spaulding, Suzanne; Durkovich, Caitlin 

Davis, Robert M 

statement -- smaller group 



Here is where we are. Are we comfortable with this description? Is this accurate? 



At this point, I don't believe it is to our benefit to re-engage with Rolling Stone. We would use this statement 
for any requests that follow. 




Congress requires DHS' National Operations Center (NOC) "to provide situational awareness and establish a 
common operating picture for the entire federal government and for state, local, and tribal governments as 
appropriate, in the event of a natural disaster or terrorist attack and ensure that critical terrorism and disaster- 
related information reaches government decision-makers." Under this requirement, the NOC monitors social 
media only for situational awareness purposes during times of crisis, such as a terrorist attack or earthquake. 



66 



Boogaard, Peter 



From: 
Sent: 
To: 
Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 9:02 AM 

Kroloff, Noah; Callahan, Mary Ellen; Sandweg, John; Shlossman, Amy; Colburn, Brent 

RE: Statement 



MEC says it would be more accurate to say they were "outside the scope of their authority" 




Congress requires DHS J National Operations Center (NOC) "to provide situational awareness and 
establish a common operating picture for the entire federal government and for state, local, 
and tribal governments as appropriate, in the event of a natural disaster or terrorist attack 
and ensure that critical terrorism and disaster-related information reaches government 
decision-makers." Under this requirement, the NOC monitors social media only for situational 
awareness purposes during times of crisis, such as a terrorist attack or earthquake. 



Original Message 

From: Kroloff, Noah 
Sent: Wednesday, February 
To: Callahan, Mary Ellen; 
Subject: FW: Statement 



29, 2012 8:59 AM 

Sandweg, John; Shlossman, Amy; Colburn, Brent; Boogaard, Peter 



MEC--if accurate, why would this violate DHS's privacy standards? 

-• Original Message 

From: Flynn, William 

Sent: Wednesday, February 29, 2012 8:50 AM 

To: Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin; Kroloff, Noah; Sandweg, Dohn; 

Bel and, Michael; Davi s, Robert M 

Cc: [©Esl^H^^H Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Shlossman, Amy 

Subject: RE: Statement 

Just to be very clear ... they did not look at social media. They looked at traditional media 
reporting which may have been reporting/quoting social media. This is an important 
distinction. 



William F. Flynn, 

Acting Assistant Secretary, 

Office of Infrastructure Protection 

US Department of Homeland Security 



(b) (6) 
(b) (6) 
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Original Message 

From: Boogaard, Peter 



AM 



To: Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John; 
Beland, Michael; Davis, Robert M 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 



Cc: 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 

Just talked to our chief privacy officer. At the very least they violated the situational 
awareness pii because these individuals did not havew the authority to be looking at social 
media and drawing cinclusions based on that analysis. That is why we changed the language to 
privacy standards. 

Original Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 08:24 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John; 

Beland, Michael; Davis, Robert M 

Cc: 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



What is the violation of privacy standards? 



Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:22 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John; 

Beland, Michael; Davis, Robert M 



Cc: 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 



Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



Most recent statement is attached. 




Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:19 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John; 

Bel and, Michael; Davi s, Robert M 

Cc: [©ES^^^^^^H Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 
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I'm happy to talk with him, but need the talkers. Also, still think we need the pushback 
statement. We have included in the most recent draft that the info came from open source 
material. 



Original Message 

From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 08:16 AM 

To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; 

Beland, Michael; Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 




Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Flynn, William 

Sent: Wednesday, February 29, 2012 08:08 AM 

To: Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin; 

Beland, Michael; Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 




Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

Background: IP (POD division) compiles an open source report on critical infrastructure which 
is posted to HSIN. The contract for this service recently changed and the new contractor 
inappropriately conducted some "analysis" to the open source information (in this case). When 
it was brought to my attention the report was pulled (other steps have also been taken). 
However the fed staff undertook a thorough review and every source is traditional media. The 
report references social media resources but that was found in traditional sources. No 
monitoring of social media took place. 



William F. Flynn 

Acting Assistant Secretary 

Office of Infrastructure Protection 



US Department of Homeland Security 




Original Message 



From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 06:47 AM 
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To: Boogaard, Peter; Kroloff, Noah; Sar 
Davis , Robert M 




, 3ohn; Durkovich, Caitlin; Beland, Michael 



* 



Cc: 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman, 
iect: Re: Statement 






Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 11:15 PM 

To: Kroloff, Noah; Sandweg, lohn; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 

Davis, Robert M 

Cc: 



Epley, Veronica; FloreSj Gina; Flynn, William; Hess, David; Grossman, 
Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

Plan is to push back on the inaccuracies and issue the statement, but we are waiting on the 

WH. 




.- Original Message 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2012 11:12 PM 
To: Sandweg, 3ohn; Boogaard, Peter; Spaulding, 
Da v is, R ob e rt M 

Cc: [©X©HI^^^^I Epley , Veronica; Flores, 
Seth; Callahan, Mary Ellen; Shlossman, Amy 
Iect: Re: Statement 



Suzanne; Durkovich, Caitlin; Beland, Michael 






Gina; Flynn, William; Hess, David; Grossman, 




Where r we on this 



Original Message 

From: Sandweg, Dohn 

Sent: Tuesday, February 28, 2G12 10:26 PM 
To: Boogaard, Peter; Spa 

Cc: 





Suzanne; Durkovich, Caitlin; Beland A 



Epley 

Seth; Callahan, Mary Ellen; 
Subject: Re: Statement 



Veronica; Flores, Gina; Flynn> William; 
Kroloff, Noah; Shlossman, Amy 



Michael; Davis, Robert M 
Hess, David; Grossman, 



Definitely think that the more we can push back on any inaccuracies the better 



That said, assuming he isn't 
related issues out there, we 
drafted in violation of our 



going to pull down 
need a clear stat 
privacy standards. 



the blog post, 
ement that explai 



with other similar privacy 
ns that this report was 



4 Noah and Amy. 




Original Mes 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:21 PM 

To: Spaulding, Suzann e; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Cc: [JSOGS^HI^^^I Epley* Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Sandweg, John; Callahan, Mary Ellen 

: Re: Statement 
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Also looping MEC. 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:19 PM 

To: Spaulding, Suzann e; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Cc: [©I©^^^^^^H Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 

Seth; Sandweg, Dohn 

Subject: Re: Statement 



Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed 



Original Message 

From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2012 10:04 PM 

To: Durkovich, Caitli n; Boogaard, Peter; Beland, Michael; Davis, Robert M 

Cc: [©I©^^^^^^H Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:43 PM 

To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




Subject: Re: Statement 



DUS Spaulding is out of 
statement . 
Caitlin Durkovich 
Chief of Staff 
National Protection and 



her speaking engagement and is going to review report, blog and 




Programs Directorate U.S. Department of Homeland Security 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:24 PM 

To: Durkovich, Caitli n; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: [©X©^l^^^^l Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 



Can you confirm that this accurate? 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 PM 

To: Durkovich, Caitli n; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




71 



Subject: Re: Statement 




Original Message 



From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:03 PM 

To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




Subject: RE: Statement 




If anything, I think we should consider calling Hastings and help him understand our mission 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:55 PM 

To: Beland, Michael; Davis, Robert M; Durkovich, Caitlin; Spaulding, Suzanne 

Cc: [©ES^^^^^^^I Epleyj Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 



Couple changes, 

Is this accurate? Our FO likes this approach. If there are different opinions, let me know 




Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 08:35 PM 

To: Davis, Robert M; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: [©ES^^^^^^H E P* e yj Veronica; Flores, Gina; Flynn, William 
Subject: Re: Statement 
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We are still working the dates, but, based upon the document and our recollection, it was 
posted to hsin and one cannot access the materials on hsin without a password. Once we get 
the dates, we'll pass them along, but that may not be before you push this out. 



Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 08:20 PM 

To: Beland, Michael; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: ^^H3HsJ^H; Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 



More strongly worded. 
Accurate? 




Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 07:55 PM 

To: Durkovich, Caitl in; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 

Cc: ^^H31@^H; Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 



+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that 



Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 



National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message — -- 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 07:52 PM 

To : Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne; Beland, Michael 

Cc ^^^HitlllSl^^^H Epley, Veronica; Flores, Gina 



Subject: RE: Statement 

Can we get the link to the blog post? Need to understand the context. 



Original Message 



73 



From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 PM 

To: Davis, Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: [©I©^^^^^^^| Epl e y* Veronica; Flores, Gina; Durkovich, Caitlin 



Subject: Re: Statement 

If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 



Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 07:48 PM 

To: Spaulding, Suzanne; Beland, Michael 

Cc: 




Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 



Subject: Re: Statement 



Suzanne and Mike, 



Rolling Stone has posted a blog with a link to a document with 
markings that was posted to HSIN without approval. Here is the 
to send to opa asap. 



the DHS seal and nppd/ ip 
draft statement I would like 



Here is the link: 



http : //wwwl . rollingstone . com/extras/13637_DHS%20IP%20Special . pdf 



Please let me know if this is ok. 



Bob 




Original Message 

From: Boogaard, Peter 
Sent: Tuesday, February 
To: Davis, Robert M 
Subject: Statement 



28, 2012 07:31 PM 



let me know when you have a draft. Thanks man 
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Booctaard. Peter 




From: 

Sent: 

To: 

Cc: 

Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 8:51 AM 

Kroloff, Noah; Sandweg, John 

Grossman, Seth; Callahan, Mary Ellen; Shlossman, Amy; Colburn, Brent 

RE: Statement 



apologies, trying to couple on my bb. 




Congress requires DHS' National Operations Center (NOC) "to provide situational awareness and 
establish a common operating picture for the entire federal government and for state, local, 
and tribal governments as appropriate, in the event of a natural disaster or terrorist attack 
and ensure that critical terrorism and disaster- related information reaches government 
decision-makers „" Under this requirement, the NOC monitors social media only for situational 
awareness purposes during times of crisis, such as a terrorist attack or earthquake. 



Original Message 

From: Kroloff, Noah 
Sent: Wednesday, February 29, 
To: Boogaard, Peter; Sandweg, 
Cc: Grossman, Seth; Callahan, 
Subject: RE: Statement 



2012 8:48 AM 

Dohn 

Mary Ellen; Shlossman, Amy; Colburn, Brent 



The first para is unintelligible- Do you want me to edit or do you want to correct? 
Original Message 



From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 8:46 AM 

To: Kroloff, Noah; Sandweg, Dohn 

Cc: Grossman, Seth; Callahan, Mary Ellen; Shlossman, Amy 

Subject: RE: Statement 



How about this? 
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Congress requires DHS J National Operations Center (NOC) "to provide situational awareness and 
establish a common operating picture for the entire federal government and for state, local, 
and tribal governments as appropriate, in the event of a natural disaster or terrorist attack 
and ensure that critical terrorism and disaster-related information reaches government 
decision-makers ." Under this requirement, the NOC monitors social media only for situational 
awareness purposes during times of crisis, such as a terrorist attack or earthquake. 



*- — Original Message 

From: Kroloff, Noah 

Sent: Wednesday, February 29, 2012 8:40 AM 

To: Boogaard, Peter; Sandweg, 

Cc: Grossman, Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: RE: Statement 



John 



Can we say something about the employees being disciplined in the on the record? 



Original Message 

From: Spauiding, Suzanne 

Sent: Wednesday, February 29, 2012 8:37 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, Dohn; 



Beland, Michael; Davis, Robert M 




Cc: 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; 







ahan. 



According to Bill Flynn, they were not looking at social media. They exceeded their writ by 
doing analysis, but it was based on traditional media sources. 




inal Message 



From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:25 AM 

To: Spauiding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg 

Belajid, Michael; Davis, Robert M 

Cc: 





n 



j 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



Dust talked to our chief privacy officer. At the very least 




. 




awareness pii because these individuals did not havew the 
media and drawing cinclusions based on that analysis. That is 
privacy standards - 



violated the situational 

rity to be looking at social 

why we changed the language to 






Original Message 

From; Spauiding, Suzanne 

Sent: Wednesday, February 29, 2012 08:24 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, 

Bel and, Michael; Davi s, Robert M 

Cc: H5fi*)]^Hfl^^^| Epley, Veronica; Flores, Gina; 




iam; Kroloff, Noah; Sandweg, John 



* 



Hess, David; Grossman, Seth; Callahan, 



Mary Ellen; Shlossman, 
Subject: Re: Statement 
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What is the violation of privacy standards? 



Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:22 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John; 

Bela nd, Michael; Davi s, Robert M 

Cc: [©ES^^^^^^H Epley, Veronica; Flores, Gina; Mess, David; Grossman, Seth; Callahan, 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 



Most recent statement is attached. 




Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:19 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John; 

Beland, Michael; Davis, Robert M 

Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 




Cc: 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 

I'm happy to talk with him, but need the talkers. Also, still think we need the pushback 
statement. We have included in the most recent draft that the info came from open source 
material. 



Original Message 

From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 08:16 AM 

To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; 

Bel and, Michael; Davi s, Robert M 

Cc: [©ES^I^^^^H Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 




Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 



From: Flynn, William 

Sent: Wednesday, February 29, 2012 08:08 AM 



To: Spaulding, Suzanne; Boogaard, Peter; 
Beland, Michael; Davis, Robert M 



Kroloff, Noah; Sandweg, John; Durkovich, Caitlin; 
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Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 



Cc: 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 

Background: IP (POD division) compiles an open source report on critical infrastructure which 
is posted to HSIN. The contract for this service recently changed and the new contractor 
inappropriately conducted some "analysis" to the open source information (in this case). When 
it was brought to my attention the report was pulled (other steps have also been taken). 
However the fed staff undertook a thorough review and every source is traditional media. The 
report references social media resources but that was found in traditional sources. No 
monitoring of social media took place. 



William F. Flynn 

Acting Assistant Secretary 

Office of Infrastructure Protection 

US Department of Homeland Security 





Original Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2912 06:47 AM 

To: Boogaard, Peter; Kroloff, Noah; Sandweg, Dohn; Durkovich, Caitlin; Beland, Michael; 

Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

Based on his review and facts presented to him at the time, Bill Flynn does not believe the 
report in fact reflects folks having scoured the OWS twitter feeds or otherwise accessing 
social media in violation of privacy standards. He is double-checking to confirm. 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 11:15 PM 

To: Kroloff, Noah; Sandweg, Dohn; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 

Davis, Robert M 

Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 




Cc: 

Seth; Callahan, Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 




Original Message 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2012 11:12 PM 

To: Sandweg, Dohn; Boogaard, Peter; Spaulding, 

Davis, Robert M 

Cc: 



Suzanne; Durkovich, Caitlin; Beland, Michael; 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman, Amy 
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Subject: Re: Statement 



Where r we on this 



Original Message 

From: Sandweg, John 

Sent: Tuesday , February 28 , 2012 10:26 PM 

To: Boogaard^Peter: Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Cc: S3I©^H^^^^I E Pl e y* Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 

Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 

Subject: Re: Statement 

Definitely think that the more we can push back on any inaccuracies the better. 



That said, assuming he isn't going to pull down the 
related issues out there, we need a clear statement 
drafted in violation of our privacy standards. 

+ Noah and Amy. 



blog 
that 



post, with other similar privacy 
explains that this report was 



Original Message — -- 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:21 PM 

To: Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert 

Cc: 



M 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Sandweg, John; Callahan, Mary Ellen 
Subject: Re: Statement 

Also looping MEC. 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:19 PM 

To: Spauld ing, Suzann e; Durkovich, Caitlin; Beland, Michael; Davis, Robert 

Cc: 



M 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Sandweg, John 
Subject: Re: Statement 



Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed 

Original Message 

From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2012 10:04 PM 

To: D urk ovich f Cait lin; Boogaard, Peter; Beland, Michael; Davis, Robert M 

Cc: [©ESI^H^^^I Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 
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Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday , February 28, 2012 09:43 PM 

To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




Subject: Re: Statement 



her speaking engagement and is going to review report, blog and 



DUS Spaulding is out of 

statement. 

Caitlin Durkovich 

Chief of Staff 

National Protection and Programs Directorate U.S. Department of Homeland Security 





Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:24 PM 

To: Durkovich, Caitlin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 
Subject: Re: Statement 

Can you confirm that this accurate? 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 PM 

To: Durkovich, Caitli n; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: [©ES^^^^^^H E Pl e y> Veronica; Flores, Gina; Flynn, William; Hess, David 
Subject: Re: Statement 




Original Message — -- 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:03 PM 

To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: SSES^H^^^^l Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: RE: Statement 




If anything, I think we should consider calling Hastings and help him understand our mission 
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Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:55 PM 

To: Beland, Michael; Davis, Robert M; Durkovich, Caitlin; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William 




Subject: Re: Statement 



Couple changes. 



Is this accurate? Our FO likes this approach. If there are different opinions, let me know 




Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 08:35 PM 

To: Davis, Robert M; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: [©I©^^^^^^H Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 



We are still working the dates, but, based upon the document and our recollection, it was 
posted to hsin and one cannot access the materials on hsin without a password. Once we get 
the dates, we'll pass them along, but that may not be before you push this out. 



Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 08:20 PM 

To: Beland, Michael; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: H3X©^I^^^^H Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 



More strongly worded. 
Accurate? 
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Original Message 

From; Belandj Michael 

Sent: Tuesday, February 28, 2012 07:55 PM 

To: Durkovich, Caitlin; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 



Cc: 




Epley, Veronica; Flores, Gina; Flynn, William 



Subject: Re: Statement 



+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that 



Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 




tection and Programs Directorate U.S. Department of Homeland Security 



Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 07:52 PM 

To: Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: 




, 



Epley, Veronica; Flores, Gina 



Subject: RE: Statement 



Can we get the link to the blog post? Need to understand the context. 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 PM 

To: Davis, Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: [©I©^^H^^^| Epley, Veronica; Flores, Gina; Durkovich, 

Subject: Re: Statement 



Caitlin 



If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 


















Original Message — — 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 07:48 PM 
To: Spaulding, Suzann e; Beland, Michael 

Cc ; QSOQSHHIH^H Boogaard, Peter; Epley 

Subject: Re: Statement 

■Hi* 



Veronica; Flores, Gina; Durkovich, Caitlin 



Suzanne and Mike, 



Rolling Stone 
markings that 



has posted a blog with 
was posted to HSIN 




a link to a document with the DHS seal and nppd/ ip 
approval. Here is the draft statement I would like 



to send to opa asap 
Here is the link: 



http://wwwl.rollingstone.com/extras/13637 

Please let me know if this is ok. 





Bob 



2 



Original Message 

From; Boogaard, Peter 

Sent: Tuesday, February 28, 2012 07:31 PM 

To: Davis, Robert M 
Subject: Statement 

let me know when you have a draft. Thanks man 
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Boogaard, Peter 



From: 

Sent: 

To: 

Cc: 

Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 8:46 AM 

Kroloff, Noah; Sandweg, John 

Grossman, Seth; Callahan, Mary Ellen; Shlossman, Amy 

RE: Statement 



How about this? 




Congress requires DHS J National Operations Center (NOC) "to provide situational awareness and 
establish a common operating picture for the entire federal government and for state, local, 
and tribal governments as appropriate, in the event of a natural disaster or terrorist attack 
and ensure that critical terrorism and disaster- related information reaches government 
decision-makers. * Under this requirement, the NOC monitors social media only for situational 
awareness purposes during times of crisis, such as a terrorist attack or earthquake. 



Original Message 



From: Kroloff, Noah 

Sent: Wednesday, February 29, 2012 8:40 AM 

To: Boogaard, Peter; Sandweg, 3ohn 

Cc: Grossman, Seth; Callahan, Mary Ellen; Shlossman, Amy 

Subject: RE: Statement 

Can we say something about the employees being disciplined in the on the record? 



Original Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 8:37 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, Dohn; 

Beland, Michael; Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 




Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



According to Bill Flynn, they were not looking at social media. They exceeded their writ by 
doing analysis, but it was based on traditional media sources. 



Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:25 AM 
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To: Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John; 

Beland, Michael; Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

Dust talked to our chief privacy officer. At the very least they violated the situational 
awareness pii because these individuals did not havew the authority to be looking at social 
media and drawing cinclusions based on that analysis. That is why we changed the language to 
privacy standards. 



Original Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 08:24 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John; 

Beland, Michael; Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 




Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

What is the violation of privacy standards? 



Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:22 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John; 

Bel and, Michael; Davi s, Robert M 

Cc: S2ES^^^^^^H E Pl e Y' Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 



Most recent statement is attached. 




... — Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:19 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John; 

Bel and, Michael; Davi s, Robert M 

Cc: [©ES^I^^^^I Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 



I'm happy to talk with him, but need the talkers. Also, still think we need the pushback 
statement. We have included in the most recent draft that the info came from open source 
material. 



Original Message 

From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 08:16 AM 
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To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, 3ohn; 

Beiand, Michael; Davis, Robert M 

Cc: 




Epley, Veronica; Flores, Gina; Hess. David; Grossman. Seth; Callahan 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 





Caitlin Du 
Chief of Staff 
National Protection 






and Programs Directorate U.S. Department of Homeland Security 




Original Message * 



From: Flynn, William 

Sent: Wednesday, February 29 J 2012 08:08 AM 

To: Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; 

Belandj Michael; Davis* Robert M 

Cc: 




John; Durkovich, Caitlin; 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

Background: IP (POD division) compiles an open source report on critical infrastructure which 
is posted to HSIN, The contract for this service recently changed and the new contractor 
inappropriately conducted some "analysis'* to the open source information (in this case). When 
it was brought to my attention the report was pulled (other steps have also been taken). 
However the fed staff undertook a thorough review and every source is traditional media. The 
report references social media resources but that was found in traditional sources. 




monitoring of social 




ia took place 



« 



William F. Flynn 

Acting Assistant Secretary 

Office of Infrastructure Protection 



US Department of Homeland Security 




gov 




Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2812 06:47 AM 

To: Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin; Beland, Michael; 

Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 




Seth; Callahan, Mary Ellen; Shlossman, Amy 
ect: Re: Statement 
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— 



-^^— 



Based on his review and facts presented to him at the time. Bill Flynn does not believe the 
report in fact reflects folks having scoured the OWS twitter feeds or otherwise accessing 
social media in violation of privacy standards. He is double-checking to confirm. 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 11:15 PM 

To: Kroloff, Noah; Sandweg, John; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 

Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 




Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




Original Message 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2012 11:12 PM 

To: Sandweg, John; Boogaard, Peter; Spaulding, 

Davis, Robert M 

Cc: 



Suzanne; Durkovich, Caitlin; Beland, Michael; 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



Where r we on this 



Original Message 

From: Sandweg, John 

Sent: Tuesday, February 28, 2012 10:26 PM 

To: Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Cc: [©ES^^^^^^H Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 

Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 

Subject: Re: Statement 



Definitely think that the more we can push back on any inaccuracies the better. 



That said, assuming he isn't going to pull down the 
related issues out there, we need a clear statement 
drafted in violation of our privacy standards. 



blog post, with other similar privacy 
that explains that this report was 



+ Noah and Amy. 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:21 PM 

To: Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert 



M 




Cc: 

Seth; Sandweg, John; Callahan, Mary Ellen 

Subject: Re: Statement 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Also looping MEC. 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:19 PM 

To: Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 
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Cc: 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Sandweg, John 
Subject: Re: Statement 

Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed 



Original Message 

From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2012 10:04 PM 

To: Durkovich, Caitli n; Boogaard, Peter; Beland, Michael; Davis, Robert M 

Cc: [©ES^I^^^^H Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:43 PM 

To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: SSES^I^^^^H Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 



DUS Spaulding is out of her speaking engagement and is going to review report, blog and 

statement, 

Caitlin Durkovich 

Chief of Staff 

National Protection and Programs Directorate U.S. Department of Homeland Security 




— -- Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:24 PM 

To: Durkovich, Caitli n; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: [©ES^H^^^^I Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 

Can you confirm that this accurate? 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 PM 

To: Durkovich, Caitli n; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: [©ES^I^^^^I Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 
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Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:03 PM 

To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




Subject: RE: Statement 




If anything, I think we should consider calling Hastings and help him understand our mission 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:55 PM 

To: Beland, Michael; Davis, Robert M; Durkovich, Caitlin; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William 




Subject: Re: Statement 



Couple changes. 

Is this accurate? Our FO likes this approach. If there are different opinions, let me know. 




Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 08:35 PM 

To: Davis, Robert M; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: [©I©^^^^^H Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 



We are still working the dates, but, based upon the document and our recollection, it was 
posted to hsin and one cannot access the materials on hsin without a password. Once we get 
the dates, we'll pass them along, but that may not be before you push this out. 



Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 
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Original Message 

From: Davis , Robert M 

Sent: Tuesday, February 28, 2012 08:20 PM 

To: Beland, Michael; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: [©ES^I^^^^H Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 



More strongly worded. 
Accurate? 




. Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 07:55 PM 

To: Durkovich, Caitli n; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 

Cc: H3X©^I^^^^I Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 

+ Mr Flynn, I want to confirm that it was indeed on HSIN, and I am working that. 



Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 07:52 PM 

To: Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: [©E^^l^^^^l Epley, Veronica; Flores, Gina 
Subject: RE: Statement 

Can we get the link to the blog post? Need to understand the context. 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 PM 

To: Davis, Robert M; Spaulding, Suzanne; Beland, Michael 



Cc: 




Epley, Veronica; Flores, Gina; Durkovich, Caitlin 



Subject: Re: Statement 



If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 
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Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 07:48 PM 

To: Spaulding, Suzanne; Beland, Michael 

Cc: 




Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 



Subject: Re: Statement 



Suzanne and Mike, 



Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 
markings that was posted to HSIN without approval. Here is the draft statement I would like 
to send to opa asap. 



Here is the link: 



http : //wwwl . rollingstone . com/extras/13637_DHS%20IP%20Special . pdf 



Please let me know if this is ok. 



Bob 




Original Message 

From: Boogaard, Peter 
Sent: Tuesday, February 
To: Davis, Robert M 
Subject: Statement 



28, 2012 07:31 PM 



let me know when you have a draft. Thanks man 
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Boogaard, Peter 



From: 

Sent: 

To: 



Cc: 



Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 8:44 AM 

Kroloff, Noah; Shlossman, Amy; Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; 

Sandweg, John; B eland, Michael; Davis, Robert M 

[©EsQPHH ^pley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan 

Mary tllen; chandler, Matthew 

RE: Statement 



per WH. 



Working on it. emails crossed. Also adding some background 

Original Message 

From: Kroloff, Noah 

Sent: Wednesday, February 29, 2012 8:42 AM 

To: Boogaard, Peter; Shlossman, Amy; Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; 

San dweg, John; Beland , Michael; Davis, Robert M 

Cc: [©Eil^^^^^^H Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Chandler, Matthew 

Subject: RE: Statement 

Pete--look at what u just sent below. Needs to be edited. 



Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 8:41 AM 

To: Shlossman, Amy; Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; 

Sandweg, John; Beland, Michael; Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Chandler, Matthew 
Subject: Re: Statement 

Right, which according to MEC was a violate of privacy standards. Updated. 





Original Message 

From: Shlossman, Amy 

Sent: Wednesday, February 29, 2012 08:38 AM 

To: Spaulding, Suzanne; Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; 

Sandw eg. John; Beland , Michael; Davis, Robert M 

Cc: [©ES^^^^^^I Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Chandler, Matthew 

Subject: Re: Statement 



+matt 



Original Message 



From: Spaulding, Suzanne 
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Sent: Wednesday, February 29, 2012 08:36 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, Dohn; 

Beland, Michael; Davis, Robert M 

Cc: 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

According to Bill Flynn, they were not looking at social media. They exceeded their writ by 
doing analysis, but it was based on traditional media sources. 

Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:25 AM 

To: Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, Dohn; 

Beland, Michael; Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 




Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



Dust talked to our chief privacy officer. At the very least they violated the situational 
awareness pii because these individuals did not havew the authority to be looking at social 
media and drawing cinclusions based on that analysis. That is why we changed the language to 
privacy standards. 



Original Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 08:24 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, Dohn; 

Beland, Michael; Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 




Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

What is the violation of privacy standards? 



Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:22 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, Dohn; 

Bel and, Michael; Davi s, Robert M 

Cc: H3X©^I^^^^I Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 



Most recent statement is attached. 




Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:19 AM 
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To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, 3ohn; 

Beland, Michael; Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 




Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



I'm happy to talk with him, but need the talkers. Also, still think we need the pushback 
statement. We have included in the most recent draft that the info came from open source 
material. 



Original Message 

From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 08:16 AM 

To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; 

Beland, Michael; Davis, Robert M 

Cc: 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




Caitlin Durkovich 

Chief of Staff 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Flynn, William 

Sent: Wednesday, February 29, 2012 08:08 AM 

To: Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin; 

Beland, Michael; Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

Background: IP (POD division) compiles an open source report on critical infrastructure which 
is posted to HSIN. The contract for this service recently changed and the new contractor 
inappropriately conducted some "analysis" to the open source information (in this case). When 
it was brought to my attention the report was pulled (other steps have also been taken). 
However the fed staff undertook a thorough review and every source is traditional media. The 
report references social media resources but that was found in traditional sources. No 
monitoring of social media took place. 



William F. Flynn 

Acting Assistant Secretary 

Office of Infrastructure Protection 



US Department of Homeland Security 
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rial Message 

From: Spaulding, Suzanne 

Sent: Wednesday 3 February 29, 2812 06:47 AM 

To: Boogaard, Peter; Kroloff, Noah; Sandweg, 3ohn; Durkovich, Caitlin; Beland, Michael; 

Davis. Robert M 






Cc: [UllUl^^^^^^H E P^ e yj Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 






Based on his review and facts presented to him at the time, Bill Flynn does not believe the 






report in fact reflects folks having scoured the OWS twitter feeds or otherwise accessing 
social media in violation of privacy standards. He is double- checking to confirm* 

Original Message 

From: Boogaardj Peter 

Sent: Tuesday, February 28, 2012 11:15 PM 

To: Kroloff, Noah; Sandweg, lohn; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 

Davis, Robert M 



Cc: QS^^HHIHH EP^ey* Veronica; Flores, Gina; Flynnj William; Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

Plan is to push back on the inaccuracies and issue the statement, but we are waiting on the 
WH. 



Original Message 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2012 11:12 PM 

To: Sandweg, Dohn; Boogaard, Peter; Spaulding , Suzanne; Durkovich, Caitlin; Beland, Michael; 

Davis, Robert M 



Cc: [U2Ii3^^^^^^l Epley, Veronica; Flores, Gina; Flynnj William; Hess, David; Grossman, 
Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



Where r we on this 




Original Me 

From: Sandweg, Dohn 

Sent: Tuesday, February 28, 2012 10:26 PM 

To: Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Cc: [0X©HHHH E Pl e Yj Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 

Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 

Subject: Re: Statement 

Definitely think that the more we can push back on any inaccuracies the better. 

That said, assuming he isn't going to pull down the blog post, with other similar priv 
related issues out there, we need a clear statement that explains that this report was 
drafted in violation of our privacy standards. 




+ Noah and Amy, 

Original Message 

From: Boogaard , Peter 

Sent: Tuesday, February 28, 2012 10:21 PM 
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To: Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert 
Cc: 



M 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Sandweg, Dohn; Callahan, Mary Ellen 
Subject: Re: Statement 

Also looping MEC. 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:19 PM 

To: Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert 

Cc: 



M 




_ Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Sandweg, Dohn 
Subject: Re: Statement 

Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed. 



Original Message 

From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2012 10:04 PM 

To: Durkovich, Caitlin; Boogaard, Peter; Beland, Michael; Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




Subject: Re: Statement 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:43 PM 

To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: [©I©^^^^^H Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 



DUS Spaulding is out of her speaking engagement and is going to review report, blog and 

statement. 

Caitlin Durkovich 

Chief of Staff 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:24 PM 

To: Durkovich, Caitlin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




Subject: Re: Statement 

Can you confirm that this accurate? 
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— -- Original Message 

From: Boogaard, Peter 

Sent: Tuesday , February 28, 2012 09:07 PM 

To: Durkovich, Caitlin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




Subject: Re: Statement 




Original Message 



From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:03 PM 

To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




Subject: RE: Statement 




If anything, I think we should consider calling Hastings and help him understand our mission 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:55 PM 

To: Beland, Michael; Davis, Robert M; Durkovich, Caitlin; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William 




Subject: Re: Statement 



Couple changes. 

Is this accurate? Our FO likes this approach. If there are different opinions, let me know 




Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 08:35 PM 

To: Davis, Robert M; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 
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Cc: 




Epley, Veronica; Flores, Gina; Flynn, William 



Subject: Re: Statement 



We are still working the dateSj but, based upon the document and our recollection, it was 
posted to hsin and one cannot access the materials on hsin without a password. Once we get 
the dates, we'll pass them along, but that may not be before you push this out. 



Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 08:20 PM 

To: Beland, Michael; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William 




Subject: Re: Statement 



More strongly worded. 
Accurate? 




Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 07:55 PM 

To: Durkovich, Caitli n; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 

Cc: S2ESH^^^HI Epley, Veronica; Flores, Gina; Flynn, William 
Subject: Re: Statement 



+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that. 



Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 



From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 07:52 PM 

To: Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: [©ES^^^^^^H Epley, Veronica; Flores, Gina 

Subject: RE: Statement 
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Can we get the link to the blog post? Need to understand the context. 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 PM 

To: Davis, Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: [©ES^I^^^^H Epley, Veronica; Flores, Gina; Durkovich, Caitlin 

Subject: Re: Statement 



If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 



Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 07:48 PM 

To: Spaulding, Suzann e; Beland, Michael 

Cc: (©E*9^^^^^H Boogaard, Peter; Epley, 

Subject: Re: Statement 



Veronica; Flores, Gina; Durkovich, Caitlin 



Suzanne and Mike, 



Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 
markings that was posted to HSIN without approval. Here is the draft statement I would like 
to send to opa asap. 



Here is the link: 



http : //wwwl . rollingstone . com/extras/13637_DHS%20IP%20Special . pdf 



Please let me know if this is ok. 



Bob 




Original Message 

From: Boogaard, Peter 
Sent: Tuesday, February 
To: Davis, Robert M 
Subject: Statement 



28, 2012 07:31 PM 



let me know when you have a draft. Thanks man 
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Booaaard. Peter 




From: 

Sent: 

To: 



Cc: 



Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 8:41 AM 

Shlossman, Amy; Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; 

Sandweq. John; B eland, Michael; Davis, Robert M 

Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
ary tuen; uhandler, Matthew 
Re: Statement 




Right, which according to MEC was a violate of privacy standards. Updated. 




Original Message 

From: Shlossman, Amy 

Sent: Wednesday, February 29, 2012 08:38 AM 

To: Spaulding, Suzanne; Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; 

San dweg, John; Beland , Michael; Davis, Robert M 

Cc: [©E*|^I^^^^H Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Chandler, Matthew 

Subject: Re: Statement 



+matt 



Original Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 08:36 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John; 

Bel and, Michael; Davi s, Robert M 

Cc: [©E^^l^^^^l Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 

According to Bill Flynn, they were not looking at social media. They exceeded their writ by 
doing analysis, but it was based on traditional media sources. 



Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:25 AM 

To: Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John; 

Beland, Michael; Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

Just talked to our chief privacy officer. At the very least they violated the situational 
awareness pii because these individuals did not havew the authority to be looking at social 
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media and drawing cinclusions based on that analysis. That is why we changed the language to 
privacy standards. 



Original Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 08:24 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John; 

Beland, Michael; Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 




Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

What is the violation of privacy standards? 



Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:22 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John; 

Beland, Michael; Davis, Robert M 

Cc: 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



Most recent statement is attached. 




Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:19 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John; 

Beland, Michael; Davis, Robert M 

Cc: 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

I'm happy to talk with him, but need the talkers. Also, still think we need the pushback 
statement. We have included in the most recent draft that the info came from open source 
material. 



Original Message 

From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 08:16 AM 

To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; 

Belandj^Michael; Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 




Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 
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Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 




From: Flynn, William 

Sent: Wednesday, February 29, 2012 08:88 AM 

To: Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin; 

Beland, Michael; Davis, Robert M 

Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 



Cc: 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 

Background: IP (POD division) compiles an open source report on critical infrastructure which 
is posted to HSIN. The contract for this service recently changed and the new contractor 
inappropriately conducted some "analysis" to the open source information (in this case). When 
it was brought to my attention the report was pulled (other steps have also been taken). 
However the fed staff undertook a thorough review and every source is traditional media. The 
report references social media resources but that was found in traditional sources. No 
monitoring of social media took place. 



William F. Flynn 

Acting Assistant Secretary 

Office of Infrastructure Protection 



US Department of Homeland Security 




Original Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 06:47 AM 

To: Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin; Beland, Michael; 

Davis j Robert M 

Cc: 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

Based on his review and facts presented to him at the time, Bill Flynn does not believe the 
report in fact reflects folks having scoured the OWS twitter feeds or otherwise accessing 
social media in violation of privacy standards. He is double-checking to confirm. 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 11:15 PM 

To: Kroloff, Noah; Sandweg, John; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 

Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 




Seth; Callahan, Mary Ellen; Shlossman, Amy 
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Subject: Re: Statement 



Plan is to push back on the inaccuracies and issue the statement but we are waiting on the 



Original Message 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2012 11:12 PM 

To: Sandweg, Dohn; Boogaard, Peter; Spauldingj Suzanne; Durkovich, Caitlin; Belandj Michael; 

Davis , Robert M 



Cc: [(dllD^^^^^^H Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 



Where r we on this 



— -- Original Message 

From: Sandweg, John 

Sent: Tuesday, February 28, 2012 10:26 PM 

To: Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 



Cc: [JsiJHsi^^H^^H E Pl e Y> Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 
Subject: Re: Statement 

Definitely think that the more we can push back on any inaccuracies the better. 



i 



That said, assuming he isn't going to pull down the blog post, with other similar privacy 



related issues out there, we need a clear statement that explains that this report was 
drafted in violation of our privacy standards. 



+ Noah and Amy, 





sage 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:21 PM 

To: Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 



Cc: [UJmUc^H^^^H Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman 
Seth; Sandweg, John; Callahan, Mary Ellen 
Subject: Re: Statement 

Also looping MEC. 

Original Message --■ — 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:19 PM 

To: Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 



' 



Cc: [Ufllsi^^^^^^l Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 

Seth; Sandweg, 3ohn 
Subject: Re: Statement 

Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed 

— ,__ Original Message 

From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2012 10:04 PM 



To: Durkovich, Caitlin; Boogaard, Peter; Beland, Michael; Davis, Robert M 




Cc: [|£|lulfl^^^^^H E Pl e V' Veronica; Flores, Gina; Flynn, William; Hess, David 



103 



Subject: Re: Statement 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:43 PM 

To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: SSES^H^^^^I E Pl^y> Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 



DUS Spaulding is out of her speaking engagement and is going to review report, blog and 

statement . 

Caitlin Durkovich 

Chief of Staff 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:24 PM 

To: Durkovich, Caitlin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




Subject: Re: Statement 



Can you confirm that this accurate? 

Original Message -• 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 PM 

To: Durkovich, Caitlin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




Subject: Re: Statement 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2912 09:03 PM 

To: Boogaard, Peter ; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




Subject: RE: Statement 
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If anything, I think we should consider calling Hastings and help him understand our mission. 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:55 PM 

To: Beland, Michael; Davis, Robert M; Durkovich, Caitlin; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William 




Subject: Re: Statement 
Couple changes. 



Is this accurate? Our FO likes this approach. If there are different opinions, let me know 




Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 08:35 PM 

To: Davis, Robert M; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William 
Subject: Re: Statement 

We are still working the dates, but, based upon the document and our recollection, it was 
posted to hsin and one cannot access the materials on hsin without a password. Once we get 
the dates, we'll pass them along, but that may not be before you push this out. 




Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 



National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 08:20 PM 

To: Beland, Michael; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William 




Subject: Re: Statement 



More strongly worded. 
Accurate? 
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,. Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28 , 2012 07:55 PM 

To: Durkovich, Caitli n; Boogaard, Peter; Davis, Robert M; Spauldingj Suzanne 

Cc: [0K3^^^^^^H Epleyj Veronica; FloreSj Gina; Flynn, William 

AS Hfl AS Bfl 

Subject: Re: Statement 



+ Mr Flynn. I want to confirm that it was indeed on 

Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 




, and I am working that 



. 



National Protection and Programs Directorate U.S 





ment of Homeland Security 



Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 07:52 PM 

To: Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: [UlXuifllHIHH Epley, Veronica; Flores, Gina 

Subject: RE: Statement 



Can we get the link to the blog post? Need to understand the context 



• 




inal Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 PM 

To: Davis> Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: [0X(*)1|HHHH £pi£y.< Veronica; Flores, Gina; Durkovich, Caitlin 



Subject: Re: Statement 



If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership, 



Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 07:48 PM 

To: Spaul d i ng, Suzann e; Beland, Michael 

Cc: QsEHHI^HH Boogaard, Peter; Epleyj Veronica; Flores, Gina; Durkovich, Caitlin 

Subject: Re: Statement 



Suzanne and Mike, 



Rolling Stone has posted 
markings that was posted 
to send to opa asap- 



a blog with a link to a document with the DHS seal and nppd/ ip 
to HSIN without approval. Here is the draft statement I would like 
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Here is the link: 



http : //wwwl . rollingstone . com/extras/13637_DHS%20IP%20Special . pdf 



Please let me know if this is ok. 



Bob 




Original Message 

From: Boogaard, Peter 
Sent: Tuesday, February 
To: Davis, Robert M 
Subject: Statement 



28, 2012 07:31 PM 



let me know when you have a draft. Thanks man 
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Booaaard. Peter 




From: 

Sent: 

To: 



Cc: 



Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 8:25 AM 

Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John; 

Beland, Michael; D avis, Robert M 

Q3I©^H|H Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary tllen; Snlossman, Amy 

Re: Statement 



Dust talked to our chief privacy officer. At the very least they violated the situational 

awareness pii because these individuals did not havew the authority to be looking at social 

media and drawing cinclusions based on that analysis. That is why we changed the language to 
privacy standards. 

Original Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 08:24 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John; 

Beland, Michael; Davis, Robert M 

Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 



Cc: 




Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

What is the violation of privacy standards? 



__ — Original Message — ■-- 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:22 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John; 

Bel and, Michael; Davi s, Robert M 

Cc: [©E^^l^^^^l Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 



Most recent statement is attached. 




Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:19 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John; 

Beland, Michael; Davis, Robert M 

Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 




Cc: 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 



I'm happy to talk with him, but need the talkers. Also, still think we need the pushback 
statement. We have included in the most recent draft that the info came from open source 
material. 
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Original Message 

From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 08:16 AM 

To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; 

Beland, Michael; Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 




Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Flynn, William 

Sent: Wednesday, February 29, 2012 08:08 AM 

To: Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin; 

Beland, Michael; Davis, Robert M 

Cc: 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

Background: IP (POD division) compiles an open source report on critical infrastructure which 
is posted to HSIN. The contract for this service recently changed and the new contractor 
inappropriately conducted some "analysis" to the open source information (in this case). When 
it was brought to my attention the report was pulled (other steps have also been taken). 
However the fed staff undertook a thorough review and every source is traditional media, 
report references social media resources but that was found in traditional sources. No 
monitoring of social media took place. 



The 



William F. Flynn 

Acting Assistant Secretary 

Office of Infrastructure Protection 



US Department of Homeland Security 




Original Message 



From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 06:47 AM 

To: Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin; Beland, Michael; 

Davis, Robert M 



Cc: 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman, Amy 
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Subject: Re: Statement 

Based on his review and facts presented to him at the time. Bill Flynn does not believe the 
report in fact reflects folks having scoured the OW5 twitter feeds or otherwise accessing 
social media in violation of privacy standards. He is double-checking to confirm. 




iginal Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 11:15 PM 

To: Kroloff, Noah; Sandweg, John; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 

Davis, Robert M 






Cc: [ISIQI^^^^^H Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

Plan is to push back on the inaccuracies and issue the statement, but we are waiting on the 

WH. 




Original Mess 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2012 11:12 PM 

To: Sandweg, John; Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland «—«-■- 

Davis, Robert M 

Cc: [UlIUlBHH^H Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 




, r .^w.i«*P.-.j 



Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

Where r we on this 

Original Message 

From: Sandweg, John 

Sent: Tuesday, February 28, 2012 10:26 PM 

To: Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Cc: [©I©I^^H^HI E P* e y> Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 
Subject: Re: Statement 



Definitely think that the more we can push back on any inaccuracies the better, 

That said, assuming he isn't going to pull down the blog post, with other similar privacy 



related issues out there, we need a clear statement that explains that this report was 
drafted in violation of our privacy standards, 

+ Noah and Amy. 

— -- Original Message 





From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:21 PM 

To: Spaulding , Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman 
Seth; Sandweg, John; Callahan, Mary Ellen 
Subject: Re: Statement 

Also looping MEC. 

nal Message -- — 
From: Boogaard, Peter 
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# 




Sent: Tuesday, February 28, 2012 10:19 PM 

To: Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert 

Cc: 



M 




_ Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Sandweg, John 
Subject: Re: Statement 

Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed 



Original Message 

From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2012 10:04 PM 

To: Durkovich, Caitlin; Boogaard, Peter; Beland, Michael; Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




Subject: Re: Statement 




Original Message -■ 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:43 PM 

To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: [©E^^H^^^^I Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 

DUS Spaulding is out of her speaking engagement and is going to review report, blog and 

statement. 

Caitlin Durkovich 

Chief of Staff 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:24 PM 

To: Durkovich, Caitli n; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: S2E^^I^^^^H E P^ e y> Veronica; Flores, Gina; Flynn, William; Hess, David 
Subject: Re: Statement 

Can you confirm that this accurate? 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 PM 

To: Durkovich, Caitlin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




Subject: Re: Statement 



ill 



Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:03 PM 

To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




Subject: RE: Statement 




If anything, I think we should consider calling Hastings and help him understand our mission 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:55 PM 

To: Beland, Michael; Davis, Robert M; Durkovich, Caitlin; Spaulding, Suzanne 

Cc: [©I©^^H^^^| Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 



Couple changes. 

Is this accurate? Our FO likes this approach. If there are different opinions, let me know 




Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 08:35 PM 

To: Davis, Robert M; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William 
Subject: Re: Statement 

We are still working the dates, but, based upon the document and our recollection, it was 
posted to hsin and one cannot access the materials on hsin without a password. Once we get 
the dates, we'll pass them along, but that may not be before you push this out. 




Michael Beland 
Chief of Staff 
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Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 08:20 PM 

To: Beland, Michael; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William 




Subject: Re: Statement 



More strongly worded. 
Accurate? 




Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 07:55 PM 

To: Durkovich, Caitli n; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 

Cc: [©ES^I^^^^I Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 

+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that 



Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 07:52 PM 

To: Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: [©ES^I^^^^^I Epley, Veronica; Flores, Gina 

Subject: RE: Statement 

Can we get the link to the blog post? Need to understand the context. 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 PM 

To: Davis, Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: H3¥@^^^^^^H Epley, Veronica; Flores, Gina; Durkovich, Caitlin 



Subject: Re: Statement 
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If we are going this route , we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 



Original Message 

From: DaviSj Robert M 

Sent: Tuesday , February 28, 2012 07:48 PM 

To: Spaulding, Suzanne; Beland, Michael 

Cc: McConnell, Scott; Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 

Subject: Re: Statement 



Suzanne and Mike, 



Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 
markings that was posted to HSIN without approval. Here is the draft statement I would like 
to send to opa asap. 



Here is the link: 



http : //wwwl . rollingstone . com/extras/13637_DHS%20IP%20Special . pdf 



Please let me know if this is ok. 



Bob 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 07:31 PM 

To: Davis, Robert M 

Subject: Statement 

let me know when you have a draft. Thanks man 
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Booqaard, Peter 




From: 

Sent: 

To: 



Cc: 



Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 8:23 AM 

Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John; 

Beland, Michael; Davis, Robert M 

Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
ary tuen; snlossman, Amy 
Re: Statement 




Most recent statement is attached. 




Original Message 



From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:19 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John; 

Bel and, Michael; Davi s, Robert M 

Cc: [©E*£^^^^^^l Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 



I'm happy to talk with him, but need the talkers. Also, still think we need the pushback 
statement. We have included in the most recent draft that the info came from open source 
material. 



Original Message 

From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 08:16 AM 

To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; 

Bel and, Michael; Davi s, Robert M 

Cc: [©E*2^^^^^^H Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 




Caitlin Durkovich 

Chief of Staff 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 



From: Flynn, William 

Sent: Wednesday, February 29, 2012 08:08 AM 



To: Spaulding, Suzanne; Boogaard, Peter; 
Beland, Michael; Davis, Robert M 



Kroloff, Noah; Sandweg, Dohn; Durkovich, Caitlin; 
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Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 



Cc: 

Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

Background: IP (POD division) compiles an open source report on critical infrastructure which 
is posted to HSIN. The contract for this service recently changed and the new contractor 
inappropriately conducted some "analysis" to the open source information (in this case). When 
it was brought to my attention the report was pulled (other steps have also been taken) . 
However the fed staff undertook a thorough review and every source is traditional media. The 
report references social media resources but that was found in traditional sources. No 
monitoring of social media took place. 



William F. Flynn 

Acting Assistant Secretary 

Office of Infrastructure Protection 

US Department of Homeland Security 




Original Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 06:47 AM 

To: Boogaard, Peter; Kroloff, Noah; Sandweg, 3ohn; Durkovich, Caitlin; Beland, Michael; 

Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

Based on his review and facts presented to him at the time, Bill Flynn does not believe the 
report in fact reflects folks having scoured the OWS twitter feeds or otherwise accessing 
social media in violation of privacy standards. He is double-checking to confirm. 




Original Message 



From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 11:15 PM 

To: Kroloff, Noah; Sandweg, 3ohn; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 

Davis, Robert M 

Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Cc: 




Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




Original Message 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2012 11:12 PM 

To: Sandweg, Dohn; Boogaard, Peter; Spaulding, 

Davis, Robert M 

Cc: 



Suzanne; Durkovich, Caitlin; Beland, Michael; 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman, Amy 
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Subject: Re: Statement 



Where r we on this 



Original Message 

From: Sandweg, John 

Sent: Tuesday, February 28, 2012 10:26 PM 

To: Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Cc: 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 
Subject: Re: Statement 

Definitely think that the more we can push back on any inaccuracies the better. 

That said, assuming he isn't going to pull down the blog post, with other similar privacy 
related issues out there, we need a clear statement that explains that this report was 
drafted in violation of our privacy standards. 

+ Noah and Amy. 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:21 PM 

To: Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert 

Cc: 



M 

Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Sandweg, John; Callahan, Mary Ellen 
Subject: Re: Statement 




Also looping MEC. 



--< — Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:19 PM 

To: Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert 

Cc: 



M 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Sandweg, John 
Subject: Re: Statement 



Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed 

Original Message 

From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2012 10:04 PM 

To: Durkovich, Caitlin; Boogaard, Peter; Beland, Michael; Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




Subject: Re: Statement 
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Original Message 



From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:43 PM 

To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




Subject: Re: Statement 



DUS Spaulding is out of her speaking engagement and is going to review report, blog and 

statement. 

Caitlin Durkovich 

Chief of Staff 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:24 PM 

To: Durkovich, Caitli n; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: [©ES^I^^^^H Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 



Can you confirm that this accurate? 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 PM 

To: Durkovich, Caitlin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




Subject: Re: Statement 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:03 PM 

To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: [©X©^I^^^^H Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 
Subject: RE: Statement 




If anything, I think we should consider calling Hastings and help him understand our mission 
Original Message 



From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:55 PM 
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To: Beland, Michael; Davis, Robert M; Durkovich, Caitlin; Spaulding, Suzanne 

Cc: [©fiiJi^^^^^^H E P^ e y^ Veronica; Flores, Gina; Flynn, William 
Subject: Re: Statement 



Couple changes. 



Is this accurate? Our FO likes this approach. If there are different opinions, let me know. 




Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 08:35 PM 

To: Davis, Robert M; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: H2K*]jl^^^^^H Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 



We are still working the dates, but, based upon the document and our recollection, it was 
posted to hsin and one cannot access the materials on hsin without a password. Once we get 
the dates, we'll pass them along, but that may not be before you push this out. 



Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 08:20 PM 

To: Belan d, Michael; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: [©I©I^^^^^H E Pl e y* Veronica; Flores, Gina; Flynn, William 
Subject: Re: Statement 



More strongly worded. 
Accurate? 




Original Message --■ — 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 07:55 PM 
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To: Durkovich, Caitlin; Boogaard, Peter; Davis , Robert M; Spaulding, Suzanne 

Epley, Veronica; Flores, Gina; Flynn, William 




Cc: 

Subject: Re: Statement 

+ Mr Flynn, I want to confirm that it was indeed on HSIN, and I am working that 

Michael Beland 



Chief of Staff 

Office of Infrastructure Protection 



National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Durkovichj Caitlin 

Sent: Tuesday , February 28, 2012 07:52 PM 

To: Boogaard, Peter; Davis , Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: H3I©i^^^^^H Epley, Veronica; Flores, Gina 

Subject: RE: Statement 






Can we get the link to the blog post? Need to understand the context . 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday , February 28, 2012 7:50 PM 

To: Davis j Robert M; Spauldingj Suzanne; Beland, Michael 

Cc: [0X©^^^^^^H Epley, Veronica; Flores, Gina; Durkovich, Caitlin 

Subject: Re: Statement 



If we are going this route, we need to oush back 
the individuals who piblished it did so without 



a 





never approved of this approach 
from nppd leadership. 



Original Message 

From: Davis, Robert M 

Sent: Tuesday , February 28, 2012 07:48 

To: Spaulding, Suzann e; Beland, Michael 

Cc; 





Boogaard, Peter; Epiey, Veronica; Flores, Gina; Durkovich, Caitlin 



Subject: Re: Statement 
Suzanne and Mike, 



Rolling Stone has posted 
markings that was posted 
to send to opa asap. 

Here is the link: 



a blog with 

to HSIN 




a link to a document with the DHS seal and nppdy ip 
approval. Here is the draft statement I would like 



http : //wwwl . rollingstone , com/ext ras/13637_DHS%20iP%20Spec ial . pdf 
Please let me know if this is ok. 



Bob 





Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 07:31 PW 

To; Davis, Robert M 

Subject: Statement 

let me know when you have a draft. Thanks man 
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Booaaard, Peter 




From: 

Sent: 

To: 



Cc: 



Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 8:20 AM 

Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John; 

Beland, Michael: Davis, Robert M 

Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
ary tuen; shlossman, Amy 
Re: Statement 




I'm happy to talk with him, but need the talkers. Also, still think we need the pushback 
statement. We have included in the most recent draft that the info came from open source 
material. 



Original Message 

From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 08:16 AM 

To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, 3ohn; 

Beland, Michael; Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 




Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




Caitlin Durkovich 

Chief of Staff 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Flynn, William 

Sent: Wednesday, February 29, 2012 08:08 AM 

To: Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, Dohn; Durkovich, Caitlin; 

Belandj Michael; Davis, Robert M 

Cc: 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

Background: IP (POD division) compiles an open source report on critical infrastructure which 
is posted to HSIN. The contract for this service recently changed and the new contractor 
inappropriately conducted some "analysis" to the open source information (in this case). When 
it was brought to my attention the report was pulled (other steps have also been taken). 
However the fed staff undertook a thorough review and every source is traditional media. The 
report references social media resources but that was found in traditional sources. No 
monitoring of social media took place. 



William F. Flynn 

Acting Assistant Secretary 

Office of Infrastructure Protection 

US Department of Homeland Security 
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Original Message 

From: Spauldingj Suzanne 

Sent: Wednesday , February 29, 2012 06:47 AM 

To: Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin; Beland, Michael; 

Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

Based on his review and facts presented to him at the time. Bill Flynn does not believe the 
report in fact reflects folks having scoured the OWS twitter feeds or otherwise accessing 
social media in violation of privacy standards. He is double-checking to confirm. 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 11:15 PM 



To: Kroloffj Noah; Sandweg, John; Spauldingj Suzanne; Durkovich, Caitlin; Beland, Michael; 



Davis 
Cc: 




rt M 



Epley, Veronica; Floresj Gina; Flynn, William; Hess, David; Grossman 
Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

Plan is to push back on the inaccuracies and issue the statement, but we are waiting on the 

WH. 



Original Message 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2012 11:12 PM 



To: Sandweg, John; Boogaard, 
Davis, Robert M 



Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 



Cc: 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman, i 
Subject: Re: Statement 




Where r we on this 



Original Message 

From: Sandweg, John 

Sent: Tuesday, February 28, 2012 10:26 PM 

To: Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Epley, Veronica; Flores, Gina; Flynn, William; Hess, 
Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 
Subject: Re: Statement 

Definitely think that the more we can push back on any inaccuracies the better. 






; Grossman, 



That said 



assuming he isn't 
related issues out there, we 
drafted in violation of our privacy standards. 



going to pull down the 
need a clear statement 



blog post, with other similar privacy 
that explains that this report was 
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+ Noah and Amy. 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:21 PM 

To: Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert 



M 




Cc: 

Seth; Sandweg, John; Callahan, Mary Ellen 

Subject: Re: Statement 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Also looping MEC. 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:19 PM 

To: Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert 

Cc: 



M 




_ Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Sandweg, John 
Subject: Re: Statement 

Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed 

Original Message 

From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2012 10:04 PM 

To: Durkovich, Caitli n; Boogaard, Peter; Beland, Michael; Davis, Robert M 

Cc: [0¥©^^^^^^^| Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 



Subject: Re: Statement 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:43 PM 

To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: [©I©^^|^^^^| Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 



her speaking engagement and is going to review report, blog and 



DUS Spaulding is out of 
statement. 
Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:24 PM 

To: Durkovich, Caitlin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 
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Cc: 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 



Subject: Re: Statement 



Can you confirm that this accurate? 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 PM 

To: Durkovich, Caitlin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




Subject: Re: Statement 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:03 PM 

To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




Subject: RE: Statement 




If anything, I think we should consider calling Hastings and help him understand our mission 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:55 PM 

To: Beland, Michael; Davis, Robert M; Durkovich, Caitlin; Spaulding, Suzanne 

Cc: [©ES^^^HI^I Epley; Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 



Couple changes. 

Is this accurate? Our FO likes this approach. If there are different opinions, let me know 




Original Message 
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From: Beland, Michael 

Sent: Tuesday, February 28, 2012 08:35 PM 

To: Davis, Robert M; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: [©ES^^^^^^H Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 



We are still working the dates, but, based upon the document and our recollection, it was 
posted to hsin and one cannot access the materials on hsin without a password. Once we get 
the dates, we'll pass them along, but that may not be before you push this out. 



Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 08:20 PM 

To: Beland, Michael; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William 




Subject: Re: Statement 



More strongly worded. 
Accurate? 




Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 07:55 PM 

To: Durkovich, Caitli n; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 

Cc: [©I©^^^^^^^| Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 



+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that. 



Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 



From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 07:52 PM 

To: Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne; Beland, Michael 
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Cc: 




Epley, Veronica; Flores, Gina 



Subject: RE: Statement 



Can we get the link to the blog post? Need to understand the context. 




-■ Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 PM 

To: Davis, Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: 



Epley, Veronica; Flores, Gina; Durkovich, Caitlin 
Subject: Re: Statement 

If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 

Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 07:48 PM 

To: Spaulding, Suzanne; Beland, Michael 

Cc: 




Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 



Subject: Re: Statement 



Suzanne and Mike, 



Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 
markings that was posted to HSIN without approval. Here is the draft statement I would like 
to send to opa asap. 



Here is the link: 



http : //wwwl . rollingstone . com/extras/13637_DHS%20IP%20Special . pdf 



Please let me know if this is ok. 



Bob 




Original Message 

From: Boogaard, Peter 
Sent: Tuesday, February 
To: Davis, Robert M 
Subject: Statement 



28, 2012 07:31 PM 



let me know when you have a draft. Thanks man 
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Booaaard. Peter 




From: 
Sent: 
To: 
Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 8:15 AM 

Chandler, Matthew; Colburn, Brent 

Re: Hastings 




Just talked to our chief privacy officer. At the very least they violated the situational awareness pii because these 
individuals did not havew the authority to be looking at social media and drawing cinclusions based on that analysis. 
That is why we changed the language to privacy standards. 




From : 

Sent: Wednesday, February 29, 2012 08:09 AM 

To: Boogaard, Peter; Chandler, Matthew; Colburn, Brent 

Subject: RE: Hastings 



In statements to press recently? 




Original Message— 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:08 AM Eastern Standard Time 

To: Chandler, Matthew; Stevens, Clark; Colburn, Brent 

Subject: Re: Hastings 



And we stated a number of tmes that our privacy standards precluded us from monitoring the protests 



From: Chandler, Matthew 

Sent: Wednesday, February 29, 2012 08:06 AM 

To: 




Boogaard, Peter; Colburn, Brent 



Subject: Re: Hastings 



Its on HSIN - basically all fusion centers and a fair number of state and locals. 



The doc was released by wikileaks however 




From: 

Sent: Wednesday, February 29, 2012 08:04 AM 

To: Boogaard, Peter; Colburn, Brent 

Cc: Chandler, Matthew 

Subject: RE: Hastings 



Who has access to the network? Also, how does it violate privacy policy if it's all from articles? 



Original Message- 
Front: Boogaard, Peter 
Sent: Wednesday, February 29, 2012 07:27 AM Eastern Standard Time 
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To: Stevens, Clark; Colburn, Brent 
Cc: Chandler, Matthew 
Subject: Re; Hastings 



Yes. But without authorization 



► 




From: 

Sent: Wednesday, February 29, 2012 07:26 AM 

To: Boogaard, Peter; Colburn, Brent 

Cc: Chandler, Matthew 

Subject: Re: Hastings 

Just so I'm clear, it was dhs employees. Correct? 



From: Boogaard, Peter 
Sent: 




To 




, February 29, 2012 07:25 AM 
Colburn, Brent 



Cc: Chandler, Matthew 
Subject: Re: Hastings 




How 




this? 





From: 

Sent: Wednesday, February 29, 2012 07; 20 AM 
To; Colburn, Brent; Boogaard, Peter 
Cc; Chandler, Matthew 
Subject: Re: Hastings 



Saw that, pis circulate updated draft 




From: Colburn, Brent [mailto 

Sen t: Wednesday, February 29, 2012 07:15 AM 

Cc: Chandler, Matthew 
Subject: Re: Hastings 




Looks like this was in playbook this AM, so expect follow ups-Pete, can you work the changes below? 




From: 

Sent: Wednesday, February 29, 2012 07:14 AM 

To: Colburn, Brent; Boogaard, Peter 

Cc: Chandler, Matthew 

Subject: Re: Hastings 
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From: Colburn, Bren 

Sent: Tuesday, February 28, 2012 11:00 PM 

To: Boogaard, Pete 

Cc: Chandler, Matthew 

Subject: Re: Hastings 








-second thoughts on deploying? Still think its good to get in there if 





From: Boogaard, Peter 

: Tuesday, February 28, 2012 10:52 PM 

To ;' 

Cc: Colburn, Brent; Chandler, Matthew 

: Re 





Any updates? 



From: Boogaard, Peter 

Sen t: Tuesday, February 28, 2012 10:33 PM 

To: 

Cc: Colburn, Brent; Chandler, Matthew 
Subject: Re: Hastings 



No 




From : 

Sent: Tuesday, February 28, 2012 10:21 PM 

To: Boogaard, Peter 

Cc: Colburn, Brent; Chandler, Matthew 

Subject: RE; Hastings 



Have you gotten any more qs? 



Original Message— 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:08 PM Eastern Standard Time 

To: 





Cc: Colburn, Brent; Chandler, Matthew 
Subject: Hastings 



Proposed statement. Let me know when we are good to send. 
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Boogaard, Peter 




From: 
Sent: 
To: 
Su 



Boogaard, Peter 

Wednesday, Februan/ 29, 2012 8:08 AM 




■ 




Colburn, Brent 



And we stated a number of tmes that our privacy standards precluded us from monitoring the protests. 



From: Chandler, Matthew 

Sent: Wednesday, February 29, 2012 08:06 

To: 





Boogaard, Peter; Colburn, Brent 



Subject: Re: Hastings 



Its on HSIN - basically all fusion centers and a fair number of state and locals. 



The doc was released by wikileaks however 




From: 

Sent: Wednesday, February 29, 2012 08:04 AM 

To: Boogaard, Peter; Colburn, Brent 

Cc: Chandler, Matthew 

Subject: RE: Hastings 



Who has 




to the network? Also, how does it violate privacy policy if it's all from articles? 



Original Message— 

From: Boogaard, Peter 




Sent: Wednesday. February 29, 2012 07:27 AM Eastern Standard Time 

Colburn, Brent 




Cc: Chandler, Matthew 
Subject: Re: Hastings 



Yes. But without authorization. 




From: 

Sent: Wednesday, February 29, 2012 07:26 AM 

To: Boogaard, Peter; Colburn, Brent 

Cc: Chandler, Matthew 

Subject: Re: Hastings 



Just so I'm clear, it was dhs employees. Correct? 




From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 07:25 AM 

To: Stevens, Clark; Col burn, Brent 

Cc: Chandler, Matthew 

Subject: Re: Hastings 
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How about this? 





From: 

Sent: Wednesday, February 29, 2012 07:20 AM 

To: Coiburn, Brent; Boogaard, Peter 

Cc: Chandler, Matthew 

Subject: Re: Hastings 



Saw that, pis circulate updated draft 




From: Coiburn, Brent 

Sent: Wednesday, February 29, 2012 07:15 AM 

To: Stevens, Clark; B 

Cc: Chandler, Matthew 

Subject: Re: Hastings 




Looks like this was in playbook this AM, so expect follow ups~Pete, can you work the changes below? 




From: 

Sent: Wednesday, February 29, 2012 07:14 AM 
To: Coiburn, Brent; Boogaard, Peter 
Cc: Chandler, Matthew 
Subject: Re: Hastings 



Were the individuals who posted it employees? Also - can we add that the document was a collection of information 
from public sources? 



From: Coiburn, Brent 
Sent: Tuesday, Februa 
To: Boogaard, Peter 
Cc: Chandler, Matthew 
Subject: Re: Hastings 




28,2012 11:00 PM 





second thoughts on deploying? Still think its good to get in there if possible 



From: Boogaard, Peter 

Sen t: Tuesday, February 2 8, 2012 10:52 PM 

To: 

Cc: Coiburn, Brent; Chandler, Matthew 
Subject: Re; Hastings 



Any updates? 
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From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:33 

To: 





Cc: Colburn, Brent; Chandler, Matthew 
Subject: Re: Hastings 



No. 




From: 

Sent: Tuesday, February 28, 2012 10:21 

To: Boogaard, Peter 

Cc: Colburn, Brent; Chandler, Matthew 

Subject: RE: Hastings 



Have you gotten any more qs? 




Original Message— 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:08 PM Eastern Standard Time 

To: „___ 

er, Matthew 




Cc: Colburn, Brent; 
Subject; Hastings 




Proposed statement. Let me know when we are good to send. 
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Booqaard, Peter 




From: 

Sent: 
To: 

Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 7:41 AM 

Sandweg, John; Kroloff, Noah; Colburn, Brent; Callahan, 

Shl05sman, Amy; Grossman, Seth; Peacock, Netson 

Re: Michael Hastings 




Ellen; Chandler, Matthew, 



This is the updated statement we are working with- Still waiting for clearance 




Original Message 

From: Sandweg , John 

Sent: Wednesday , February 29, 2012 07:35 AM 

To: Kroloffj Noah; Colburn, B 

Shlossman, Amy; Grossman, Seth; 




Boogaard, Peter; 
, Nelson 



Callahan, Mary Ellen; Chandler, Matthew; 




Subject: Re: Michael Hastings 



+ Nelson, 







07:29 AM 



— — Original Message 

From: Kroloffj Noah 
Sent: Wednesday, February 29, 
To: Colburn, Brent; Boogaard, Peter; Callahan, 
Shlossman, Amy; Grossman, Seth 
ect: Re: Michael Hastings 



Mary Ellen; Sandweg, John; Chandler, Matthew 








_~, — Original Message ■- 

From: Colburn, Brent 

Sent: Wednesday, February 29, 2012 87:19 AM 

To: Boogaard, Peter; Callahan, Mary Ellen; Sandwe 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 



John; Kroloff, Noah; Chandler, Matthew; 





inal Message -- — 
From: Boogaard, Peter 

Sent: Tuesday, February 28j 2012 10:07 PM 
To: Colburn, Brent; Callahan, 
Shlossman, Amy; Grossman, Seth 




Ellen; Sandweg, John; Kroloff, Noah; Chandler, Matthew; 



134 



Subject: Re: Michael Hastings 



sending to 





Original Mes 

From; Colburn, Brent 

Sent: Tuesday, February 28, 2012 10:05 PM 

To: Boogaard, Peter; Callahan, Mary Ellen; Sandweg, John; Kroloff , Noah; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 

Concur- -and Pete, WH Comms is good with this response too, right? 



*■ Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:00 PM 

To: Callahan, Mary Ellen; Sandweg, John; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 

Thanks, 



Original Message ■- 

From: Callahan, Mary Ellen 

Sent: Tuesday, February 28, 2012 09:58 PM 

To: Sandweg, John; Boogaard, Peter; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 

Subject: RE: Michael Hastings 



Concur, 






Original Message 

From: Sandweg, 3ohn 

Sent: Tuesday, February 28, 2012 9:57 PM 

To: Boogaard, Peter; Callahan, Mary Ellen; Kroloff, 

Shlossman, Amy; Grossman, Seth 

ect: Re: Michael Hastings 




; Colburn, Brent; Chandler, Matthew; 




Based on all the other ongoing related issues, this seems appropriate- 

— *-- Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2612 09:40 PM 

To: Sandweg, John; Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew 

Shlossman* 




; Grossman, Seth 
Subject: Re: Michael Hastings 



Caitlin durkovith 




Original Message 

From: Sandweg, John 

, February 28, 2012 09:36 PM 
To: Boogaard, Peter; Callahan, Mary Ellen; 
Shlossman, Amy; Grossman, Seth 
Subject: Re: Michael Hastings 





off, 




; Colburn, Brent; Chandler 
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Who in NPPD? 



Original Message --■ — 

From: Boogaardj Peter 

Sent: Tuesday , February 28, 2612 99:34 PM 

To: Callahan, Mary Ellen; Kroloff, Noah; Colburn, 

Sandweg, John; Grossman, Seth 

Subject: Re: Michael Hastings 



Brent; Chandler, Matthew; Shlossman, Amy; 




says it is accurate, but has concerns we are over reacting- I disagree, but wanted to 
make sure others didn't have a similar opinion. 



Final statement is below 



* 




Original Message 

From; Boogaard, Peter 
Sent: Tuesday, February 28, 2012 09:01 
To: Callahan, Mary Ellen; Kroloff, Noah 
Sandweg, John; Grossman, Seth 
Subject: Re: Michael Hastings 



PM 






Colburn, Brent; Chandler, Matthew; Shlossman, Amy; 






I don't think we lose too much with privacy standards. 



— ,.- Original Message 

From: Callahan, Mary Ellen 

Sent; Tuesday , February 28, 2012 08:59 PM 

To: Boogaard, Peter; Kroloff, Noah; Colburn, 

Sandweg, John; Grossman, Seth 

Cc: Callahan, Mary Ellen 

Subject: RE: Michael Hastings 



Brent; Chandler, Matthew; Shlossman, Amy; 




I will reach out to the 
issue. 




privacy officer to start to engage on compliance with this 






Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:54 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John; 

Grossman, Seth; Callahan, Mary Ellen 

Subject: Re: Michael Hastings 

Confirming with nppd leadership right now, 
. Original Message 
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From: Kroloff, Noah 
Sent; Tuesday, 
To: Boogaard, Peter; 
Grossman, Seth; Call 

: Re: Michael 





February 28, 2012 08:52 PM 

Colburn, Brent; Chandler, 

, Mary Ellen 
Hastings 



Matthew; Shlossman, Amy; Sandweg, John; 




I think this is pretty good. Is it accurate? 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2812 08:46 PM 
To: Kroloff, Noah; Colburn, Brent; Chandler, 
Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 



Matthew; Shlossman, Amy; Sandweg, lohnj 



Proposed statement. Thoughts? We may want to add in 
gathered coming from open source media. 



something about all of the information 




— *- Original Message 

From: Boogaard, Peter 

Sent; Tuesday, February 28, 2012 07:50 PM 
To: Kroloff, Noah; Colburn, 
iect: Michael Hastings 



Brent; Chandler, Matthew; Shlossman 




Sandweg, Dohn 
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Boogaard, Peter 




From: 
Sent: 
To: 
Cc: 

Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 7^28 AM 

Colburn, Brent 

Chandler, Matthew 
Re: Hastings 




Yes, But without authorization. 




From: 

Sent: Wednesday, February 29, 2012 07;26 AM 

To: Boogaard, Peter; Colburn, Brent 

Cc: Chandler, Matthew 

Subject: Re: Hastings 



Just so I'm clear, it was dhs employees. Correct? 




From: Boogaard, Peter| 

Se nt: Wednesday, February 29, 2012 07:25 AM 

Cc: Chandler, Matthew 
Subject: Re: Hastings 




How about this? 





From: 

Sent: Wednesday, February 29, 2012 07:20 AM 

To: Colburn, Brent; Boogaard, Peter 
Cc: Chandler, Matthew 
Subject: Re: Hastings 



Saw that, pis circulate updated draft. 




From: Colburn, Brent 

Sent: Wednesday, February 29, 2012 07:15 AM 

To: 



Boogaard, Peter 





Cc: Chandler, Matthew 
Subject: Re: Hastings 




Looks like this was in playbook this AM, so expect follow ups--Pete, can you work the changes below? 
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From: 

Sent: Wednesday, February 29, 2012 07:14 AM 

To: C&lburn, Brent; Boogaard, Peter 

Cc: Chandler, Matthew 

Subject: Re: Hastings 






Were the individuals who posted it employees? Also - can we add that the document was a collection of information 
from public sources? 




From: Colburn, Brent 

Sent: Tuesday, February 28, 2012 11:00 PM 

To: Boogaard, Peter 




Cc: Chandler, Matthew <Matthew,Chandler@HQ.DHS.GOV> 
Subject: Re: Hastings 

3lsecond thoughts on deploying? Still think its good to get in there if possible. 



From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:52 PM 

To: 




Cc: Colburn, Brent; Chandler, Matthew 
Subject: Re: Hastings 






Any updates? 



From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:33 PM 

To: 




Cc: Colburn, Brent; Chandler, Matthew 
Subject: Re: Hastings 



No, 




From: 

Sent: Tuesday, February 28, 2012 10:21 PM 

To: Boogaard, Peter 

Cc: Colburn, Brent; Chandler, 

Subject: RE: Hastings 




Have you gotten any more qs? 



Original Message 

From: Boogaard, Peter 




Sent: Tuesday, February 28, 2012 10:08 PM Eastern Standard Time 




Cc: Colburn, Brent; Chandler, Matthew 
Subject: Hastings 
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Proposed statement. Lei me know when we are good to send 
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Booqaard, Peter 




From: 

Sent: 

To: 

Cc: 

Subject: 



Boogaard, Peter 

Wednesday, Febru a 

Chandler, Matthew 
Re; Hastings 



29.2012 7:25 




olburn, Brent 



How about this? 





From: 

Sent: Wednesday, February 29, 2012 07:20 AM 
To: Colburn, Brent; Boogaard, Peter 
Cc: Chandler, Matthew 
Subject: Re: Hastings 



Saw that, pis circulate updated draft. 




From: Colburn, Brent 

Sen t: Wednesday, February 29, 2012 07:15 AM 

Cc: Chandler, Matthew 
Subject: Re: Hastings 




Looks like this was in playbook this AM, so expect follow ups-Pete, can you work the changes below? 




From: 

Sent: Wednesday, February 29, 2012 07:14 AM 

To: Colburn, Brent; Boogaard, Peter 
Cc: Chandler, Matthew 
Subject: Re: Hastings 





From: Colburn, Brent 

Sent: Tuesday, February 28, 2012 11:00 PM 

To: Boogaard, Peter 

Cc: Chandler, Matthew 

Subject: Re: Hastings 
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Clark-second thoughts on deploying? Still think its good to get in there if possible. 




28, 2012 10:52 PM 



From: Boogaard, 
Sent: Tuesda 
To: 

Cc: Colburn, Brent; Chandler, Matthew 
Subject: Re: Hastings 




Any updates? 



From: Boogaard, Peter 

Sen t: Tuesday, February 28, 2012 10:33 PM 

To: 

Cc: Colburn, Brent; Chandler, Matthew 

: Re: Hastings 





No 




From: 

Sent: Tuesday, February 28, 2012 10:21 PM 

To: Boogaard, Peter 

Cc: Colburn, Brent; Chandler, Matthew 

Subject: RE: Hastings 



Have you gotten any more qs? 



Original Message 



From: Boogaard, Peter 






28, 2012 10:08 PM Eastern Standard 




To: Stevens, Clark 

Cc: Colburn, Brent; Chandler, Matthew 

Subject: Hastings 



Proposed statement. Let me know when we are good to send. 
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Boogaard, Peter 




From: 

Sent: 

To: 

Cc: 

Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 7:20 AM 

Colburn, Brent; 





n 





Re: Hastings 



Yes 



From: Colburn, Brent 

Sent: Wednesday, February 29, 2012 07:15 AM 

To: 




Boogaard, Peter 



Cc: Chandler, Matthew 
Subject: Re: Hastings 






Looks like this was in playbook this AM, so expect follow ups--Pete, can you work the changes below? 



From: 





: Wednesday, February 29, 2012 07:14 AM 
To: Colburn, Brent; Boogaard, Peter 
Cc: Chandler, Matthew 
Subject: Re: Hastings 





From: Colburn, Bren 

Sent: Tuesday, February 28, 2012 11:00 PM 

To: Boogaard, Peter 

Cc: Chandler, Matthew 

Subject: Re: Hastings 





second thoughts on deploying? Still think its good to get in there if possible 



From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:52 PM 

To: 




Cc: Colburn, Brent; Chandler, Matthew 
Subject: Re; Hastings 



Any updates? 



From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:33 

To: 





Cc: Colburn, Brent; Chandler, Matthew 
Subject: Re: Hastings 
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No 





Sent: Tuesday, February 28, 2012 10:21 PM 
To: Boogaard, Peter 
Cc: Golburn, Brent; Chandler, Matthew 
Subject: RE: Hastings 




^e you gotten any more 





— Original Message— 
From: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 10:08 PM Eastern Standard Time 



. Matthew 






Cc: Colbum, Brent; 
Subject: Hastings 




Proposed statement. Let me know when we are good to send. 
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Booqaard, Peter 




From: 




To: 



Cc 



4 



Subject: 



Boogaard, Peter 

Tuesday, February 28, 2012 11:15 PM 

Kroloff, Noah; Sandweg, John; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 

Davis. Robert M_ 

Epley, Veronica; Floras, Gina; Flynn, William; Hess, David; Grossman, 
llahan, Mary Ellen; Shlossman, Amy 
Re; Statement 





Original Message 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2012 11:12 PM 

To: Sandweg, 3ohn; Boogaard, Peter; Spaulding, 

Davis • Robert M 

Cc: 




Epley, Veronica; Flores, 
Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



Suzanne; Durkovich, Caitlin; Beland, Michael; 
Gina; Flynn, William; Hess, David; Grossmanj 



Where r we on this 



Original Message 

From: Sandweg, John 

Sent: Tuesday, February 28, 2012 10:26 PM 

To: Boogaard^Peter^Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Cc: H3ESHHHHH Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 

Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 

Subject: Re: Statement 

Definitely think that the more we can push back on any inaccuracies the better. 

That said, assuming he isn't going to pull down the blog post, with other similar privacy 
related issues out there, we need a clear statement that explains that this report was 
drafted in violation of our privacy standards. 

+ Noah and Amy, 



Original Message 

Boogaard, Peter 

Tuesday, February 28 , 2012 10:21 
To: Soauldin 



F rom : 
Sent: 



PM 



Suzann e; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Cc: „^^^^^_ 

Seth; Sandweg, 3ohn; Callahan, Mary Ellen 

Subject: Re: Statement 



Also looping MEC. 

Original Message ----- 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:19 PM 

To: Spauldin g^ Suzann e; Durkovich, Caitlin; Beland, Michael; Davis j Robert M 

Cc: 

Seth; Sandweg. lohn 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 





ect: Re: Statement 

Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed 

Original Message 

From: Spaulding, Suzanne 

nt: Tuesday j February 28 , 2012 10:04 PM 
To: Durkovich, Caitlin; Boogaard, Peter; Beland, Michael; Davis, Robert M 

Epley, Veronica; Flores, Gina; 
Subject: Re: Statement 




Cc: 




Flynn, William; Hess, David 




PM 



Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:43 

To: Booga ard^Pet ei^ Bel and , Michael; 

Cc: S^fiSJHUB Epley, Veronica; Flores 
Subject: Re: Statement 




, Robert M; Spaulding, 
Gina; Flynn, William; 




ne 
Hess. David 



> 




ing engagement and is going to review report, blog and 



DUS Spaulding is out of her s 

statement, 

Caitlin Durkovich 

Chief of Staff 

National Protection and Programs Directorate U.S, Department of Homeland Security 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 99:24 

To: Durkovichj Caitlin; Beland, Michael 

Cc: |^^m Epley, Veronica; 
Subject: Re: Statement 



PM 

; Davis, Robert M; Spaulding, Suzanne 

Flores, Gina; Flynn, William; Hess, David 



Can you 



a 




rm that this accurate? 



-*■ — Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 

To: Durkovich, Caitli n; Beland, Mi 

Cc: 



Epley, Veronica; 





PM 

; Davis, Robert M; Spaulding, 
Flores, Gina; Flynn, William; 



Suzanne 
Hess, David 



Subject: Re: Statement 




Original Message 



From: Durkovich, Caitlin 
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Sent: Tuesday, February 28, 2012 09:03 PM 
To: Boogaard, Peter; Belandj Michael; Davis 
Cc: 



j 





Subject: RE: Statement 



Epley, Veronica; Flores 



i 



rt M; Spaulding, 
Gina; Flynn, William; Hess, David 







If anything, I think we should consider calling Hastings and help him understand our mission 

-■ Original Message — ■-- 

From: Boogaard, Peter 

Sent; Tuesday, February 28, 2012 8:55 PM 

To: Belandj M ichael; Davis, Robert M; Durkovich, Caitlin; Spaulding, Suzanne 

Cc: [©E*9flflflHiH Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 



Couple changes. 

Is this accurate? Our FO likes this approach. If there are different opinions, let me know 




Original Message 

From: Bel and, Michael 

Sent: Tuesday, February 28, 2012 08:35 PM 

To: Davis » Robert M; Durkovich. Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: dUAlSI^^I^^^H Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 

We are still working the dates, but, based upon the document and our recollection, it was 



posted 
the 




to hsin and one cannot access the materials on hsin without a password. Once we get 
s, we'll pass them along, but that may not be before you push this out. 



Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 
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- Original Message 

: Davis j Robert M 
Sent: Tuesday, February 28, 2012 08:20 PM 
To: Beland^Jichae^Durkovich, Caitlin; Boogaard, Peter 

Cc: Q^E^JHHHH E Pley, Veronica; Flores, 6ina; Fly 
Subject: Re: Statement 




Spaulding, 
, William 



uzanne 






More strongly worded. 
Accurate? 




Original Message 

From: Beland, Michael 

Sent: Tuesday , February 28, 2012 07:55 PM 

To: Durkovid^Ca^jlin; Boogaard, Peter; Davis, Robert M; Spauld 

Cc: [©ESHiHHH Epley, Veronica; Flores, Gina; Flynn, 

Subject: Re: Statement 



ing, 
William 



Suzanne 



+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that 



Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 



National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message -- — 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 07:52 PM 

To: Boocaard^Peter: Davis, Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: (©EuhHHH^H Epley* Veronica; Flares, Gina 
Subject: RE: Statement 






Can we get the link to the blog post? Need to understand the context 



-. — Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 PM 

To: Davis Robert M: Spaulding, Suzanne; Beland, Michael 

Cc: S39Qj9HHflifli E Pl e y> Veronica; FloreSj Gina; Durkovich, 
Subject: Re: Statement 







If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 



Ori 




From: Davis 



Mess 
Robert 




M 



Sent: Tuesday, February 28, 2912 07:48 PM 



148 



To: Spaulding, Suzanne; Beland, Michael 



Cc: 

Subject: Re: Statement 



Boogaardj Peter; Epley 1 Veronica; Flores> Gina; Durkovich, Caitlin 



Suzanne and Mike,, 



Rolling Stone has posted 
markings that was posted 
to send to opa asap. 

Here is the link: 



a blog with 
to HSIN wi 




a link to a document with the DHS seal and nppd/ ip 
approval- Here is the draft statement I would like 



http://wwwl.rollingstone,com/extras/13637_DHS%20IP%20Special,pdf 



Please let me 




if this is ok. 



Bob 




— <-- Original Message 
From: Boogaard, Peter 
Sent: Tuesday, February 
To: Davis, Robert M 
Subject: Statement 



28. 2012 07:31 PM 



let me know when you have a draft. Thanks man 
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Boogaard, Peter 



From: 

Sent: 
To: 

ect: 




Boogaard, Peter 

Tuesday, February 28, 2012 11:03 PM 

Colburn, Brent 

Re: Hastings 



So I'm holding. Just to be clear 




From: 

Sent: Tuesday, February 28, 2012 11:01 PM 
To: Boogaard, Peter 
Cc: Colburn, Brent; Chandler, Matthew 
Subject: Re: Hastings 






This doesn't explain what it is or why it was put together - which seems to be the focus. Not sure I'm gonna hear back 
but if I do will circle back. 



* 




From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:52 PM 
To: 




Cc; Colburn, Brent 
Subject: Re: Hastings 




Chandler, Matthew 




Any updates? 



From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:33 PM 

To: 




Cc: Colburn, Brent; Chandler, Matthew 
Subject: Re: Hastings 



No. 




From: 

Sent: Tuesday, February 28, 2012 10:21 PM 
To: Boogaard, Peter 
Cc: Colburn, Brent; Chandler, Matthew 
Subject: RE: Hastings 




you gotten any more qs? 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:08 PM 

To: 






Cc: Colburn, Brent; Chandler, Matthew 
Subject: Hastings 



Standard Time 



ISO 



Proposed statement. Let me know when we are good to send. 
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Booaaard, Peter 




From: 

Sent: 

To: 

Cc: 

Subject: 






Boogaard, Peter 

Tuesday, February 28, 2012 10:52 PM 



olburn, Brent; Chandler, Matthew 
Re: Hastings 



Any updates? 



From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:33 PM 

To: 




Cc: Colburn, Brent; Chandler, Matthew 
Subject: Re: Hastings 



No 




From: 

Sent: Tuesday, February 28, 2012 10:21 PM 

To: Boogaard, Peter 

Cc: Colburn, Brent; Chandler, Matthew 

Subject: RE: Hastings 



Have you gotten any more qs? 



Original Message 

From: Boogaard, Peter 




Sent: Tuesday, February 28, 2012 10:08 PM Eastern Standard Time 
To: 




Cc: Colburn, Brent; Chandler, Matthew 
Subject: Hastings 



Proposed statement. Let me know when we are good to send. 




Booaaard, Peter 





Boogaard, Peter 

Tuesday, February 28, 2012 10:34 PM 




Colburn, Brent; Chandler Matthew 
Re: Hastings 



No. 




From: Stevens, Clar 



Sent: Tuesday, February 28, 2012 10:21 PM 
To: Boogaard, Peter 
Cc: Colburn, Brent; Chandler, Matthew 
Subject. RE: Hastings 



Have you gotten any more qs? 



Original Message — — 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 




Standard Time 




Cc: Colburn, Brent; Chandler, Matthew 
Subject: Hastings 



Proposed statement. Let me know when we are good to send. 





Booqaard, Peter 




From: 
Sent: 
To: 
Cc: 

Subject: 



Boogaard, Peter 

Tuesday, February 28, 2012 10:21 PM 

Soauldina^uzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

[0l@HHIH Epley, Veronica; Floras, Gina. Flynn, William; Hess T David; Grossman, 

Seth Sandweg, John; Callahan, Mary Ellen 

Re; Statement 



Also looping MEC. 



F rom : 
Sent: 
To: S 
Cc: 



Original Message 

Boogaard, Peter 

Tuesday, February 28, 2012 19:19 PM 

Suzann e; Durkovich, Caitlin; Beland, Michael; Davis, Robert 

Epley, Veronica; Flores, Gina; Flynn, William; Hess, 




M 

David; 



Grossman, 



Seth; Sandweg, John 
ect: Re: 








Looping Sandweg and Grossman, I think we need to move forward with the statement we proposed. 

— .„ Original Message 

From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2012 10:04 PM 

To: Durkovich, Caitli n; 
Cc: 






ey 



ard, Peter; Beland, 
Veronica; Flores, Gina; 




; Davis , Robert M 
Flynn, William; Hess, David 




iect: Re: Statement 




Original Message 

From; Durkovich, Caitlin 
Sent: Tuesday, February 28, 
To: Boogaard > Peter; Belandj 
Cc: 





09:43 PM 

Michael; Davis, Robert M; Spaulding, Suzanne 
Veronica; Flores, Gina; Flynn, William; Hess, 



David 



Subj 



ect: Re; Statement 



her speaking engagement and is going to review report, blog and 



DUS Spaulding is out of 
statement . 
Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U.S. Department of Homeland 





Original Message 

From: Boogaard, Peter 
Sent: Tuesday, February 
To: Durkovich, Caitlin; 



— -* — _ «r 



28, 2012 09:24 PM 

Beland, Michael; Davis, Robert M; Spaulding, Suzanne 
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Cc: 



Subject: Re: Statement 



Epleyj Veronica; Flores, Gina; Flynn, William; Hess, David 



Can you confirm that this accurate? 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:97 PM 

To: Durkovi ch. Caitlin; Beland, Michael; Davis, Robert M; Spaulding, 

Cc: SSESHHIIH Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 



Suzanne 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28 , 2012 09:03 PM 

To: B oo ea a rd. Peter: Beland , Michael; Davis, Robert M; Spaulding, 

Cc: Q^Q^mKB^HI Epley, Veronica; Flores, Gina; Flynn, William; 

Subject: RE: Statement 




nne 
Hess, David 




If anything, I think we should consider calling Hastings and help him understand our mission 
Original Message 



From: Boogaard, Peter 

Sent: Tuesday , February 28, 2012 8:55 PM 

To: Beland^J^haejU Davis, Robert M; Durkovich, Caitlin; Spaulding, 

Cc: l^mH Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 



Suzanne 



Couple changes. 

Is this accurate? Our FO likes this approach. If there are different opinions, let me know 







Original Message 
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From: Belaud* Michael 

Sent: Tuesday 3 February 28, 2012 08:35 PM 

To: Pa vis, Roberl: H ; Ourkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: QSfiSlHHHHi Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 



We are still working the dates , but 
posted to hsin and one cannot ac 
the dates, we'll pass them along 



j based upon the document 
cess the materials on hsin 
, but that may not be before 



and our recollection, it was 




out a password. Once we get 
you push this out. 






Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message ----- 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 08:20 PM 

To: Beland, Michael; Durkovich, Caitlin; Boogaard, Peter; 

Epley, Veronica; Flores, Gina; Flynn, 
Subject: Re: Statement 






ing, Suzanne 



am 



More strongly worded. 
Accurate? 




Original Message *• 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 07:55 PM 

To: Pur kovichj Ca^lin ; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 
Cc: [j^^HHHI Epley, Veronica; Flores, Gina; Flynn. William 

: Re: Statement 





+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that. 



Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 




----- Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 07:52 PM 

To: Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne; Beland, Michael 
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ey, Veronica; Flores, Gina 



Subjec 



Can we get the link to the blog post? Need to understand the context 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 PM 



To: 




vis. Rob 




M 




Suzanne; Beland, Michael 



Cc: McConnell, Scott; Epley, Veronica; Floresj Gina; Durkovich, Ca 
ect: Re: Statement 




n 




If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished It did so without approval from nppd leadership. 

-- — Original Message 

: Davis, Robert M 




Sent: Tuesday 




February 28, 2012 07:48 PM 

Beland, Michael 
Boogaard, Peter; Epley, Veronica; 







, Gina; Durkovich, Caitlin 






Suzanne and Mike 



Rolling Stone has posted a blog with a link to a docu 
markings that was posted to HSIN without approval. Here 
to send to opa asap. 




with the DHS seal and nppd/ ip 
is the draft statement I would like 



Here is the link 



■t 



http://wwwl,rollingstone,com/extras/13637_DHS%20IP%20Special. 
Please let me know if this is ok, 






-- — Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 07:31 PM 

To: Davis, Robert M 

Subject: Statement 

let me know when you have a draft. Thanks man 
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Boogaard, Peter 




Sent: 

To: 

Cc: 




Boogaard, Peter 

Tuesday, February 28, 2012 10:20 PM 

Sga^dinQ^uzanne; Durkovich, Caittin; Beland, Michael; Davis, Robert M 

P^m| Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 

setn; Sandweg, John 

Re: Statement 



Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed 
Original Message 



From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2012 10:04 PM 

To: Durkovich^Ca^^ n ; Boogaard, Peter; Beland, Michael; Davis, Robert M 

Cc: S3K@HBHH E Pl G y> Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 




Original Message — — 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 69:43 PM 

To: Boogaard, Peter; Beland 

Cc: 



Subj 




Michael; Davis, Robert M; Spaulding, Suzanne 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 



ect: Re: Statement 



her speaking enga 




and is going to review report, blog and 



DUS Spaulding is out of 
statement. 

Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U.S. Department of Homeland Security 








----- Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:24 

To: Durkovich^Caitlin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc 33ESHHHH Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 



Can you confirm that this accurate? 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 PM 

To: Durkovichj Caitli n; Beland, Michael; Davis, Robert 

Cc : 



Epley, Veronica; Flores, Gina; 

1S8 




M; Spaulding, Suzanne 
n, William; Hess, David 




Subject: Re: Statement 







— -. Original Message 

From: Durkovich, Caitlin 
Sent: Tuesday, February 28 3 2012 09:03 PM 
To: Boogaard, Peter; Beland, Michael; Davis, 
Cc: McConnell, Scott; Epley, Veronica; Flores 
Subject: RE: Statement 



Robert M; Spaulding, Suzanne 

, Gina; Flynn, William; Hess, David 




If anything, I think we should consider calling Hastings and help him understand our mission, 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday 3 February 28, 2012 8:55 PM 

To: Beland, Michael; Davis, Robert M; Durkovich, Caitlin; Spaulding, Suzanne 
Cc: McConnell, Scott; Epley, Veronica; Flores, Gina; Flynn, William 
ect: Re: Statement 




Couple changes 



Is this accurate? Our FO likes this approach. If there are different opinions, let me know 




Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 08:35 PM 
To: Davis, Robert M; Durkovich, Caitlin; Boogaard, Peter; 
Cc: McConnell, Scott; Epley, Veronica; Flores, Gina; Flynn, 

r Re: Statement 




ing, Suz 

William 






We are still working the dates, but, based upon the document and our recollection, it was 
posted to hsin and one cannot access the materials on hsin without a password. Once we get 
the dates, we'll pass them along, but that may not be before you push this out. 
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Michael Beland 



Chief 




Staff 



Office of Infrastructure Protection 



National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message ---- 



From: Davis , Robert M 
Sent: Tuesday , February 
To: Beland, Michael 






28. 2012 08:20 PM 



Cc 



■ 




9 




Durkovich, Caitlin; Boogaard, Peter 
Epley, Veronica; Flores, Gina; Flynn, William 



, Suzanne 




ect: Re: Statement 



More strongly 
Accurate? 



worded. 





Original Message 

From: Beland, 

Sent: Tuesday, 

To: Durkovich 

Cc: 

Subject: Re: Statement 




February 28, 2012 07:55 PM 

Caitli n; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 

Epley, Veronica; Flores, Gina; Flynn, William 



. 




on HSIN 



$ 




I am wor 




that. 



+ Mr Flynn, I want to confirm that it was in 

Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 



National P rotection and Programs Directorate U*5. Department of Homeland Security 




PM 




Suzanne; Beland, Michael 



Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 07:52 

To: Boogaard, Peter; Davis, Robert M; 

Cc: [Ulfiu^^^^^^^l Epley, Veronica; 
Subject: RE: Statement 

Can we get the link to the blog post? Need to understand the context 

— .-Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 PM 

rt M: Spaulding, Suzanne; Beland, Michael 



To: Davis 
Cc: 




Epley, Veronica; Flores, Gina; Durkovich, Caitlin 
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Subject: Re: Statement 



If we are going this route , we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 

Original Message 

From: Davis , Robert M 

Sent: Tuesday , February 28, 2012 07:48 PM 

To: Spaulding, Suzanne; Beland, Michael 

Cc: 




Boogaardj Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 
Subject: Re: Statement 



Suzanne and Mike, 

Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 
markings that was posted to HSIN without approval. Here is the draft statement I would like 
to send to opa asap. 

Here is the link: 

http : / /www! . rollingstone . com/extr as/13637 J)HS%20IP%20Special . pdf 






Please let me know if this is ok. 



Bob 




Original Message «*•- — 

From: Boogaardj Peter 

Sent: Tuesday, February 28, 2012 07:31 PM 
To: Davis, Robert M 
ect: Statement 



me know when you have a draft. Thanks man 
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Booaaard, Peter 





Boogaard, Peter 

Tuesday, February 28. 2012 10:10 PM 

Spaulding, Suzanne 

Re: Statement 



Give me a call and we can discuss- 




Original Message — -- 

From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2012 10:04 PM 

To: Durkovich , Caitlin; Boogaard, Peter; Beland, Michael; 

Cc : 



Epley, Veronica; Flores, Gina; Flynn, 





, Robert M 
William; Hess, 



David 



Subject: Re: Statement 




-- — Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:43 PM 

To: Booeaard^Peter: Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: SSESHHUlHi Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 



her speaking engagement and is going to review report , blog and 



DUS Spaulding is out of 
statement „ 

Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U.S. Department of Homeland Security 





Original Mess 

From: Boogaard, Peter 

Sent: Tuesday, February 28 , 2012 09:24 PM 

To: Durkovic h, Caitlin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: 

Subject: Re: Statement 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 



Can you confirm that this accurate? 

-„_. Original Message ----- 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 PM 

To: Durkovich ^ Caitli n; Beland, Michael; Davis 

Cc: 




Robert M; Spaulding, Suzanne 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 
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Subject: Re: Statement 




. Original Message 

From,: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:03 PM 

To : Boogaard, Peter; B eland, Michael; Davis, 

CC 




Robert M; Spaulding, Suzanne 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 



Subject: RE: Statement 




If anything, I think we should consider calling Hastings and help him understand our mission 




-Original Message 

: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:55 PM 

To: Beland>M^hae^, Davis, Robert M; Durkovich, Caitlin; Spaulding, Suzanne 

^ c : HIHmXuUI^I Epley> Veronica; Flores, Gina; Flynn, William 
ect: Re: Statement 








e 










Is this accurate? Our FO likes this approach. If there are different opinions, let me I 





• 




Original Mes 

From: Beland, Michael 
Sent: Tue 





, February 28, 2012 08:35 PM 
To: Davis , Robert M; Du rkovich, Caitlin; 
Cc:|HHn^^j|m^pley, Veronica; Flores, 
Subject^<e?5tatement 



, Peter; Spaulding, Suzanne 
Gina; Flynn, 










We are still working the dates, but, based upon the document and our recollection, it was 
posted to hsin and one cannot access the materials on hsin without a password. Once we get 
the dates, we'll pass them along, but that may not be before you push this out. 
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Michael Beland 
Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message — •— 

From: Davis s Robert M 

Sent: Tuesday, February 28, 2812 68:20 PM 

To: Beland. Michael 



CC 




Subject: Re: Statement 



Durkovich, Caitlin; Boogaard, Peter; 
Epley, Veronica; Flores, Gina; Flynn, 





mg, Suzanne 
lliam 



More strongly worded. 
Accurate? 




Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 07:55 PM 

To: Du rkovich, Caitli n; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 

Epley, Veronica; F lores j Gina; Flynn, William 



Cc: 

Subject: Re: Statement 

+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that 




Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message - 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 87:52 PM 

To: Boogaard, Peter; Davis, 

Cc: 




Robert M; Spaulding, Suzanne; Beland^ Michael 



Epley, Veronica; Flores, Gina 



Statement 



Can we get the link to the blog post? Need to understand the context. 



-Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 PM 

To: Davis, Robert M; SpauldinRi Suzanne; Beland, Michael 

Cc: 



Epley, Veronica; Flores, Gina; Durkovich 



Caitlin 
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Subject: Re: Statement 

If we are going this route, we need to oush back stronger . We never approved of this approach 

leadership. 



and the individuals who piblished it did so without approval from n 





Original Mes 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 97:48 PM 

To: Spaulding^Suzanne; Beland, Michael 

Cc: ©|©|HflflH Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 

Subject: Re: Statement 



' 



Suzanne and Mike, 

Rolling Stone has posted 
markings that was posted 
to send to opa asap. 



a blog with 
to HSIN 




a link to a document with the DHS seal and nppd/ ip 
approval, Here is the draft statement I would li 




Here is the link: 



http : //wwwl , rollingstone . com/extra s/13637_DHS5K20IP%20Special . pdf 



Please let me 



i 




if this is ok 



* 



Bob 




Original Message 

From: Boogaard, Peter 
Sent: Tuesday, February 
To: Davis, Robert M 
Subject: Statement 



28. 2012 07:31 PM 



let me know when you have a draft. Thanks man 



165 



Boogaard, Peter 



From: 

Sent: 

To: 

Cc: 
Subject: 



Boogaard, Peter 




PM 



atthew 



Hastings 



Proposed statement- Let me know when we are good to send* 
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Booqaard, Peter 




From: 

Sent: 

To: 




Boogaard, Peter 

Tuesday, February 28, 2012 10:07 PM 

Colburn, Brent; Callahan, Mary Ellen; Sandweg, John; Kroloff, Noah; Chandler, Matthew t 

Shlossman, Amy; Grossman, Seth 

Re. Michael Hastings 



sending to 







From: Colburn, Brent 

Sent: Tuesday, February 28, 2912 10:05 PM 

To: Boogaard, Peter; Callahan , Mary Ellen; Sa 

Shlossman , Amy; Grossman, Seth 

Subject: Re: Michael Hastings 




John; Kroloff, Noah; Chandler, Matthew 



Concur- -and Pete, WH Comms is good with this response too, right? 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:90 PM 

To: Callahan, Mary Ellen; Sandweg, John; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 



Thanks. 



----- Original Message 

From: Callahan, Mary Ellen 

Sent: Tuesday, February 28, 2012 09:58 PM 

To: Sandweg, John; Boogaard, Peter; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 

ssman, Amy; Grossman, Seth 
Subject: RE: Michael Hastings 




Concur. 



Original Message 



From: Sandweg, John 

Sent: Tuesday, February 28, 2012 9:57 PM 

To: Boogaard, Peter; Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew 
Shlossman, Amy; Grossman, Seth 
ject: Re: Michael Hastings 




Based on all the other ongoing related issues, this seems appropriate. 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:40 PM 

To: Sandweg, John; Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 



Caitlin durkovich 
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_. Original Message 

From: Sandweg, 3ohn 

Sent: Tuesday, February 28, 2012 09:36 PM 



To: Boogaard, Peter; Callahan, 
Shlossman, Amy; 6rossman 3 Seth 
Subject: Re: Michael Hastings 




Ellen; Kroloff , Noah; Colburn, Brent; Chandler, Matthew 









Who in NPPD? 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:34 PM 
To: Callahan, Mary Ellen; Kroloff, Noah; Colburn, 
Sandweg, John; Grossman, Seth 

: Re: Michael Hastings 



Brent; Chandler, Matthew; Shlossman, Amy; 





Nppd says it is accurate, but has concerns we are over reacting, I disagree, but wanted to 
make sure others didn't have a similar opinion. 

Final statement is below. 




-- — Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:01 PM 

To: 



Callahan, Mary Ellen; Kroloff 
Sandweg, John; Grossman, Seth 
Subject: Re: Michael Hastings 



Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; 



I don't think we lose too much with privacy standards. 

Original Message 

From: Callahan, Wary Ellen 

Sent: Tuesday, February 28, 2012 08:59 PM 

To: Boogaard, Peter; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; 

Sandwee, 3ohn; Grossman, 




Cc: Callahan, Mary Ellen 
Subject: RE: Michael Hastings 




I will reach out to the NPPD privacy officer to start to engage on compliance with this 



issue. 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:54 
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Matthew; Shlossman, Amy; Sandweg, Dohn 



To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John; 
Grossman, Seth; Callahan, Mary Ellen 
Subject: Re; Michael Hastings 

Confirming with nppd leadership right now. 

Original Message 

From: Kroloff, Noah 

Sent: Tuesday , February 28, 2012 ©8:52 PM 
To: Boogaard, Peter; Colburn, Brent; Chandler 
Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 

I think this is pretty good. Is it accurate? 

— ,-, Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2812 08:46 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, 
Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 



■9 

J 



Matthew; Shlossman, Amy; Sandweg, John; 



Proposed statement. Thoughts? We may want to add in something about all of the information 
gathered coming from open source media. 




----- Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2812 07:50 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, 

Subject: Michael Hastings 




; Sandweg, John 




169 



Booaaard, Peter 




From: 

Sent: 
To: 

Subject: 



Boogaard, Peter 

Tuesday, February 28, 2012 10:01 PM 

Davis, Robert M 

Re; Statement 



Mary Ellen Callahan , Sandweg, Grossman and Noah all think this is the right approach. 



F 




- Original Message 
: Boogaard, Peter 
Sent: Tuesday, February 
To: Davis, Robert M 
Subj 



28, 2012 09:59 PM 




: Re: 







Only change is from policy to standards 







.- Original Message ■ 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 09:58 PM 

To: Boogaard, Peter 
Subject: Re: Statement 

Can you send me the mary ellen revised statement? Spa 
part. 




is asking about privacy violation 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 
To: Davis, Robert M 

Subject: Fw: Statement 



28, 2012 09:28 PM 



Can you confirm 



■» 



— — Original Message — ■-- 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:24 PM 

To: Durkovich^Ca^H n ; Beland, Michael; Davis, Robert M; Spaulding, 

Ce: (©ES^HHBH Epl^y* Veronica; Flores, Ginaj Flynn, William; 

Subiect: Re: Statement 




ne 
Hess, David 




Can you confirm that 



Original Message 

From: Boogaard, Peter 
Sent: Tuesday, February 
To: Durkovich, Caitlin 



s accur 







28, 2012 09:07 PM 

Belandj Michael; DaviSj 




rt M; Spaulding, Suzanne 
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ey, Veronica; Flores, Gina; Flynn, William; Hess, David 



Subjec 



atement 







Original Message — -- 

From: Durkovich, Caitlin 

Sent: Tuesday , February 28, 2012 09:03 PM 

To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 



Cc: McConnell, Scott; Epley, Veronica; Flores 
Subject: RE: Statement 



Gina; Flynn, William; Hess, David 




If anything, I 




nk we should consider calling Hastings and help him understand our mission. 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday , February 28, 2012 8:55 PM 

To: Beland^Michae^^avis, Robert M; Durkovich, Caitlin; Spaulding, 

Cc: HlGSIj^flH Ep ^ e ' V " Veronica > Flores, Gina; Flynn, William 
Subject: Re: Statement 



Suzanne 



Couple changes- 

Is this accurate? Our FO likes this approach. If there are different opinions, let me know 



» 




— ■-- Original Message -*> — 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 08:35 PM 

To: Davis. Robert M 




Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 
Epley, Veronica; Flores, Gina; Flynn, William 



Subjec 



We are still working the dates, but, based upon the document and our recollection, it was 
posted to hsin and one cannot access the materials on hsin without a password- Once we get 
the dates, we'll pass them along, but that may not be before you push this out. 
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Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 



National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message ----- 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2612 08:20 PM 

To: B eland, Mic hael; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 
Cc: HSI^mK Epley, Veronica; Flores, Gina; Flynn, William 

Re: Statement 





More strongly worded. 

7 








-- — Original Message 
From: Beland. Michael 



Sent: Tuesday, February 28, 2012 07:55 PM 

To: Durkovich^Caitlin; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 
Cc: S3K©HflHH Epley, Veronica; Flores, Gina; Flynn, William 
Subject: Re: Statement 



j 



+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that 

Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 



National Protection and Programs Directorate U.S. Department of Homeland Security 




----- Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 67:52 PM 

To: Boogaard, Peter : Davis, Robert M; Spau 

Cc: J3KSlHlimi Epley, Veronica; Flores, 

Subject: RE: Statement 




, Suzanne; 
Gina 



Beland, Michael 



Can we get the link to the blog post? Need to understand the context. 



-Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 PM 

To: Davis, Robert M; Spaulding, Suzanne; Beland, Michael 
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Cc; 



Subject: Re: Statement 



Epley, Veronica; Flores, Gina; Durkovich, Caitlin 



If we are going this 
and the individuals 



route, we need to oush back stronger. We never approved of this approach 




piblished it did so without approval from nppd leadership 



* 






Original Message 

From: Davis l Robert M 
Sent: Tuesday, February 28, 2012 07:48 

Idine. Suzanne; Beland, Michael 



PM 



To: S 
Cc: 




Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 



Subject: Re: Statement 
Suzanne and Mike, 

Rolling Stone has posted 
markings that was posted 
to send to opa asap. 

Here is the link: 



a blog with a link to a document with the DHS seal and nppd/ ip 
to HSIN without approval. Here is the draft statement I would like 






http : //wwwl . rollingstone , com/extras/13637_DHS%20IP%20Special > pdf 
Please let me know if this is ok. 



Bob 





- Original Message 
: Boogaard, Peter 
Sent: Tuesday, February 
To: Davis j Robert M 
Subject: Statement 



28 




07:31 PM 



let me know when you have a draft. Thanks man 
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Boogaard, Peter 




From 
Sent: 
To: 




Boogaard, Peter 

Tuesday, February 28, 2012 10:00 PM 

Callahan, Mary Ellen; Sandweg, John, Kroloff, Noah; Colburn, Brent, Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 

Re. Michael Hastings 



Thanks. 



— .. Original Message -• 

From: Callahan, Mary Ellen 
Sent: Tuesday , February 28, 2012 09:58 PM 

To: Sandweg, lohn; Boogaard, Peter; Kroloff, Noah; Colburn, Brent; Chandler , Matthew; 
Shlossman, Amy; Grossman, Seth 
ect: RE: Michael Hastings 




Concur. 



Original Message 



From: Sandweg j John 

Sent: Tuesday, February 28, 2012 9:57 PM 

To: Boogaard, Peter; Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 



Shlossman, Amy; Grossman, Seth 
Subject; Re: Michael Hastings 



Based on all the other ongoing related issues, this seems appropriate. 




Original Messa 

From; Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:40 PM 

To: Sandweg, 3ohn; Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 



Caitlin durkovich 



Original Message 

From: Sandweg j John 

Sent: Tuesday, February 28, 2012 09:36 PM 

To; Boogaard, Peter; Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 

Who in NPPO? 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:34 PM 

To: Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; 

Sandweg, John; Grossman, Seth 



Subject: Re: Michael Hastings 

Nppd says it is accurate, but has concerns we are over reacting, I disagree, but wanted to 
make sure others didn't have a similar opinion* 
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Final statement is below. 




Original Message *■ 

From: Boogaard, Peter 



Sent: Tues 




February 28, 2012 69:01 PM 






To: Callahan, Mary Ellen; Kroloff, Noah; Colburn,, Brent; Chandler, Matthew; Shlossman, Amy; 
Sandweg, John; Grossman, Seth 
Subject: Re: Michael Hastings 



I don't think we lose too much with privacy standards. 



Original Message 

From: Callahan, Mary Ellen 

Sent; Tuesday, February 28, 2012 98:59 PM 

To: Boogaard, Peter; Kroloff, Noah; Colburn 

Sandweg, John; Grossman, Seth 

Cc: Callahan, Mary Ellen 

Subject: RE: Michael Hastings 



* 



Brent; Chandler, Matthew; Shlossman, Amy; 




I will reach out to the NPPD privacy officer to start to engage on compliance with this 



issue. 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28 M 2012 8:54 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John; 

Grossman, Seth; Callahan, Mary Ellen 

Subject: Re: Michael Hastings 

Confirming with nppd leadership right now. 

Original Message 

From: Kro 





Sent: Tuesday, February 28, 2012 08:52 PM 

To: Boogaard, Peter; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John; 
Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 



I think this is pretty good. Is it accurate? 



— — Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 08:46 PM 
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To: Kroloff, Noah; Colburn, Brent; Chandler, 
Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 



Matthew; Shlossman, Amy; Sandweg, 3ohn; 



Proposed statement. Thoughts? We may want to add in something about all of the information 
gathered coming from open source media. 




Original Message 



From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 07:50 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, 3ohn 

Subject: Michael Hastings 
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Booqaard, Peter 




From: 
Sent: 
To: 
Subject: 




ard, Peter 
Tuesday, February 28, 2012 9:59 PM 
Davis, Robert M 
Re: Statement 



Only change is from policy to standards 




Original Message - 

From: Davis, Robert M 



Sent: Tuesday, February 
To: Boogaard, Peter 

Subject: Re: Statement 



28, 2012 09:58 PM 



Can you send me the mary ellen revised statement? Spaulding is asking about privacy violation 
part. 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:28 PM 

To: Davis, Robert M 

Subject: Fw: Statement 

Can you confirm , 

Original Message 

From: Boogaard, Peter 
Sent: Tuesday, February 
To: Durkovich. Cai tlin; 
Cc: 



* - — * 




28, 2012 09:24 PM 

Beland, Michael; Davis, Robert M; Spaulding, Suzanne 
* Veronica; Flores, Gina; Flynn, William; 




Hess, David 



Subject: Re: Statement 



Can you c 




irm that this accurate? 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 

To: Durkovich, Caitli n; Beland, Michael; Davis, Robert M; Spaulding 

Cc: (©E^flflflHH E Pl e y> Veronica; Flores, Gina; Flynn, William; Hess, David 
Subject: Re: Statement 



Suzanne 




Original Message 
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From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:63 PM 

To: Boogaard, Peter; Belandj Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: 

Subject: RE: Statement 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




If anything, I think we should consider calling Hastings and help him understand our mission 



--Original Message 
; Boogaard, Peter 



F 

Sent: Tues 




February 28, 2012 8:55 PM 



To: Belandj Michael; Davis, Robert M; Durkovichj Caitlin; Spaulding, Suzanne 



Cc: 





ject ; Re: Statement 



Epley, Veronica; Flores, Gina; Flynn, William 



Couple changes. 

Is this accurate? Our FO likes this approach. If there arB different opinions 3 let me know 







-- — Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 08:35 PM 

To: Davis > Robert M; Durkovichj Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: Qgue^^^H^^B E P^ e yj Veronica; Flores, 
Subject: Re: Statement 



Gina; Flynn, William 



We are still working the dates, but, based upon the document and our recollection, it was 
posted to hsin and one cannot access the materials on hsin without a password. Once we get 
the dates, we* 11 pass them along, but that may not be before you push this out, 

Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 
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- Original Message 



From: Davis , Robert M 

Sent: Tuesday , February 28, 2012 08:20 PM 

To: Beland. Michael: Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: S2E*9HH^H1 Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 



More strongly worded 
Accurate? 







Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 07:55 PM 

To: Pur kov i ch, Cai tl i n ; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 

Cc: ©I©HIHiH E Pl e yj Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 



+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that 



Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 



National Protection and Programs Directorate U,S. Department of Homeland Security 




Original Message -■ — •- 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2612 07:52 PM 

To: Boog a ard , Peter; Davis > Robert M; Spaulding, Suzanne; Beland, Michael 
Cc: 



Subject: RE: Statement 



Epley, Veronica; Flores, Gina 




Can we get the link to the blog post? Need to understand the context. 

„ — Original Mess 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 PM 

To: Davis^RobertM; Spaulding^ Suzanne; Beland, Michael 

Cc. (©EfiSHIIflfli E Pl e y * Veronica; Flores , Gina; Durkovich, Caitlin 
Subject: Re: Statement 






If we are going this route, we 




to oush back stronger. We never approved of this approach 



and the individuals who piblished it did so without approval from nppd leadership 

Original Message 

From: Davis, Robert M 
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Sent: Tuesday, February 28, 2012 07:48 PM 
To; Spauldingj Suzanne; Beland, Michael 

Cc: ; 

Subject: Re: Statement 



Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 



Suzanne and Mike, 



Rolling Stone has posted 
markings that was posted 
to send to opa asap. 



a blog 
to HSIN 




a link to a document with the DHS seal and nppd/ ip 
without approval. Here is the draft statement I would like 






Here is the li 




■ 
t 



http://wwwl.rollingstone.com/extras/13637__DHS%20IP%20Special 




Please let me know if this is ok. 



Bob 




Original Message 



From: Boogaard, Peter 
Sent: Tuesday, February 
To: Davis, Robert M 
Subject: Statement 



28, 2012 07:31 PM 



let me know when you have a draft. Thanks man 
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Boogaard, Peter 




From: 

Sent: 

To: 




Boogaard, Peter 

Tuesday, February 28, 2012 9:41 PM 

John; Callahan, Mary Ellen 
Shlossman, Amy; Grossman, Seth 
Re: Michael Hastings 




Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 






Caitlin durkovich 



- _ » 



Original Message 

From: Sandweg, John 

Sent: Tuesday , February 28 , 2012 09:36 PM 
To: Boogaard, Peter; Callahan , Mary Ellen; 
Shlossman, Amy; Grossman, Seth 
ect: Re: Michael Hastings 



Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 




Who in NPPD? 



Original Message -* — 

From: Boogaard , Peter 

Sent: Tuesday, February 28, 2012 09:34 PM 

To: Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; 




Sandweg, John; Grossman, 
Subject: Re: Michael Hastings 

Nppd says it is accurate, but has concerns we are over reacting. I disagree, but wanted to 
make sure others didn't have a similar opinion. 

Final statement is below. 




Original Message ■- 

From: Boogaard, Peter 

Sent: Tuesday , February 28, 2012 09:01 PM 

To: Callahan, Mary Ellen; Kroloff, Noah; Colburn, 

Sandweg, John; Grossman, Seth 

Subject: Re: Michael Hastings 



Brent; Chandler, Matthew; 




ossman. Amy; 



I don't think we lose too much with privacy standards. 



-- — Original Message --■ — 

From: Callahan, Mary Ellen 

Sent: Tuesday, February 28, 2012 08:59 PM 

To: Boogaard, Peter; Kroloff, Noah; Colburn, 

Sandweg, John; Grossman, Seth 

Cc: Callahan, Mary Ellen 

Subject: RE: Michael Hastings 



Brent; Chandler, Matthew; Shlossman, Amy; 
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I will reach out to the NPPD privacy officer to start to engage on compliance with this 



issue. 



Original Message 

From: Boogaardj Peter 

Sent: Tuesday , February 28, 2012 8:54 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandwe 

Grossman, Seth; Callahan, Mary Ellen 

Subject: Re: Michael Hastings 



John; 



Confirming with n 




leadership right now* 



From 



inal Message -- — 
Kroloff, Noah 




Sent: Tuesday, February 28, 2012 08:52 PM 

To: Boogaard, Peter; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, 3ohn; 

Grossman, Seth; Callahan, Mary Ellen 

Subject: Re: Michael Hastings 

I think this is pretty good. Is it accurate? 

--■ — Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 08:46 PM 
To: Kroloff, Noah; Colburn, Brent; Chandler, 
Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 



Matthew; Shlossman, Amy; Sandweg, 3ohn; 



Proposed statement. Thoughts? We may want to add in something about all of the information 
gathered coming from open source media. 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 07:50 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman 

Subject: Michael Hastings 



* 




j 




, Dohn 
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Booqaard. Peter 




From: 




To: 




Boogaard, Peter 

Tuesday, February 28, 2012 9:35 PM 

Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; 

Sandweg, John; Grossman, Seth 

Re: Michael Hastings 



Nppd says it is accurate, but has concerns we are over reacting. I disagree, but wanted to 
make sure others didn't have a similar opinion. 

Final statement is below. 







Original Message -- — 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2812 09:91 PM 



To: Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, 
Sandweg, John; Grossman, Seth 
Subject: Re: Michael Hastings 

I don't think we lose too much with privacy standards. 




> 



Original Message ----- 

From: Callahan, Mary Ellen 

Sent: Tuesday, February 28, 2012 08:59 PM 

To: Boogaard, Peter; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; 

Sandweg, John; Grossman, Seth 

Cc: Callahan, Mary Ellen 

Subject: RE: Michael Hastings 







I will reach out 




the NPPD privacy 




Leer to start to engage on compliance with this 



issue 





Original Message 

: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 8:54 PM 

To: Kroloff, Noah; Colburn, Brent; Chan 
Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 

Confirming with nppd leadership right now. 



r, Matthew; Shlossman 



Amy; Sandweg, John 



Original Message — 
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From: Kroloff, Noah 

Sent; Tuesday, February 28, 2012 08:52 PM 

To: Boogaard, Peter; Colbum, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, Dohn; 

Grossman,, Seth; Callahan, Mary Ellen 

Subject: Re: Michael Hastings 

I think this is pretty good. Is it accurate? 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 08:46 PM 
To: Kroloff, Noah; Colburn, Brent; Chandler, 
Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 



Matthew; Shlossman, Amy; Sandwegj John; 



Proposed statement. Thoughts? We may want to add in 
gathered coming from open source media. 




about all of the information 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 07:50 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman 

Subject: Michael Hastings 




Sandweg, John 
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Booaaard. Peter 




From: 
Sent: 

To: 

ect; 




Boogaard, Peter 

Tuesday, February 28, 2012 9:29 PM 

Davis, Robert M 
Fw: Statement 






Can you confirm. 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday , February 28, 2012 09:24 PM 

To: purjcoyich , Ca^Hilin ; Beland, Michael; Davis, Robert M; Spaulding, 

Cc; S^BSHHHH Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 



Suzanne 



* 



Can you confirm that this accurate? 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2612 89:07 PM 

To: Du rl ko vie h. C ait 1 i n ; Beland, Michael; DaviSj Robert M; Spaulding, 

Cc: B^GSHMH E Pl e V* Veronica; Flores, Gina; Flynn, William; 
Subject: Re: Statement 



Suzanne 
Hess, David 




Original Message -• 

From: Durkovichj Caitlin 

Sent: Tuesday, February 28, 2012 09:03 PM 

To: B o ogaard, Peter : Beland , Michael; 

Cc: (©EaHHIHH Epley, Veronica; Flores 

Subject: RE: Statement 



Davis, Robert M; Spa 

, Gina; Flynn 




> 



ng, Suzanne 
William; Hess, David 




If anything, I think we should consider calling Hastings and help him understand our mission 



--■ — Original Message- 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:55 PM 

To: Be l and , Michael: Davis, Robert M; Durkovich, Caitlin; Spaulding, Suzanne 

Cc: S3S9HHBH Eplcy* Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 
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Couple changes 



- 



Is this accurate? Our FO likes this approach. If there are different opinions, let me know. 




Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 08:35 PM 
To: Davis, Robert M; Durkovich, Caitlin; Boog 

Epley, Veronica; Flores, 
Subject: Re: Statement 





rd, Peter; Spaulding, Suzanne 
Gina; Flynn, William 



We are still working the dates, but, based upon the document and our recollection, it was 




to hsin and one cannot access the materials on hsin without a password. Once we get 
the dates, we* 11 pass them along, but that may not be before you push this out. 

Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 



National Protection and Programs Directorate U.S. 





of Homeland Security 



Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 08:20 PM 

To: Beland 



cc: 



Michael; Durkovicht Caitlin; Boogaard, Peter; 

Epley, Veronica; Flores, Gina; Flynn 





mg, 
William 




nne 



Subject: Re: Statement 

More strongly worded. 
Accurate? 




Original Message — — 

From: Beland, Michael 

Sent: Tuesday, February 28 ^ 2012 07:55 PM 

To: Durkovich, Caitlin; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 

Cc: (©SOtHUH E Pl e y* Veronica; Flores, Gina; Flynn, William 
Subject: Re: Statement 
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+ Mr Flynn. I want to confirm that it was indeed on 




, and I am working that 



Michael Beland 
Chief of Staff 

Office of Infrastructure Protection 



National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message — — 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 07:52 PM 

To: Boogaardj Peter; Davis j Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: [©EJSIHHIIHS Epley, Veronica; Flores, Gina 

Subject: RE; Statement 

Can we get the link to the blog post? Need to understand the context* 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday , February 28, 2012 7:50 PM 

To; D avis* Rober^liSpaulding, Suzanne; Beland 3 Michael 

Cc [©I^llflHUH E p!ey* Veronica; Flores, Gina; Durkovich, Caitlin 
ect: Re: Statement 




If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 



Original Message — 

From: Davis, Robert M 
Sent: Tuesday, February 28 
To: Soauldi 




07:48 PM 



Cc: 




Suzann e; Beland, Michael 

Boogaardj Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 



Subject: Re: Statement 



Suzanne and Mike 



Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 
markings that was posted to HSIN without approval. Here is the draft statement I would like 
to send to opa asap. 



Here is the link: 



http://wwwl, rollingstone.com/ext ras/13637_DHS%20IP%20Special*pdf 
Please let me know if this is ok. 



Bob 
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Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 97:31 PH 

To: Davis, Robert M 

Subject: Statement 

let me know when you have a draft. Thanks man 
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Boogaard, 




From: 
Sent: 
To: 
Cc: 

Subject: 



Boogaard, Peter 

Tuesday. February 28, 2012 9:24 PM 

DurkovicK Caitlin : Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

piey, Veronica; Floras, Gina; Flynn, William; Hess, David 

tatement 



Can you confirm that this accurate? 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2612 09:07 PM 

To: Durkovich, Caitli n; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 
Subject: Re: Statement 

I disagree about the nature of the report, First of all, we were pretty adamant about not 




monitoring OWS, and 
removed it from the 





is makes it appear that was false. Since we didn't approve of this, 
, I think we should distance oursleves from this. 



and 



Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:03 PM 

To: Boogaard, Peter- Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: (©EsOHHHI Epley* Veronica; Flores, Gina; Flynn, William; Hess, David 
ect; RE: Statement 








If anything, I think we should consider calling Hastings and help him understand our mission, 

Original Message 

From: Boogaard, Peter 
Sent: 




ay, February 28, 2012 8:55 PM 
To: Beland , Michael; Davis, Robert M; Durkovich, Caitlin; Spaulding 
Cc: 




3 



Suzanne 



Epley, Veronica; Flores, Gina; Flynn, William 
Subiect: Re: Statement 



Couple changes. 



Is this accurate? Our FO likes this approach. If there are different opinions, let me know. 
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Original Message — -- 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 08:35 

To: Davis^obet^M: Durkovich, Caitlin; Boogaardj Peter; Spaulding, 

Cc: H3E&9HHHH E P le Y* Veronica; Flores, Gina; Flynn, William 
Subject: Re: Statement 



Suzanne 



We are still working the dates* but, based upon the document and our recollection, it was 
posted to hsin and one cannot access the materials on hsin without a password. Once we get 
the dates, we'll pass them along, but that may not be before you push this out, 

Michael Beland 
Chief of Staff 

ice of Infrastructure Protection 
National Protection and Programs Directorate U.S. Department of Homeland Security 





Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 08:29 PM 

To: Beland, Michael; Durkovich, Ca 

Cc: 





in; Boogaard, Peter; Spaulding, Suzanne 
Epley, Veronica; Flores, Gina; Flynn, William 



Subject: Re: Statement 



More strongly worded. 
Accurate? 




Original Message 



From: Beland, Michael 

Sent: Tuesday, February 28, 2012 07:55 PM 

To: Purl kovich^C^^li n ; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 
Cc: [©HfiSHIHH E P^ e y> Veronica; Flores, Gina; Flynn, William 

: Re: Statement 





+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that, 

Michael Beland 
Chief of Staff 

Ice of Infrastructure Protection 
National Protection and Programs Directorate U.S. Department of Homeland Security 
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Original Message 

From: Durkovichj Caitlin 

Sent: Tuesday, February 28, 2012 07:52 PM 

To: Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: 



Epley, Veronica; Flores, Gina 
Subject: RE: Statement 

Can we get the link to the blog post? Need to understand the context 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 PM 

To: Davis > R obert M: Spaulding J Suzanne; Beland, Michael 

Cc: [j^Q^lflHHHf Epley, Veronica; Flores, Gins; Durkovich, Caitlin 

Subject: Re: Statement 

If we are going this route, we need to oush back stronger. We ne\/er approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 



Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 07:48 PM 

lding. Suzanne; Beland, Michael 



To: S 

Cc: 




Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 



Subject: Re: Statement 






Suzanne and Mike 



* 



Rolling Stone has posted a blog with a link to a document with 
markings that was posted to HSIN without approval. Here is the 
to send to opa asap. 

Here is the link: 



the DH 

draft sta 




1 and nppd/ ip 
tement I would like 



http : //www! . rollings tone . com/extras/13637_DHS%20IP%20Special . pdf 
Please let me know if this is ok. 



Bob 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday , February 
To: Davis, Robert M 
Subject: Statement 



28 




07:31 PM 
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let me know when you have a draft. Thanks man 
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Booaaard 




From: 

Sent: 

To: 

Cc: 

Subject: 




ard, Peter 



Tuesday, February 28 ( 2012 9:08 PM 

Durkovich, Caitlin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Epley, Veronica; Flores, Gina; Flynn, William; Hess t David 

Re: Statement 





Original Message --~ — 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:83 PM 

To: Boo eaard . Peter: Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: SSESIHHiHi Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject; RE: Statement 







If anything, I think we should consider calling Hastings and help him understand our mission 



— . -original Message 
From: Boogaardj Peter 
Sent: Tues 




, February 28, 2012 8:55 PM 

To: Beland, Michael; Davis, Robert M; Durkovich, Cai 
Cc: 



Epley, Veronica; Flores, Gina; 




Subject: Re: Statement 
Couple changes. 



; Spaulding 

Flynn, William 



Suzanne 



Is this accurate? Our FO likes this approach. If there are different opinions, let me 





Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 08:35 PM 

To; Davis, Robert M; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 
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Cc: 




Epley, Veronica; Flores, Gina; Flynn, Willi 



am 



Subject: Re: Statement 



We are still working the dates, but, based upon the document and our recollection, it was 



posted to hsin and one cannot access the materials on hsin with 
the dates, we'll pass them along, but that may not be before you 

Michael Beland 
Chief of Staff 

ce of Infrastructure Protection 




a password. Once we get 
push this out. 




National Protection and Programs Directorate U.S. Department of Homeland Security 





- Original Message 

: Davis, Robert M 
Sent: Tuesday, February 28, 2612 08:28 PM 

To: Bel andj Michae^: Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: QSS^^H^HHI Epleyj Veronica; Flores, Gina; Flynn, William 
Subject: Re: Statement 

More strongly worded. 
Accurate? 




Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 07:55 PM 

To: Du r ko vich^Cai t linj Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 

Cc: [[2M@]HHII!flB Eplsy^i Veronica; Flores, Gina; Flynn, William 
Subject: Re: Statement 



+ Mr Flynn. I want to confirm that it was 




eed on HSIN, and I am working that* 






Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 



National P rotection and Programs Directorate LLS, Department of Homeland Security 




- Original Message 



From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 07:52 PM 

To: Booeaard, Pet 




Cc: 



Subject: RE: Statement 



Davis, Robert M; Spauldin 
Epley, Veronica; Flores, 



, Suzanne; 
Gina 



Beland, Michael 
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Can we get the link to the blog post? Need to understand the context, 
-—--Original Message 



From: Boogaard, Peter 

Sent: Tuesday, February 

To: Davis, Robert M: 

Cc 

Subject: Re: Statement 




28, 2812 7:50 PM 

g, Suzanne; Beland, Michael 




Epley, Veronica; Flores, Gina; Durkovich, Caitlin 



If we are going this route, Me need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 

--■ — Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 
To: Spauldir 



Cc: 



28, 2012 07:48 PM 

Suzann e; Beland, 

aard, Peter; Epley, 






Veronica; Flores, Gina; Durkovich, Caitlin 



Subject: Re: Statement 



Suzanne and Mi 




Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 
markings that was posted to HSIN without approval. Here is the draft statement I would like 
to send to opa asap. 



Here is the link: 



http://wwwl-rollingstone.com/extras/13637 




ecial.pdf 



Please let me 




if this is ok 





Original Message ----- 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 07:31 PM 

To: Davis, Robert M 

Subject: Statement 

let me know when you have a draft. Thanks man 
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Booqaard, Peter 




From: 

Sent: 

To: 

Cc: 

Subject: 



Boogaard, Peter 

Tuesday, February 28, 2012 9:02 PM 

ta Davis t Robert M; Durkovich, Caitlrn; Spaulding, Suzanne 
Epley, Veronica; Ftores, Gina; Flynn, William 




Thanks. Any concerns with the updated statement? 

Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 09:01 PM 

To: Bopgaard^Peter; DaviSj Robert M; Durkovich, Caitlin; Spaulding^ Suzanne 

Cc ^QO^HHHHi Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 

The document was posted to one part of hsin on 10/18/11 and another part of hsin shortly 
before that. As soon as the posting was discovered by leadership, it was taken off of hsin on 
10/18/11. 



Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 



National Protection and Programs Directorate U.S. Department of Homeland Security 













Original Message ■» 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 68:55 PM 

To: Beland^Jichae^; DaviSj Robert M; Durkovich, Caitlin; Spaulding, Suzanne 

Cc: SESO^HHHH Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 

Couple changes. 

Is this accurate? Our FO likes this approach. If there are different opinions, let me know 




Original Message 



From: Beland, Michael 

Sent: Tuesday, February 28, 2012 08:35 PM 

To: Davls^ober^J: Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: (©EuUHflHB Epi e V' Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 
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We are still working the dates, but, based upon the document and our recollection, it was 
posted to hsin and one cannot access the materials on hsin without a password. Once we get 
the dates, we'll pass them along, but that may not be before you push this out. 

Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 



National P rotection and Programs Directorate U.S. Department of Homeland Security 




-- — Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 08:20 PM 

To; B ^larLd^^ichael : Durkovich , Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc; S2X©HHHM Epley, Veronica; Flores, Gina; 

Subject: Re: Statement 




n 



j 




lam 



More strongly worded 
Accurate? 








----- Original 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 07:55 PM 

To: Durkov^h^Ca^Hn ; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 

Cc: Q3KSHHHHI Epleyj Veronica; Flores, Gina; Flynn, William 
Subject: Re: Statement 

+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that 



Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 







— — Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 07:52 PM 

To: Boogaard, Peter; Davis, 
Cc: 




Epley 



Robert M; Spaulding, Suzanne; 
Veronica; Flores, Gina 



Beland, Michael 



Subject: RE: Statement 



Can we get the link to the 
Original Message — — 




post? Need to understand the context 
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From: Boogaard, Peter 

Sent: Tuesday , February 28, 2012 7:50 PM 

To: p avi S j Robert MiSpaulding, Suzanne; Beland, Michael 

Cc: Q3^§HHH| Epley, Veronica; Flores, Gina; Durkovich, Caitlin 

Subject: Re: Statement 

If we are going this route, we need to oush back stronger. We never approved of this approacn 
and the individuals who piblished it did so without approval from nppd leadership. 



Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2612 07:48 PM 
To: Spaulding, Suzanne; Belandj Michael 

Cc: S3ESHHHHi Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 
ect: Re: Statement 




Suzanne and Mike, 



Rolling Stone has posted 
markings that was posted 
to send to opa asap. 

Here is the link: 



a blog with a link to a 
to HSIN without a 




document with the DHS seal and nppd/ ip 
. Here is the draft statement I would like 



http : //wwwl . rollingstone , com/extras/13637_DHS%20IP%20Special . pdf 
Please let me know if this is ok. 



Bob 




Original Message 

From: Boogaard, Peter 
Sent: Tuesday, February 
To: Davis, Robert M 

ct: Statement 



28, 2012 07:31 PM 




let me 




when you have a draft. Thanks man 
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Boogaard, Peter 



From: 

Sent: 

To: 

Subject: 




Boogaard, Peter 

esday, February 28, 2012 9:01 PM 
Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy 
Sandweg, John; Grossman, Seth 
Re; Michael Hastings 



I don't think we lose too much with privacy standards. 

Original Message 

From: Callahan, Mary Ellen 

Sent: Tuesday, February 28, 2012 08:59 PM 

To: Boogaard, Peter; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, 

Sandweg, John; Grossman, Seth 

Cc: Callahan, Mary Ellen 




Subject: RE: Michael Hastings 




1 will reach out to the NPPD privacy officer to start to engage on compliance with this 
issue. 



Matthew; Shlossman, Amy; Sandweg, John 



Original Message — -- 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:54 PM 
To: Kroloff, Noah; Colburn, Brent; Chandler, 
Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 

Confirming with nppd leadership right now. 

Original Message 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2012 08:52 PM 

To: Boogaard, Peter; Colburn, Brent; Chandler, Matthew; Shlossman, 

Grossman, Seth; Callahan, Mary Ellen 

Subject: Re: Michael Hastings 

I think this is pretty good. Is it accurate? 




; Sandweg, John 






- — - Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 08:46 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John; 

Grossman, Seth; Callahan, Mary Ellen 

Subject; Re: Michael Hastings 






Proposed statement. Thoughts? We may want to add in something about all of the information 
gathered coming from open source media. 
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From 



Original Message 



Boogaard, Peter 
Sent: Tuesday, February 28, 
To: Kroloff, Noah; Colburn, 
Subject: Michael Hastings 



2012 07:59 PM 
Brent; Chandler 



Matthew; Shlossman, Amy; Sandweg, John 
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Boogaard, Peter 



From: 

Sent: 

To: 

Cc: 
Subject: 



Boogaard, Peter 

Tuesday, February 28, 2012 8:55 PM 

Beland. Michael^Davis, Robert M; Durkovich, Caitlin; Spaulding, Suzanne 

pley, Veronica; Flores, Gina; Flynn, William 

Re: Statement 




Couple changes- 






Is this accurate? Our FO likes this approach, If there are different opinions, let me know 



•- 







Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 08:35 PM 

To: D avis, Rob ert M: Ourkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: ^l^HIHHH Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 



We are still working the dates, but, based upon the document and our recollection, it was 



on hsin without a password. Once we get 
be before you push this out. 



posted, to hsin and one cannot access the materials 
the dates, we'll pass them along, but that may not 

Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message *— — 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 08:20 PM 

To: Be lan d ^Uchae^; Durkovichj Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: [jgSI^lHHHHi E Pley> Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 



More strongly worded. 

Accurate? 
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Original Message ----- 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 07:55 PM 

To: Durkovich, Caitlin; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 



Cc: [UlIUlH^^^^H E Pl e y> Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 

+ Mr Flynn, I want to confirm that it was indeed on HSIN, and I am working that. 

Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S, Department of Homeland Security 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 07:52 PM 

To: Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne; Beland, Michael 



Cc: [J2l&sU^^^^^| Epley* Veronica; Flores, Gina 
iect: RE: Statement 




Can we get the link to the blog post? Need to understand the context, 

Original Message - 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 PM 

To: Davis, Robert M; Spaulding, Suzanne; Belandj Michael 





Cc: [UlIQfl^^^^^H Epley, Veronica; Flores, Gina; Durkovich, Caitlin 
Subject: Re: Statement 

If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from 

----- Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 07:48 PM 

To: Spaulding , Suzanne; Beland, Michael 




Cc: [u2IQ^^^^^^H Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 

Subject: Re: Statement 

Suzanne and Mike, 

Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 
markings that was posted to HSIN without approval. Here is the draft statement I would like 
to send to opa asap. 

Here is the link: 



http : //wwwl . rol 1 i ngstone . com/ extras/13637 DH5%28IP%2BSpecial . pdf 
Please let me know if this is ok. 
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Bob 




Original Message 

From; Boogaard, Peter 
Sent: Tuesday $ February 
To: Davis , Robert M 
Subject: Statement 



28. 2012 07:31 PM 



let me 




when you have a draft. Thanks man 
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Booqaard, Peter 




From: 

Sent: 

To: 

Subject: 



Boogaard, Peter 

Tuesday, February 28, 2012 8 54 PM 

Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John; 

Grossman, Seth; Callahan, Mary Ellen 

Re; Michael Hastings 






Confirming with nppd leadership right now. 



-- — Original Message 

From: Kroloff , Noah 

Sent: Tuesday, February 28 , 2012 08:52 PM 

To: Boogaard, Peter ; Colburn, Brent; Chandler , 

Grossman, Seth; Callahan, Mary Ellen 

Subject: Re: Michael Hastings 

I think this is pretty good. Is it accurate? 



Matthew; Shlossman, Amy; Sandweg, John; 






Original Message * 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2812 08:46 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, 

Grossman, Seth; Callahan, Mary Ellen 
Subiect: Re: Michael Hastings 



Matthew; Shlossman, Amy; 




, John; 



Proposed statement. Thoughts? We may want to add in something about all of the information 
athered coming from open source media. 




Original Message 



From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 07:50 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John 

Subject: Michael Hastings 




>os 



Boogaard, Peter 



From: 

Sent: 
To: 

Subject: 



Boogaard, Peter 

Tuesday, February 28, 2012 8:46 PM 

Kroloff, Noah; Colbum, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John; 

Grossman, Seth; Callahan, Mary Ellen 

Re; Michael Hastings 



Proposed statement, Thoughts? We may 
gathered coming from open source media 



want to add in something about all of the information 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 07:50 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, Dohn 

Subject: Michael Hastings 
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Booaaard, Peter 





Boogaard, Peter 

Tuesday, February 28, 2012 8:14 PM 

Davis, Robert M 

Re: Statement 



Thanks, 



Original Message -- 



From: Davis, Robert M 
Sent: Tuesday, February 
To; Boogaard, Peter 

Subject: Re: Statement 



28, 2012 68:12 PM 



Yep 

Coming in a few 




1 Message 
From: Boogaard, Peter 
Sent: Tuesday, February 

To: Davis, Robert M 



28. 2012 08: 




P.M 



Subject: Re: Statement 



Can you draft a stronger statement in line with what I wrote. I am in a car but home in 25, 



Original Message -- — 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2612 08:10 PM 

To: Belandj Michael; Purkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: S^m]H|HH| Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 

Thanks ! 

Me would like to get a statement to them immediately to get the blog updated before it gets 

picked up by others . 

Bob 




__, — Original Message 

From: Beland, 

Sent: Tuesday, 

To: Pu rkovich 

Cc: 

Subject: Re: Statement 



February 
Caitlin; 




28, 2012 07:55 PM 

Boogaard, Peter; Davis, Robert M; Spaulding 



Suzanne 



Epley, Veronica; F lores, Gina; Flynn, William 



+ Mr Flynn* I want to confirm that it was indeed on H5IN, and I am working that 

Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 



National Protection and Programs Directorate U.S, Department of Homeland Security 
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•-- Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday , February 28, 2012 07:52 

To; Boogaard, Peter; Davis, Robert M; 

Cc: S31j^]IHHH Epley, Veronica; 
Subject: RE: Statement 



PM 




ng, Suzanne; 
Flores, Gina 



Belandj Michael 



Can we get the link to the blog post? Need to understand the context, 

-Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 PM 

To: Davis, Robert Mj Spaulding, Suzanne; Beland, Michael 

Cc: 





Epley, Veronica; Flores, Gina; Durkovichj Cai 
Subject: Re: Statement 

If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 



„, — Original Message 

From: Davis, Robert M 



Sent: Tuesday, February 28, 

To: Spaulding, Suzann e; Beland, 

Cc: 

Subject: Re: Statement 

Suzanne and Mike, 



2012 07:48 PM 




Michael 



Boogaard, Peter; 




1 Veronica; Flores, Gina; Durkovichj Caitlin 



Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 
markings that was posted to HSIN without approval. Here is the draft statement I would like 
to send to opa asap. 



Here is the link: 




e , com/extras/13637 



http : //wwwl . rollin 



Please let me know if this is ok 
Bob 




ecial 





Original Message 

From: Boogaard, Peter 
Sent: Tuesday, February 
To: Davis, Robert M 
Subject: Statement 



28, 2012 07:31 PM 



let me know when you have a draft. Thanks man 
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Boogaard, Peter 





Boogaard, Peter 

Tuesday, February 28, 2012 8:11 PM 

Davis, Robert M 

Re: Statement 



Can you draft a stronger statement in line with what I wrote. I am in a car but 

. Original Message 

From: Davis, Robert M 

Sent: Tuesday , February 28, 2012 08:10 PM 

To: Beland, Michael; Durkovich, Caitlin; Boogaard, Peter; 

Cc: 




in 25 





Epley, Veronica; Flores, Gina 




ing, Suzanne 

William 



Subject: Re: Statement 



Thanks! 

We would like to get a statement to them immediately to get the blog updated before it gets 

ers. 



picked up by 
Bob 




— Original Message 

From: Beland , Michael 

Sent: Tuesday, February 28, 2012 07:55 PM 

To: Durkovich^Caitlin; Boogaardj Peter; Davis, Robert M; 

Cc: HS^SHHIIH E P le y> veronica; Flores, Gina; Flynn, William 

: Re: Statement 





Suzanne 




+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that 



Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S 





of Homeland Security 




----- Original Message - — - 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 07:52 

To: Boo gaard^^^^Davis, Robert M; Spaulding, 

Cc: [©KqIHRHB Cpley, Veronica; Flores, Gina 

Subject: RE: Statement 



Suzanne; 



Beland, Michael 



Can we get the link to the blog post? Need to understand the context 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 

To: Davis, Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: 





Epley, Veronica; Flores, Gina; Durkovich, Caitlin 
Subject: Re: Statement 
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If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership, 

----- Original Message — -- 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 07:48 PM 

To: Soauld 



Cc : 




Suzanne; Beland, Michael 

Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 



Subject: Re: Statement 
Suzanne and Mike, 



Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 
markings that was posted to HSIN without approval. Here is the draft statement I would like 
to send to opa a sap. 



Here is the link: 



http : //wwwl ■ rollingstone , com/extras/13637 DHS%20IF%20Special . pdf 
Please let me know if this is ok, 



Bob 




Original Message 

From: Boogaard, Peter 
Sent: Tuesday, February 
To: Davis, Robert M 
iect: Statement 



28, 2012 07:31 PM 




let me know when you have a draft. Thanks man 
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Booqaard, Peter 




From 

Sent: 
To: 




Boogaard, Peter 

Tuesday, February 28, 2012 7:50 PWI 

Kroloff, Noah; Colbum, Brent; Chandler, Matthew, Shlossman, Amy; Sandweg r John 

Michael Hastings 
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Booqaard, Peter 




From: 

Sent: 

To: 

Cc: 

Subject: 



Boogaard, Peter 

Tuesday, February 28, 2012 7 50 PM 

Davis. Robert M; Soauidinq. Suzanne; Beland, Michael 

Epley, Veronica; Flores, Gina; Durkovich, Caitlin 

:ement 



If we are going this route , we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 



F rom : 
Sent : 
To: S 
Cc: 



Original Message - — - 
Davis, Robert M 

Tuesday, February 28 , 2012 07:48 PM 
ulding, Suzanne; Beland, Michael 





Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 



ect: Re: Statement 



Suzanne and Mike 



Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 
markings that was posted to HSIN without approval. Here is the draft statement I would like 
to send to opa asap. 



Here is the link: 



http : //wwwl « rol lingstone . com/extras/13637 
Please let me know if this is ok. 




ecial.pdf 





--■ — Original Message 
From: Boogaard, Peter 
Sent: Tuesday, February 
To: Davis, Robert M 
Subject: Statement 



28, 




07:31 PM 



let me know when you have a draft. Thanks man 




Booaaard. Pater 




From: 

Sent: 
To: 

Subject: 



Boogaard, Peter 

Tuesday , February 28, 2012 7:17 PM 

(SEP 

Re; Google Alert - "department of homeland security" 



Send me the link 




From: |jjj 

Sent: Tuesday, February 28, 2012 07:14 PM 

To: Boogaard, Peter 

Subject: Re: Google Alert - "department of homeland security" 



Actually he posted the report; Looks like from from IP at nppd 




From [QIQ1 

Sent: Tuesday, February 28, 2012 07:10 

To: Boogaard, Peter 

Subject: Re; Google Alert - "department of homeland security 



His inquiry mentions that Stratfor had the report. 



From: Boogaard, Peter 

Se nt: Tuesd ay, February 28, 2012 07:01 PM 

to: Hang 

Subject: Re: Google Alert - "department of homeland security' 1 



Wtf, He emailed us about this 20 mins ago. 



From [QIQl 

Sent: Tuesday, February 28, 2012 07:00 PM 

To: Boogaard, Peter 

Subject: Fw: Google Alert - "department of 




security 



(i 




stone story 



From: Google Alerts [mailto:googlealerts-noreply@googlexom] 
Sent: Tuesday, February 28, 2012 06:59 PM 
To: syJee@dhs.gov <syJee@dhs.gov> 

Subject: Google Alert - "department of homeland security" 



1 



News 



9 new results for "department of homeland security 



Exclusive: Homeland Security Kept I :ihs on Occupy Wall Street 
RoLlfUgStofic t»mi ChknO 

As Occupy Wall Street spread across the nation last fall, sparking protests in more than 70 cities, the Department of 
Homeland Security began keeping tabs on the movement An internal DHS report entitled "SPECIAL COVERAGE: 
Occupy Wall Street," dated „. 
S ec all Torres tin this topic .»■ 






213 



Workshops Target Awareness of (. \ her Security 




Av| V 

Clark County will host two initial kickoff workshops at 8:30 am and 10 am Wednesday to provide an overview of cyber 
awareness training that Nevada has been selected by the US Department of Homeland Security to receive* 
Ve_aN My j & -pq thfc topic ^ 

Department of Defense I'roxider Siuns Lease at Advance Realty's Pieatinny .«, 

By Mel Fabrikant Tuesday, February 28, 2012 T 04:21 PM EST A technology services company serving agencies within the 
Department of Defense, Department of Homeland Security, and several segments of the Intelligence Community, EOIR 
Technologies will„. 
See all Mopes on ) lu> topic >» 




Government says airport screening mac ht lies sate for passenuers 

■^ ^ ^ i^— l^aiMrf ^- iw g, i j — -«-^1^fci1^»- r r ■ * 1 — i 1 ^m* 

By Jim Bamen Washington (CNN) - Studies by the US government and professional organizations conclude the level of radiation 
emitted by full-body airport scanners is safe for passengers, according to a Department of Homeland Security Inspector •*. 
s ue a 1,1 stories on this topi c *» 

WikiLeaks: Emails Leak l:xposes Inner Workings of Private Intel Firm Stratfor ... 

You 1 ubc 

Firms with ties to Stratfor include Coca-Cola. Goldman Sachs, Dow Chemical, and sectors of the US government — including the 
Department of Homeland Security, the Marines Corps and the Defense Intelligence Agency. Coke asked Stratfor to keep tabs on 
Seu all siones on this tonic » 



il . pt V I — : _ 



Conxzresswoman ftordallo Attends 2012 1G1A Plenary .MeetiniLQl A Awards $6.3 »», 



i . 



^eific News Center 

Congresswoman Bordallu reiterated that the Department of Homeland Security should, at a minimum* grant Guam parole authority 
for visitors from China, and that inclusion of China in the Guam-CNMI visa waiver program is critical to the continued growth ... 

Se c a\) Morics un th i s lopic » 

Napolitano Insists Mexico Dru^z War Not a Failure 

Drug \V;ir(Tirnniclc 

by Phillip Smith, Februan 28, 2012, 03:03am Department of Homeland Security Secretary Janet Napolitano defended hard-line U 
drug policies and Washington's approach to prohibition-related violence in Mexico Monday even as Central American leaders .„ 
See a l I stories on i his tonic » 

— i — ^— ■ — ■ 

Recommended: Controversial airport sereeninff machines are safe, new report shows 



insnln cow thing) 

By msnbc.com news services Older generation full -body scanners deployed at the nation's airports are safe even for the most frequent 
travelers, according to the Department of Homeland Security's Office of the Inspector General (OIG). 
>ee all sto r i es on 1 1 1 1 >> topic ** 



E urmanl BoDoti domain seized 
hxnftiMu?r.e<mi 

The US Department of Homeland Security seized the domain name ofBodog.com today, and announced that founder Calvin Ayre 
and three other men have been indicted on charges of operating an illegal gambling business and conspiring t > commit money ... 
See *itl si orie»on this topic n 



This as-it-happens Google Alert is brought to you by Google 



Delete this alert. 
Create another alert 



Manage your alerts, 
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Booaaard, Peter 




From: 




Boogaard, Peter 

Tuesday, February 28, 2012 708 PM 



To: 
Subject: 






equesHor comment for Roiling Stone story 






if you could send me thje report, ill try to get a response 




From: Michael Hastings 
Sent: Tuesday, February 28, 2012 05:14 PM 
To: mediainquiry@dhs,gov <mediainquiry@dhs 
Subject: Urgent: Request for comment for 




.gov> 

ing Stone story 



Dear Sir: 




Hope this email finds you well I'm doing a story about a DHS report called "SPECIAL COVERAGE: Occupy 
Wall Street" written in October 201 1 . Stratfor, the private intelligence firm, was in possession of this report. 
The report states: "The growing support for the OWS movement has expanded the protests impact and 

the potential for violence," among other things. 

1) Do you have any comment on this? The report indicates that DHS views the Occupy Wall Street movement 
as a threat to homeland security, 

2) What actions did DHS take to respond to this threat? 



3) Did DHS, at a federal level, help local authorities coordinate its response to OWS? 

4) What other kinds of monitoring did DHS do on the Occupy Wall Street movement? 



Please let me know your thoughts if you have a moment. I'm at 212-945-8073 or 802-864-3142 



All the best, and thanks 



Michael 



Michael Hastings 
Roiling Stone 




Office; 

International Mobile: 
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From: 

Sent: 

To: 



Boogaard, Peter 

Tuesday, February 28, 2012 7 01 PM 









oogle Alert - "department of homeland security 1 



Wtf He emailed us about this 20 mins ago. 




From: 

Sent: Tuesday, February 28, 2012 07:00 PM 

To; Boogaard, Peter 

Subject: Fw: Google Alert - "department of 





n 



Rolling stone story 



From: Google Alerts [mailto:googlealerts-noreply@google.com] 

Sent: Tuesday, February 28, 2012 06:59 PM 

To: 




Subject: Google Atert - "department of homeland security" 



News 



9 new results for "department of homeland security" 



RoilmnS tone com 
toil 




Exclusive; Homeland Security Kept Tabs on Occupy Wall Street 

Rtfllityg-SttNic com (btogl 

As Occupy Wall Street spread across the nation last fall, sparking protests in more than 70 cities, the Department of 

Homeland Security began keeping tabs on the movement. An internal DHS report entitled "SPECIAL COVERAGE 

< iccupy Wall Street," dated ... 

Si'c till >lu r ics n ] i Hits turk » 

Workshops Taruet Awareness of Cvbcr Security 

+ W — ■ t *i .1 

Kl AS- IV 

Clark County will host two initial kickotT workshops at 8:30 am and 10 am Wednesday to provide an overview of cyber security 



training that Nevada has been selected by the US Department of Homeland Security to receive. 
Sec nil stories on this topic » 

Department of Defense Pros idei Si.nns I, ease at Advance Realty's Pieatinm ... 

m ' 1 ■ ■ ^ a i ^X — ^ — . , 1 i i «*- * • ■» — , ^— » 

P^ummrJ'ost.coin 

By Mel Fabrikant Tuesday . February 28, 2QI2„ 04:21 PM EST A technology services company serving agencies within the 

Department of Defense. Department of Homeland Security, and several segments of the Intelligence Community* EOIR 

Technologies will „. 

Sec all dories on this topic n 

Government savs airport sereeninu machines safe for passengers 



u 



C 




By Jim Barnen Washington (CNN) -- Studies by the US government and professional organizations conclude the level of radiation 
emitted by full- body airport scanners is safe for passengers, according to a Department of Homeland Security Inspector ». 
Sec :\\\ MoritfS.tfitlhiN tonic * 






Wikifcaks: Emails Leak Exposes Inner Workings of Private Intel Finn Stratfcr »■ 

\ DtfTtibc 

Firms with ties to Stratfor include Coca-Cola, Goldman Sachs, Dow Chemical, and sectors of the US government — including the 
Department of Homeland Security, the Marines Corps and the Defense Intelligence Agency. Coke asked Stratfor to keep tabs on 
S ec all stories on th is io nic >* 
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( onuri'ssvumian Bordallo Attends 2012 1G1A Plenan Meeting OlA Awards $6.3 ... 

Congresswoman Bordallo reiterated that the Department of Homeland Security should, at a minimum, grant Guam parole authority 
for visitors from China, and that inclusion of China in the Guam-CNMl visa waiver program is critical to the continued growth ... 
Sec all gtoriro un this ionic « 

Napolitano Insists Mexico Dru^ W ar Not a Failure 

P ii. \\,tr ( iimnklv 

by Phillip Smith, February 28, 20 12, 03:03am Department of Homeland Security Secretary Janet Napolitano defended hard-line US 
drug policies and Washington's approach to prohibition -related violence in Mexico Monday even as Central American leaders «.* 
See all Juries ftp thus topic » 

Recommend ed: Controversial airport screening machines are sale, new report shows 

irrf ;ilu com (Mita) 



By msnbc.com news services Older generation full-body scanners deployed at the nation's airports are safe even for the most frequent 
travelers, according to the Department of Homeland Security's Office of the Inspector General (OIG). 
Sec rill sioricv on this topic » 

— - - ~ — '-~^ - — — -•— — " ■- ~ — i 1 _ — 



Dormant lloDou domain seized 



^ 



l viinirtcfCMl 

The US Department of Homeland Security seized the domain name of Bodog.com today, and announced that founder Calvin Ayre 
and three other men have been indicted on charges of operating an illegal gambling business and conspiring to commit mone> .„ 
Svcdll *tonc> an this topic v 



This as-it-happens Google Atert is brought to you by G 

Delete this alert 
Create another alert. 
Manage /our alerts. 
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Booaaard, Peter 




From: 

Sent: 

To: 

Cc: 

Subject: 




Peter 

Tuesday, February 28, 2012 5.16 PM 
Chandler, Matthew; mediainquiry@dhs,gov 
Colburn t Brent 
RE: Urgent: Request for comment for Rolling Stone story 



Thanks. 



From: Chandler, Matthew 

Sent: Tuesday, February 28, 2012 5:15 PM 

To; mediainquiryP dh s.qQv 

Cc: Colburn, Brent 

Subject: Re: Urgent; Request for comment for 




Stone story 





From: Michael Hastings 

Sent: Tuesday, February 28, 2012 05:14 PM 

To; mediainquiry @dhs,gov < rnediainquiry@dhs,qov > 

Subject: Urgent: Request for comment for Rolling Stone story 



Dear Sir: 














Hope this email finds you well. I'm doing a story about a DHS report called "SPECIAL 
Wall Street" written in October 201 1. Stratfor, the private intelligence firm, was in possession of this report 
The report states: "The growing support for the OWS movement has expanded the protests impact and 
increased the potential for violence/* among other things. 



1 ) Do you have any comment on this? The report indicates that DHS views the Occupy 
as a threat to homeland security. 




Street movement 






2) What actions did DHS take to respond to this threat? 



3) Did 




5, at a federal level, 




local authorities coordinate its response to OWS? 



4) What other kinds of monitoring did 







do on the Occupy Wall Street movement? 



Please let me know your thoughts if you have a moment. I'm at 212-945-8073 or 802-864-3 142. 
All the best, and thanks, 



Mi 




Michael Hastings 
Rolling Stone 




218 



Booqaard, Peter 




From: 
Sent; 
To: 
Subject: 



Boogaard, Peter 

Monday, May 07, 2012 9:12 AM 




ing for Flight Attendants 






yep 




Sent: Monday, May 07, 2012 9:11 AM 

To: Boogaard, Peter 

Subject: FW: Publishing for Flight Attendants 

Are you good with this? I think its fine 




From: 

Sent: Friday, May 04, 2012 4:58 PM 

To: 




Cc SMITH, LAUREL 

Subject: FW: Publishing for Flight Attendants 

Laurel is checking with her field folks, but is the below article still ok from the OPA perspective? Susanne called Laurel 
and said they would like to re-use this e-news article for the magazine. Thanks! 






— 1. 1 



From: Susanne Lowen [mailto 

Sent: Thursday, May 03, 2012 9:58 AM 

To: SMITH, LAUREL; 





Subject: Publishing for Flight Attendants 




We are preparing to publish our membership magazine, Flig 
Li 




and 





to run ane article on the Blue 




ning campaign. We could run something similar to the article that appeared in our e-newsletter below. Is 
there any new information that we might add at this point in time? Also, are you still interested in input from 
our AFA Air Safety, Health and Security Department on the training video for Flight Attendants? I would very 
much like to mention this collaboration in the article, if possible. Thank you for all of your important work. 



Susanne 



Susanne Lowen 



l 






I 






• 



6,700 Flight Attendants participated in the voting process. They sent an unequivocal message that their 
sacrifices must be recognized and that they will participate in the benefits of the merger. After five years 
of stalling and road blocks by management the Joint Negotiating Committee (JNC) delivered a 
tentative agreement that gave members a chance to voice their position directly to management. AFA 
leadership will meet next week to set in motion a plan that maximizes the leverage created by an 
engaged, unified work force. 

Press Release 



Mesaba 



Pinnacle Airlines, which merged with Mesaba Airlines in January, filed for Chapter 11 bankruptcy 
reorganization, As the certified representative for Mesaba Flight Attendants, AFA will use its standing to 
participate in the bankruptcy process and ensure that the Flight Attendants' rights are protected 
throughout Pinnacle's restructuring, 
Press Release 



^p^ 



l 



■ 









j 

^ 







On March 9, Spirit Flight Attendants officially asked the NMB to declare that negotiations are at an 
impasse and requested a proffer of arbitration, a step required by the Railway Labor Act prior to a 30- 
day "cooling off period. This period leads to a strike deadline which often encourages focused 
negotiations. In October, Spirit Flight Attendants overwhelmingly authorized a strike by 98.4 percent 
should management fail to negotiate a new contract With AFA's trademarked strike strategy, 
CHAOS™ or Create Havoc Around Our System™, a strike can affect the entire system or a single 
flight. The union decides when, where and how to strike without notice to management or passengers 
Press Release 



American Eagle 

American Airlines' bankruptcy is affecting the American Eagle Flight Attendants and their negotiations. 

American Eagle Flight Attendants are outraged that, under the ctoak of bankruptcy, management is 

attacking their contract even though American Eagle is a profitable subsidiary of AMR. Just prior to the 

AMR bankruptcy filing, American Eagle Flight Attendants were negotiating for a new contract and 

management had already agreed to significant quality of life improvements. AFA continues to 

vigorously oppose unnecessary concessions and is working to minimize the impact of Chapter 11 on 

Flight Attendants. 

American Eagle Picketing Events: April 10 (DFW) and April 12 (ORD). For more information, check 

www.afaeagle.com . 
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within our local communities will strengthen our own campaigns and actions 
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By embracing the principles of direct action, The 99% SprinQ movement will mobilize communities 
across America to have a lasting impact Learn how to Join together in the work of reclaiming our 
country through sustained non-violent action. Sign up for a local training near you and spread the word. 
CWA-Recommended Trainings 

Be a 'Force Multiplier* In the Fight Against Human Trafficking 

Within a global struggle to combat a problem of epidemic proportions, 
Flight Attendants can play a key role in the fight against human 
trafficking. In a recent meeting between AFA International President 
Veda Shook and Department of Homeland Security (DHS) Secretary 
Janet Napolitano concerning aviation security issues, Secretary 
Napolitano invited AFA to participate in an initiative to involve aviation 
employees in the fight against human trafficking. The DHS Customs and 
Border Protection's "Blue Lightning" initiative provides a voluntary 
mechanism to identify potential human trafficking victims and to notify 
federal authorities for front line workers at U.S. commercial airlines that 
operate U.S.-bound international routes, 



"We like to talk about 'boots on the ground'/ said Customs and Border 
Protection (CBP) Acting Commissioner David V. Aguifar "Flight 
Attendants and airline employees will be the 'boots in the air* fighting 
human trafficking." Human trafficking is a modern-day form of slavery, tt 



is 




as 



# 



— ■ 



Ld 



• the recruitment, harboring, transport, provision or obtaining of a person by force, fraud, or coercion 
for the purpose of involuntary servitude, peonage, debt bondage, or slavery; or 

• Sex trafficking, in which a commercial sex act is induced by force fraud or coercion— or the person 
induced to perform such acts is under age 18, 

It is estimated that at least 12.3 million adults and children 
are enslaved around the world and that 56 percent are 
women and girls. The International Labor Organization 
(ILO) estimated that in 2005, 980,000 to 1,225,000 boys 

and girls were in forced labor situations as a result of 
trafficking. In 2000, Congress passed the Victims of 
Trafficking and Violence Protection Act which launched a 
large-scale effort by the U.S. government to fight human 
trafficking 

In 2010, Secretary Napolitano launched the Blue Campaign - a first-of-its-kind initiative to coordinate 
and enhance the Department's anti-human trafficking efforts, The components of the Department of 
Homeland Security combat human trafficking through a variety of programs, and the Blue Campaign 
coordinates and unites this work. 

The 'Blue Lightning Initiative' is coordinated as part of the Blue Campaign by CBP in collaboration with 
the Department of Transportation. The key to the success of this initiative, however, is the participation 
of the frontline workers in the airline industry. 

As Flight Attendants, we are uniquely positioned to identify human traffickers and assist their victims. 
Flight crews are skilled observers, and with the appropriate training, they can be the frontline against 
trafficking, according to CBP. Indicators of human trafficking can include: physical control of travel 
documents of an adult traveler by a co-traveler; restricting the movement and social interaction of an 
adutt traveler by a co-traveler; an adult traveler who is unclear on details of his/her final destination or 



point of contact, or a child traveler who appears to be accompanied by someone claiming to be the 
parent or guardian who is in fact not related to the child. Blue Lightning will roil out a training program in 
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Booaaard, Peter 




From: 
Sent: 
To: 
Subject: 






Boogaard, Peter 

Tuesday, May 01, 2 012 10:3 4 PM 

Chandler, Matthew; [QIQM j 

Re: Daily Caller: HomeTan^ecunty o 



icia 



socialist applause: 'Happy May Day!' 



I did not. 



From: Chandler, Matthew 
Sef it:Tuesd ay f May 01, 2012 10:32 PM 

To: [t3IOM Boogaard, Peter; 

Subject: Re: Daily Caller: Homeland Security official tweets socialist applause; 'Happy May Day!' 




Did anyone receive any incoming from the Caller? 




(b) (6) 



From: 

Sent; Tuesday, May 01, 2012 10:30 PM 

To: Chandler, Matthew; Boogaard, Peter; 

Subject: Daily Caller: Homeland Security official tweets socialist applause: "Happy May Day!' 

This is interesting.,. Just posted 




-w 



—— 



■-"%■■ 



M ■■ 
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Daily Caller: Homeland Security official tweets socialist applause: "Happy May Day!* 
-Matthew Boyle 

1 




A staffer for President Barack Obama's Department of Homeland Security is praising the left-wing "May Day" 




On Tues 




s Nate Snyder, the speci 




to Homeland Security Secretary Janet 



Partnership and Strategic Engagement," tweeted "Happy May Day! #solidarity. 



*» 





er has his his current Homeland Security post since March 201 1 ? according to his Linkedln page. He was 
iously the department's Deputy White House Liaison, Before joining the Obama administration, Snyder 



worked for the Service Employees International Union, and for Obama*s 2008 presidential campaign, 



May Day is a day on which socialist party 




and labor unions have traditionally held massive anti- 



capitalist protests, and on Tuesday some liberal organizers used the occasion to rekindle the Occupy Wall Street 
movement's flames. 



After a winter during which the Occupy movement appeared to have died off, organizers are trying to give it 
new life this spring by holding protests alongside traditional May Day protests. 



This week Occupy organizers have been tied to sending letters containing white powder to executives at News 



Corporation — the parent company of Fox News and The Wall Street Journal — and Citicorp 



■ 



There have also been suspicions — despite vehement denials from movement leaders — that Occupy activists 
were involved in a failed plot to blow up a bridge in Cleveland, Ohio. FBI agents foiled the alleged plot by 
inserting an informant into the gang, and arrested five suspects on Tuesday, 
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Booqaard, Peter 




From: 

Sent: 

To: 

Subject: 



Boogaard, Peter 

Wednesday, March 21, 2012 1:26 PM 

Chandler, Matthew 

ows statement 



Never been used 




ress requires DHS' National Operations Center (NOC) "to provide situational awareness and establish z 
common operating picture for the entire federal government and for state, local, and tribal governments as 
appropriate* in the event of a natural disaster or terrorist attack and ensure that critical terrorism and disaster- 
related information reaches government decision-makers." Under this requirement, the NOC monitors social 
media only for situational awareness purposes during times of crisis, such as a terrorist attack or e 
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Booqaard. Peter 




From: 

Sent: 

To: 

Cc: 

Subject 



Boogaard, Peter 

Monday, March 05, 2012 8:28 AM 

Davis, Robert M 

e: statement ~ smaller group - NOC reference 



Haven't used. Don't plan to. Happy to discuss. 



From: Davis, Robert M 

Sent: Monday, March 05, 2012 08:26 AM 

To: Boogaard, Peter 

Cc: 




Subject: RE: statement — smaller group - NOC reference 




Have we used this statement yet? 

There is still considerable angst over here about this so if we end up not using it that would be a good thing 

Please keep me and[J2Jg) po 

Thanks. 





From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 4:51 PM 

To: Spaulding, Suzanne; Durkovlch, Caitlin; Flynn, William; Callahan, Mary Ellen 

Cc: Davis, Robert M 

Subject: Re: statement - smaller group - NOC reference 



We will cater to specific requests. 



From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 04:48 PM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Callahan, Mary Ellen 

Cc: Davis, Robert M 






Subject: RE: statement - smaller group - NOC reference 



Sorry to keep coming back to this, but do we plan to provide the BACKGROUND part of the statement only if it is 
responsive to a particular question about when DHS engages in social media monitoring? If we provide it in response to 
general questions about the report, I think it will create confusion. The NOC had nothing to do with this report. 






From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 11:37 AM 

To: Durkovlch, Caitlin; Flynn, William; Spaulding, Suzanne; Callahan, 

Cc: Davis, Robert M 

Subject: RE: statement — smaller group 





I'm told we are fine with traditional. Once WH clears, we will be all good, thanks everyone 






From: Dur 




t 



Caitlin 



Sent: Wednesday, February 29, 2012 11:35 AM 
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Office of Infrastructure Protection 
US Department of Homeland Security 




From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 10:48 AM 




To: Boogaard, Peter; 

Cc: Davis, Robert M 

Subject: RE: statement - smaller group 

Thoughts here? Haven't gotten any additional r 



ing, Suzanne; Flynn, William; Callahan, Mary Ellen; Durkovich, Caitlin 




, but want to be prepared. 



From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 9:38 AM 

To: Spaulding, Suzanne; Flynn, William; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 



Subject; RE: statement - smaller group 



From William 





From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 9:31 AM 

To: Boogaard, Peter; Flynn, William; Callahan, 

Cc: Davis, Robert M 

Subject: Re: statement - smaller group 




Ellen; Durkovich, Caitlin 




From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 09:22 AM 

To: Flynn, William; Callahan, Mary Ellen; Spaulding, Suzanne; Durkovich, Caitlin 

Cc: Davis, Robert M 
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Booaaard. Peter 




From: 

Sent: 

To: 

Cc: 

Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 4:51 PM 

Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Callahan, Mary Ellen 

Davis, Robert M 

Re: statement « smaller group ~ NOC reference 



We will cater to specific requests. 



From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 04:48 PM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Callahan, Mary Ellen 

Cc: Davis, Robert M 

Subject: RE: statement — smaller group - NOC reference 






Sorry to keep coming back to this, but do we plan to provide the BACKGROUND part of the statement only if it is 
responsive to a particular question about when DHS engages in social media monitoring? If we provide it in response to 
eneral questions about the report, I think it will create confusion. The NOC had nothing to do with this report. 




From; Boogaard, Peter 

Sent: Wednesday, February 29, 2012 11:37 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Callahan, Mary 

Cc: Davis, Robert M 

Subject: RE: statement - smaller group 

I'm told we are fine with traditional. Once WH clears, we will be all good, thanks everyone. 






From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 11:35 AM 

To: Boogaard, Peter; Flynn, William; Spaulding, Suzanne; Callahan, Mary Ellen 

Cc: Davis, Robert M 

Subject: RE: statement — smaller group 





From: Boogaard, Peter 

nt: Wednesday, February 29, 2012 11:30 AM 
To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Callahan, Mary Ellen 
Cc: Davis, Robert M 
Subject: RE: statement - smaller group 



Not sure I would classify Daily Kos as traditional media. Can we stick with news articles? I don't want to get hung up on 



semantics. 



From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 11:28 AM 

To: Flynn, William; Boogaard, Peter; Spaulding, Suzanne; Callahan, Mary Ellen 

Cc: Davis, Robert M 

Subject: RE: statement - smaller group 



I am good with this. 
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From William Fly fin 





From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 9:31 AM 

To: Boogaard, Peter; Flynn, William; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: Re: statement -- smaller group 




From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 09:22 AM 

To: Flynn, William; Callahan, Mary Ellen; Spaulding, Suzanne; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: statement — smaller group 



Here is where we are. Are we comfortable with this description? Is this accurate 1 ? 



9 



At this point, I don't believe it is to our benefit to re-engage with Rolling Stone. We would use this statement 
for any requests that follow. 




(NOC) "to provide situational 



. ■ 



overnment 



iovernments 



event 



>rm 



:overnment 



;arthquake 
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i 



Booaaard. Peter 





Boogaard, Peter 

Wednesday, February 29, 2012 4 18 PM 




antic 



Ugh. thanks 




From: 

Sent: Wednesday, February 29, 2012 4:17 PM 
To: Boogaard, Peter 
Subject: Atlantic 



fyi 

http://www.theatlanticwire,€Qfn/natiQnal/2012/Q2/Qccupv-wall*street-freaks-Qut-about-dhs-spvr 




Occupy Wall Street activists are up in arms over a new report describing Homeland Security officials 
monitoring Occupy demonstrations, but a closer look reveals much ado about nothing. 



The government paranoia machine took off last night after Rolling Stone contributor Michael 
Hastings published an exclusive on e-mails obtained from the global intelligence firm Stratfor via WikiLeaks 
In his ominous appraisal of a Department of Homeland Security document, he notes that DHS officials read 
"OWS-related Twitter feeds" and other "publicly available sources" to keep tabs on the movement "The 
government has a long and disturbing history of justifying the curtailing of civil liberties under the cover of 
perceived, and often manufactured, threats,' 1 he wrote. The article passed quickly through the Occupy 
information bloodstream, 



"The DHS document appears to be more concerned with protecting the mechanisms of the financial sector than 
in ensuring the safety of citizens who are exercising their First Amendment rights," wrote Allison Kilkenny in 
Truthout. "The suppression of Occupy is nothing less than an attack on those who would try to exercises their 
civil liberties, their rights and seek to energize democracy," wrote Fire Dog Lake's Kevin Gosztola. The article 
was re-blogged across scores of Occupy tumblers including Anticapitalist, Occupy All Streets and flQccup y 
Wal 1 Street, 



On Current TV last night, host Cenk Uv^ur blasted the agency for focusing exclusively on Occupy Wall 
Street. "The Tea Party... that happens to be pro-corporate America is not anywhere to be found here [but] when 
Occupy Wall Street is not pro-corporate America, all of a sudden, they need to be investigated by the 



Department of Home 




Se 




." Of course, the Tea Party has also been observed by DHS but that's beside 





Is DHS really curtailing the rights of Occupiers? Outside of reading newspapers and Twitter about Occupy 
events, the report is merely a summary of the movement and an assessment of what dangers it may pose. As one 
line reads: 



u 



Mass gatherings associated with public protest movements can have disruptive effects 




commercial and government services, especially when staged in major metropolitan areas. 

demonstrations also carry the potential for violence, presenting a significant challenge for law enforcement." 
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Boogaard, Peter 




From: 





Boogaard, 

Wednesday, February 29, 2012 3:42 PM 

Richards, Steven 

RE: NPPD Reported on Occupy Wall Street 







we are aware 



From: Richards, Steven 

Sent: Wednesday, February 29, 2012 3:41 PM 

To: Boogaard, Peter 

Subject: FW: NPPD Reported on 

Importance: 




Wall Street 




Peter— Assuming you are aware of this but sending It along regardless. 



From: Mathews, Scott 

Sent: Wednesday, February 29, 2012 3:30 PM 

To: 




Subject: NPPD Reported on Occupy Wall Street 
Importance: High 



I just received this link from a colleague at l&A, Apparently NPPD drafted a report on OWS that has now been leaked on 
wikileaks. The link is to the article not to wikileaks. Also, I have attached the 5-page report to which RS refers. 

r _ 









Obviously, this did not come before PRIV for review as it is a NPPD product. I&A is not very happy (me too) after all that 
we did to make sure l&A and the fusion centers didn't create any reports like this, 

http://wwwTolling$tQnexom/pQlitics/bto^ 
street-20120228 



Scott 

J, Scott Mathews, CIPP. Senior Privacy Analyst for 
Priva cy Office, Departm ent of Homeland Security 

Tel FTRVT^l Email. 

B8: " MM1M 1 HSDN 

HTSN, 




ence 
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From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 2:48 PM 

To: Davis, Robert M 

Subject: Re: statement - smaller group 



We are done, but not releasing until we get more requests* 
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To: Durkovich, Caitlin; Flynn, William; 

Cc: Davis, Robert M 

Subject: RE: statement - smaller group 




trig, Suzanne; Callahan, Mary Ellen 






Not sure I would classify Daily Kos as traditional media. Can we stick with news articles? I don't want to get hung up on 
semantics. 



From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 11 

To: Flynn, William; Boogaard, Peter; Spa 

Cc: Davis, Robert M 

Subject: RE: statement -- smaller group 



Callahan, Mary Ellen 



I am good with this. 



From: Flynn, William 

Sent: Wednesday, February 29, 2012 11:16 AM 

To: Boogaard, Peter; Spaulding, Suzanne; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: RE: statement - smaller group 



Here is our recommended comment: 








Congress requires DHS 1 National Operations Center (NOC) **to provide situational awareness and es 
common operating picture for the entire federal government and for state, local, and tribal governments as 
appropriate, in the event of a natural disaster or terrorist attack and ensure that critical terrorism and disaster- 
information reaches government decision-makers." Under this requirement, the NOC monitors social 



a 



re 




media only for situational awareness purposes during times of crisis, such as a terrorist attack or earthquake. 



William F. Flynn, 

Acting Assistant Secretary, 

Office of Infrastructure Protection 

US Department of Homeland Security 



(b) (6) 
(b) (6) 



ii 



Congress requires DHS' National Operations Center (NOC) **to provide situational awareness and establish a 
common operating picture for the entire federal government and for state, local, and tribal governments as 
appropriate, in the event of a natural disaster or terrorist attack and ensure that critical terrorism and disaster- 



related information reaches government decision-makers." Under this requirement, the NOC monitors social 
media only for situational awareness purposes during times of crisis, such as a terrorist attack or earthquake. 




From 



(b) (6) 



Sent: Wednesday, February 29, 2012 8:35 AM 
To: Boogaard, Peter; Colburn, Brent 
Subject: RE: Re: 




(b) (6) 



From: Boogaard, Peter 

Sen t: Wednesday, February 29, 2012 8:34 AM 

To: 



(b) (6) 



Subject: Re: 



Co! burn, Brent 




(b) (6) 



From: 

Sent: Wednesday, February 29, 2012 08:32 AM 
To: Colburn, Brent; Boogaard, Peter 
Subject: 




47 



From: Flynn, William 

Sent: Wednesday, February 29, 2012 11:16 AM 

To: Boogaard, Peter; Spaulding, Suzanne; Callahan, 

Cc: Davis, Robert M 

Subject; RE: statement - smaller group 



Mary Ellen; Durkovich, Caltlin 



Here is our recommended comment: 




Congress requires DHS* National Operations Center (NOC) "to provide situational awareness and establish a 
common operating picture for the entire federal government and for state, local, and tribal governments as 

disaster or terrorist attack and ensure that critical terrorism and disaster- 




appropriate, in the event of a 

related information reaches government decision-makers," Under this requirement, the NOC monitors social 

media only for situational awareness purposes during times of crisis, such as a terrorist attack or earthquake. 



William F. Flynn * 

Acting Assistant Secretary, 

Office of Infrastructure Protection 



artment of Homeland Security 





29, 2012 10:48 AM 

, Suzanne; Flynn, William; Callahan, Mary Ellen; Durkovich 



From: Boogaard, Peter 

Sent: Wednesday, 

To: Boogaard, Peter; 

Cc: Davis, Robert M 

Subject: RE: statement - smaller group 

Thoughts here? Haven't gotten any additional requests, but want to be prepared 



t 







From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 9:38 AM 

To: Spaulding, Suzanne; Flynn, William; Callahan, Mary Ellen; Durkovich, Caitlin 

Cc: Davis, Robert M 

Subject: RE: statement - smaller group 
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Booaaard. Peter 




From: 

Sent: 

Tor 

Subject: 



Boogaard, Peter 

tednesdav. February 29. 2Q12 12:21 PM 



(b) (6) 



Re: Re 



Any thoughts? 



From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 11:40 AM 



To: 

Subject: RE: Re: 



(b) (6) 



Cotburn, Brent 



Here is where we have landed. We haven't gotten any additional requests at this point, let me know if there are 
concerns. We will only send out if requested. 




Congress requires DHS* National Operations Center (NOC) t6 to provide situational awareness and establish a 
common operating picture for the entire federal government and for state, local, and tribal governments as 
appropriate, in the event of a natural disaster or terrorist attack and ensure that critical terrorism and disaster- 
related information reaches government decision-makers." Under this requirement, the NOC monitors social 
media only for situational awareness purposes during times of crisis, such as a terrorist attack or earthquake. 



(b) (6) 



From: 

Sent: Wednesday, February 29, 2012 8:35 AM 
To: Boogaard, Peter; Colburn, Brent 
Subject: RE: Re: 



Yeah, this was just my suggested (or something like it) second sentence. 






(b) (6) 



From: Boogaard, Petei 

Sent^ednesdav* February 29, 2012 8:34 AM 

To: flDSSHMHl Colburn, Brent 



Subject: Re: 



Keep the first sentence and add this as the 2nd, right? 
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Boogaard, Peter 




From: 
Sent; 
To: 
Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 11:40 AM 



(b) (6) 




RE: Re: 



■ 




Here is where we have landed. We haven't gotten any additional requests at this point let me know if there are 
concerns. We will only send out if requested. 




Congress requires DHS' National Operations Center (NOC) 4t to provide situational awareness and establish a 
common operating picture for the entire federal government and for state, local, and tribal governments as 



appropriate, in the event of a natural disaster or terrorist attack and ensure that critical terrorism and disaster- 



related information reaches government decision 




* Under this requirement, the NOC monitors social 



media only for situational awareness purposes during times of crisis, such as a terrorist attack or earthquake- 



(b) (6) 



From: 

Sent: Wednesday, February 29, 2012 8:35 AM 
To: Boogaard, Peter; Colburn, Brent 
Subject: RE: Re; 




From: 




f 



Peter 



(b) (6) 



SenfaWediiesdav.February 29, 2012 8:34 AM 
To: flDSK&SI Colburn, Brent 
Subject: Re: 




(b) (6) 



From: 

Sent: Wednesday, February 29, 2012 08:32 AM 

To: Colburn, Brent; Boogaard, Peter 

Subject: 
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Congress requires DHS ? National Operations Center (NOC) "to provide situational awareness and establish a 
common operating picture for the entire federal government and for state, local, and tribal governments as 
appropriate, in the event of a natural disaster or terrorist attack and ensure that critical terrorism and disaster- 
related information reaches government decision-makers/ 1 Under this requirement, the NOC monitors social 






media only for situational awareness purposes during times of crisis, such as a terrorist attack or earthquake. 



William F. Flynn, 

Acting Assistant Secretary, 

Office of Infrastructure Protection 

US Department of Homeland Security 



(b) (6) 
(b) (6) 



From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 10:48 AM 

To: Boogaard, Peter; Spaulding, Suzanne; Flynn, William; Callahan 

Cc: Davis, Robert M 

Subject: RE: statement ~ smaller group 




Ellen; Durkovich, Caitlin 



Thoughts here? Haven't gotten any additional requests, but want to be prepared. 



From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 9:38 AM 

To: Spaulding, Suzanne; Flynn, William; Callahan, Mary Ellen; 

Cc: Davis, Robert M 

Subject: RE: statement - smaller group 




i 




From William Flynn 





57 



Boogaard, Peter 





Sent; 
To: 
Cc: 
Subject 



Boogaard, Peter 

Wednesday, February 29, 2012 11:30 AM 

Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Callahan, Mary 

Davis, Robert M 

RE: statement - smaller group 




Not sure I would classify Daily Kos as traditional media. Can we stick with news articles? I don't want to get hung up on 



semantics. 



From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 11:28 AM 

To: Flynn, William; Boogaard, Peter; Spaulding, Suzanne; Callahan, Mary Ellen 

Cc: Davis, Robert M 

Subject: RE: statement - smaller group 

I am good with this. 




From: Flynn, William 

Sent: Wednesday, 

To: Boogaard, Peter; 

Cc: Davis, Robert M 

Subject: RE: statement — smaller group 




29, 2012 11:16 AM 

, Suzanne; Callahan, Mary Ellen; Durkovich, Caitlin 



Here is our recommended comment: 







Congress requires DHS f National Operations Center (NOC) 4 "to provide situational awareness and establish 
common operating picture for the entire federal government and for state, local, and tribal governments as 
appropriate, in the event of a natural disaster or terrorist attack and ensure that critical terrorism and disaster 



nformation reaches government 



« 



arthquake 



William F, Flynn, 

Acting Assistant Secretary, 

Office of Infrastructure Protection 

US Department of Homeland Security 



(b) (6) 



S9 



At this point, 1 don't believe it is to our benefit to re-engage with Rolling Stone* We would use this statement 
for any requests that follow. 




Congress requires DHS* National Operations Center (NOC) "to provide situational awareness and establish a 
common operating picture for the entire federal government and for state, local, and tribal governments as 
appropriate, in the event of a natural disaster or terrorist attack and ensure that critical terrorism and disaster- 
related information reaches government decision-makers/* Under this requirement, the NOC monitors social 



media only for situational 



purposes 




times of crisis, such as a terrorist attack or earthquake. 
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Congress requires DHS f National Operations Center (NOC) "to provide situational awareness and establish a 
common operating picture for the entire federal government and for state, local, and tribal governments as 
appropriate, in the event of a natural disaster or terrorist attack and ensure that critical terrorism and disaster- 
related information reaches government decision-makers." Under this requirement, the NOC monitors social 
media only for situational awareness purposes during times of crisis, such as a terrorist attack or earthquake. 
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Congress requires DHS* National Operations Center (NOC) "to provide situational awareness and establish a 
common operating picture for the entire federal government and for state, local, and tribal governments as 
appropriate, in the event of a natural disaster or terrorist attack and ensure that critical terrorism and disaster- 
related information reaches government decision-makers." Under this requirement, the NOC monitors social 
media only for situational awareness purposes during times of crisis, such as a terrorist attack or earthquake. 
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UNCL 




NOC TRACKER 






Incident Number: 



0048-12 



Incident Title: 



Hazmat at White House - Washington, DC: MMC jabber report of hazmat at White House 
same time as Occupy protestors are there. (Formerly NOC #0013-12-004.) 



Source Info: 



MMC 



DATE 



17 Jan 12 



TIME 



Analyst 







21 





2139 



2140 



2151 



2154 



2207 






DAH 



DAH 



DAH 



DAH 



DAH 



NOTES 




(U//FOUO): Hazmat at White House -Washington, DC: MMOjj|i||gj-eport of 

hazmat at White Hous e same time as Occupy protestors are there 

2109: NIC{|0Mfl^jpen source report of smoke bombs thrown over White House 

fence. 

2122: SWO called USSS; smoke bomb was set off: incident is wrapping up; most 

protestors have dispersed; no arrests made. 

2126: Transferred to NOC #0048-12. NOC #0013-12-004 Closed. 









(U//F QUO) UPD ATE: FOAG released 



(U//FOUO) UPDATE: SWO briefed WHSR via DRSN 



(U//FOUO) UPDATE: Don Triner requested time of incident. 



(U//FOUO) UPDATE: SWO reported that no time of incident was reported, but the 
dispersion of the group occurred around 2105EST. 



(U//FOUO) UPDATE: SWO sent closeout to SAG 



ARCHIVED. 




(b) (6), (b) (7)(C) 



^3 





FOAG -- Protest Incident at the White House 




on, DC (NOC #0048-12) 



Report: (Initial/Closeout) Open source reports and USSS confirms protestors threw a 
over the North White House fence. The situation is under control and most of the 
protestors have been dispersed. No arrests have been reportedly made, and 
be are on alert. 






1,000 
continue to 



Local Actions: Local DC Metropolitan Police Department (MPD) and USSS responded to the scene 
and continue to investigate. 

NOC Actions: Continue to coordinate with local MPD and USSS for further updates. 



NOC Recommendation: Continue to monitor 







as warranted 



Source: Open Sources and USSS. 






Other: Some National and Local Media 



(b) (6), (b) 7 C 



Senior Watch Officer 

National Operations Center 

U.S. De pa rtm e Jli qfj^om el I Ian d Security 

Unclassified 

Secure: 





(b) (6), (b) (7)(C) 



From: 

Sent: 
To: 
Cc: 
Subject: 



(b)(6), (b)(7)(C) 




012 9:51 PM 



Re: FOAG - Protest Incident at the White House - Washington, DC (NOC #0048-12) 



(b)(6), (b)(7)(C) 



Itime of occurrence would be useful 




From 





: FOAG - Protest Incident at the White House - Washington, DC (NOC #0048-12) 




Report: (Initial/Closeout) Open source reports and USSS confirms protestors threw a smoke 
over the North White House fence. The situation is under control and most of the estimated 1 ,000 

» No arrests have been reportedly made, and authorities continue to 




ors 
be are on alert 




Local Actions: Local DC 
and continue to investigate 




Police Department (MPD) and USSS responded to the scene 



NOC Actions: Continue to coordinate with local MPD and USSS for further updates 



NOC Recommendation: Continue to monitor and 



ide updates as warranted 



Source: Open Sources and USSS 



Other: Some National and Local Media Attention. 









(b)(6), (b)(7)(C) 



Senior Watch Offi c e r 

National Operations Center 

U.S* Departm ent of Homelan d Security 

Unclassified: 



Secure: 



be, (b)(7)(C) 



i 



(b)(6), (b)(7)(C) 



13 



From: 

Sent: 

To: 

Cc: 

Subject: 



(b) (7)(C) 



! uesaay, January 1 /, ^012 9:54 PM 




hite House - Washington, DC (NOC #0048*12) 



No exact time was reported or available, but it was reported that the dispersion of the group occurred around 2105 EST 



be, b 7 c 



Senior Watch Officer 
National Operations 
U.S. Departm ent of 
Unclassified: 
Secure: 



be, b 7 c 






and Security 



be, b 7 c 



From 

Sent: Tuesday, January 17, 2012 9:51 PM 




Subject: Re: FOAG -- Protest Incident at the White House - 




on, DC (NOC #0048-12) 



(b)(6), (b)(7)(C) 



ime of occurrence would be useful 




DHS/OPS 



012 09:39 PM 




From: 

Sent: 
To: 

Cc: 

Subject: FOAG -- Protest Incident at the White House - Washington, DC (NOC #0048-12) 



Report: (Initial/Closeout) Open source reports and USSS confirms protestors threw a smoke bomb 
over the North White House fence. The situation is under control and most of the estimated 1,000 
protestors have been dispersed. No arrests have been reportedly made, and authorities continue to 
be are on alert. 



Local Actions: Local DC 
and continue to investigate 




itan Police Department (MPD) and USSS responded to the scene 



NOC Actions: Continue to coordinate with local MPD and USSS for further updates 
NOC Recommendation: Continue to monitor and provide updates as warranted. 



Source: Open Sources and USSS. 



,- 



Other: Some National and Local Media Attention 



i 



(b)(6), (b)(7)(C) 




Sent 
To: 
Cc: 
Su 




(b)(6), (b)(7)(C) 




59 PM 



Re: FOAG - Protest Incident at the White House - Washington, DC (NOC #0048-12) 



Understood 




b 7 C 



From: 

Sent: Tuesday, January 17, 2012 09:53 PM 




Subject: RE: FOAG -- Protest Incident at the White House - Washington, DC (NOC #0048-12) 

No exact time was reported or available, but it was reported that the dispersion of the group occurred around 2105 EST, 



(b)(6), (b)(7)(C) 



Senior Watch Officer 



National 



U.S. Departm 

Unclassified: 
Secure: 




Center 



f #vf U 



I 



(b)(6), (b)(7)(C) 




uri 




(b)(6), (b)(7)(C) 



(b)(6), (b)(7)(C) 



From: 

Se nt: I uesda v, Ja nuary 17, 2012 9:51 PM 

To: 

Cc: 




Subject: Re: FOAG - Protest Incident at the White House - Washington, DC (NOC #0048-12) 



(b)(6), (b)(7)(C) 



time of occurrence would be useful. 




(b) (7)(C) 



From 

Sent: Tuesday, January 17, 2012 09:39 PM 
To: 




Subject: FOAG - Protest Incident at the White House 



— 




on, DC (NOC #0048-12) 



Report: (Initial/Closeout) Open source reports and USSS confirms protestors threw a smoke bomb 
over the North White House fence. The situation is under control and most of the estimated 1,000 
protestors have been dispersed. No arrests have been reportedly made, and authorities continue to 
be are on alert. 



1 



From: 

Sent: 

To: 
Cc: 
Subject 



b 7 C 




17.2012 10:07 




Protest Incident at the White House - Washington. DC (NOC #0048-12) 



Report: (Initial/Closeout) Open source reports and USSS confirms protestors threw a smoke bomb 
over the North White House fence. The situation is under control and most of the estimated 1 ,000 
protestors have been dispersed. No arrests have been reportedly made, and authorities continue to 
be are on alert. 



Local Actions; Local DC Metropolitan Police Department 
and continue to investigate. 




and USSS responded to the scene 



NOC Actions: Continue to coordinate with local MPD and USSS for further updates 
NOC Recommendation: Continue to monitor and provide updates as warranted. 
Source: Open Sources and USSS. 



Other: Some National and Local Media Attention. 



(b)(6), (b)(7)(C) 



Senior Watch Officer 
National Operations Center 
U.S. Departm 





Secure: 



b 6 , b 7 C 



1 



(b)(6), (b)(7)(C) 




■ 



Sent: 
To: 
Cc: 
Subject: 



(b)(6), (b)(7)(C) 



Wednesday, Januarv 18, 2012 5:33 AM 




NDD TURNOVER - 0600 18 JAN 2012 








NDD Turnover 

EST 18 January 2012 




• FOAG-lnitial/Closeout— (2139 EST 17 Jan) Protest Incident at the White House - Washington, DC 
(NOC #0048-12). USSS confirms protestors threw a smoke bomb over the North White House 
fence. The situation is under control and most of the estimated 1,000 protestors have been 




. No arrests have been reportedly made, and authorities continue to be are on alert. 
National and local media interests. 





imAASMHtihW AW tiNh'OttGEMENT &ENSmV&/FOn OFFICIAL USE 




Very 



(b)(6), (b)(7)(C) 



Duty Director 

National Operations Center 

U.S. De partment of Homeland Security 

(UNC 

(SECR 
BB:( 






(HSDN) 
(JWICS) 




2 



(b)(6), (b)(7)(C) 




b 7 C 



Tuesday, January 17, 2012 10:33 PM 

(FOUO) Situational Awareness Report - Smoke Bomb Thrown at White House - Washington, 

DC -17 JAN 12 



1 'i -i '' 




For your situational awareness: 



Critical Infrastructure effects: Government Facilities 



The National Operations Center (NOC) reported at 2207 EST, on 17 
thrown over the North Fence at the White House. 




12 that a smoke 





• 




ted by the NOC as a suspicious package 



HAZMAT 




Upon further investigation Metro Police Department (MPD)and United States Secret 



Service (USSS) confirmed that a smoke bomb was thrown by protestors 
• USSS and MPD state the situation is under control and continues to monitor the protestors 



NICC continues to monitor this incident and will provide additional information if warranted. 



* This information is based on initial reporting and is being provided for your situational 
awareness. Reporting may have inaccuracies due to a rapidly developing situation and is 
to change. 




ect 



If you have any 
you. 




or concerns, contact the NICC atBSn 




. Thank 



V/r, 



NICC Watch Operations 
Department o f Homeland Security 



(b)(6), (b)(7)(C) 




HSDN: 
JWICS: 




For more information on the NICC go to: 

DHS National Infrastructure Coordinatine Center 




Distro List 

Situational Awareness Base List 



(b) 7 C 



1 



NICC Support 

PSA DC 

PSA Mid-Attentte Region 

BCD Region ill 



Ttte information contained in this communication from the NICC may be sensitive, privileged, and or confidential and is not intended for third party 
dis tri totiotwiithout t he express approval of the NICC. Please address requests for further distribution, questions, or comments to the NICC by 
phanr fl5I(*)M0HIIfij] or email ((DKsfflO ltfllflH If you are not an intended recipient of this transmission, the dissemination, distribution, copying 
or use of the information is strictly prohibited. 



pok() i f i ''K:iAi,us;i ' ON i .v 
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